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4.11[10][D] E-CoMMERCE AND INTERNET Law

leged that “[flrom Community Connexion’s Internet site,
persons are able to go to these other sites and retrieve the
unauthorized copies of plaintiff’s software products.”
Plaintiffs further alleged that by allowing
the links to pirated copies of plaintiff's software products to
remain at the Community Connexion sites, where they are
readily accessible, defendants implicitly authorize persons
who access the Community Connexion sites to go to the linked
sites and download copies of the plaintiff’'s computer programs
and reproduce them on their own computers.®
In addition to alleging that the ISP was liable for contrib-
utory copyright infringement, the complaint alleged that its
owner was vicariously liable because he “participates in and
has the right and ability to control the infringements of
plaintiff’s copyrights, and derives financial benefit from the
infringements of plaintiff’s copyrights.”

Similar suits based on distribution of cracker tools, serial
numbers and links were brought in the Central District of
California and the District of Massachusetts.®

4.12 Third-Party Liability Limitations Available to
Service Providers Under the Digital Millennium
Copyright Act'

4.12[1] In General
The Online Copyright Infringement Liability Limitation

2Adobe Systems, Inc. v. Community Connexion, Inc., Case No. C-96-
20833 SW EAI, Plaintiff’s Complaint § 30.

3Adobe Systems, Inc. v. Community Connexion, Inc., Case No. C-96-
20833 SW EAI, Plaintiff’s Complaint § 33.

‘Adobe Systems, Inc. v. Community Connexion, Inc., Case No. C-96—
20833 SW EAI, Plaintiff’s Complaint § 38.

5See Adobe Systems, Inc., v. Geocities, Inc., Case No. 96-7035 TJH
(ANx), (C.D. Cal. filed Oct. 7, 1996) (suit by Adobe Systems, Inc., Claris
Corp. and Traveling Software, Inc., against Geocities, Inc., and its presi-
dent, David Bohnett, for, respectively, contributory copyright infringement
and vicarious copyright infringement); Adobe Systems, Inc. v. Tripod, Inc.,
Case No. 96-30189-MAP (D. Mass. Complaint filed Oct. 8, 1996) (suit by
Adobe Systems, Inc., Claris Corp. and Traveling Software, Inc., against
Tripod, Inc., and its president, Bo Peabody).

[Section 4.12]

"Portions of this section were adapted in part from Ian C. Ballon &
Keith M. Kupferschmid, “Third-Party Liability Under the Digital Millen-
nium Copyright Act: New Liability Limitations and More Litigation for
ISPs,” The Cyberspace Law., Nov. 1998, at 3.
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CopYRIGHT PROTECTION IN CYBERSPACE 4.12[1]

Act incorporated as Title II of the Digital Millennium Copy-
right Act (DMCA), which is codified at 17 U.S.C. § 512 and
took effect on the day it was signed into law on Oct. 28,
1998, potentially provides an affirmative defense' to claims

[Section 4.12[1]]

"The DMCA provides an affirmative defense that potentially may be
deemed to have been waived if not asserted in a party’s answer to a com-
plaint for copyright infringement. See Society of Holy Transfiguration
Monastery, Inc. v. Gregory, 689 F.3d 29, 58-59 (1st Cir. 2012) (holding that
the defendant waived its right to argue that it was insulated from liability
by the DMCA by not pleading the affirmative defense in its answer to
plaintiff's complaint).

Entitlement to, or compliance with, DMCA safe harbors also
potentially may be the subject of an affirmative claim for declaratory
relief. See, e.g., Capitol Records, Inc. v. MP3tunes, LLC, 611 F. Supp. 2d
342, 348 (S.D.N.Y. 2009) (denying plaintiffs’ motion to dismiss a
counterclaim for a declaratory judgment that the defendant complied with
the DMCA and that notices sent by plaintiffs were deficient). A declara-
tory judgment, however, generally would have to be premised on compli-
ance with particular copyrighted works, rather than in general. See, e.g.,
Windstream Services, LLC v. BMG Rights Management (US) LLC, 16 Civ.
5015 (KMW) (RLE), 2017 WL 1386357 (S.D.N.Y. Apr. 17, 2017) (dismiss-
ing Windstream’s suit for a declaratory judgment that Windstream was
entitled to the safe harbors created by sections 512(a) and 512(c), for lack
of subject matter jurisdiction; “rather than seeking defined declarations of
noninfringement regarding existing or foreseeable disputes about specific
copyrights and instances of infringement, Windstream seeks broad decla-
rations about every possible conflict that has occurred or could occur in
the future. And Windstream seeks to obtain these declarations despite
pleading that there is ‘no direct evidence that any Windstream subscriber
engaged in direct copyright infringement.’ ”), appeal dismissed, Docket No.
17-1515, 2017 WL 5329346 (2d Cir. Sept. 25, 2017); Veoh Networks, Inc. v.
UMG Recordings, Inc., 522 F. Supp. 2d 1265 (S.D. Cal. 2007) (dismissing a
declaratory relief action brought by Veoh seeking a declaration that its
user generated content site complied with the DMCA, shortly before Veoh
was sued by UMG for copyright infringement in the Central District of
California). Suits seeking a declaration of rights will be more difficult to
maintain where the copyright owner denies that it intended to sue the
declaratory judgment plaintiff for copyright infringement. See, e.g., Brave
New Films 501(C)(4) v. Weiner, 91 U.S.P.Q.2d 1262, 2009 WL 1622385
(N.D. Cal. June 10, 2009).

While a service provider sued for copyright infringement bears the
burden of proving its entitlement to the DMCA, the burden of notifying
service providers of infringement under the DMCA is on copyright owners
or their agents and cannot be shifted to the service provider to disprove.
Viacom Int’l, Inc. v. YouTube, Inc., 940 F. Supp. 2d 110, 113-15 (S.D.N.Y.
2013). Further, where a service provider meets its initial burden of prov-
ing entitlement to the DMCA safe harbor, the burden shifts to the copy-
right owner to prove that the service provider is not entitled to safe harbor

Pub. 12/2021 4-523
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4.12[1] E-CoMMERCE AND INTERNET Law

for damages and attorneys’ fees for federal (and state com-
mon law or state statutory?®) copyright infringement asserted
against ISPs, website owners, search engine services, cloud
service providers, blogs, portals, storage lockers, social
networks, UGC sites, email providers, e-commerce sites,
corporate intranets and all other entities that qualify as ser-
vice providers as defined under the terms of the Act,® but
only if—and to the extent—eligible parties comply with
multiple, specific technical eligibility requirements. Concur-
rently, Title II of the DMCA effectively provides copyright
owners (or their exclusive licensees) with potentially valu-
able extra-judicial remedies to have infringing material
blocked or removed and infringing activity stopped without
having to file suit in most cases. Separate provisions of the
DMCA providing remedies for circumvention of copy protec-
tion and access control mechanisms and removal, alteration
or falsification of Copyright Management Information are
addressed in section 4.21.

The DMCA has been described as “Congress’s foray into
mediating the competing interests in protecting intellectual
property interests and in encouraging creative development
of devices for using the Internet to make information
available.” Pursuant to the DMCA, a service provider that
satisfies four threshold prerequisites® may be entitled to li-
ability limitations for copyright infringement based on (1)
transmitting, routing, and providing connections to infring-
ing material (the “routing” limitation, or what the statute
refers to as “transitory digital network communications”);®
(2) system caching;’ (3) information stored at the direction of

protection based on knowledge or red flag awareness (if the service
provider allegedly failed to remove infringing files in the face of knowl-
edge or awareness). If that subsequent burden is not met by the copyright
owner, the service provider is deemed subject to the safe harbor. See Capitol
Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93-95 (2d Cir. 2016).

2Gee Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 87-93 (2d Cir.
2016); see generally infra § 4.12[19].

3See generally infra § 4.12[2] (analyzing what constitutes a service
provider under the DMCA).

4Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1024
(9th Cir. 2013).

5See infra § 4.12[3].
6See infra § 4.12[4].
"See infra § 4.12[5].
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CopYRIGHT PROTECTION IN CYBERSPACE 4.12[1]

a user (the “user storage” limitation);® or (4) linking or refer-
ring users to infringing material (the “information location
tools” limitation);® or to a broad exemption under any legal
theory for (5) disabling access to or removing in good faith
allegedly infringing material;' but only if additional require-
ments specific to each of the five separate categories also are
met. Service providers that qualify for any of the first four
copyright infringement limitations also may be insulated
from injunctive relief, except in limited circumstances.
Special rules potentially further limit the liability of non-
profit educational institutions NEIs for acts of infringement
by faculty members or graduate students that otherwise
might make the NEI ineligible for the four copyright liability
limitations created by the Act."

Except for the broad exemption for removing or disabling
access to material believed to be infringing (which in any
event would not be premised on copyright law), section 512
merely limits a service provider’s potential exposure for dam-
ages and attorneys’ fees for copyright infringement, without
creating an exemption from liability for the underlying
conduct. Thus, even where a service provider’s liability is
limited pursuant to one of the safe harbors, other parties
may be held liable for direct, contributory or vicarious in-
fringement or for inducement (based on the standards
analyzed in section 4.11) for the same underlying act of
infringement.

The first two limitations (routing and system caching) limit
the risk of inadvertent liability that theoretically could arise
for a service provider simply by virtue of the way the
Internet operates. As discussed earlier in this chapter in
section 4.03, under MAI Systems Corp. v. Peak Computer,
Inc." and subsequent cases, a copy for purposes of the Copy-
right Act may be created any time a “temporary copy” is
made in a computer’s random access memory, or RAM.
Infringing copies therefore potentially may be created when-
ever a temporary copy is automatically made as information
is routed over various computers connected to the Internet

8Gee infra § 4.12[6].
9See infra § 4.12[7].
10Gee infra § 4.12[8].
1See infra § 4.12[10].

2MAT Systems Corp. v. Peak Computer, Inc., 991 F.2d 511 (9th Cir.
1993), cert. dismissed, 510 U.S. 1033 (1994).
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4.12[1] E-CoMMERCE AND INTERNET Law

or when a copy is temporarily cached.” Even absent DMCA
protection, however, the risk of liability for service providers
for routing or system caching generally is very low."

3See Religious Technology Center v. Netcom On-Line Communication
Services, Inc., 907 F. Supp. 1361, 1378 n.25 (N.D. Cal. 1995) (dicta); see
generally supra §§ 1.04, 4.03. But see Cartoon Network LP, LLLP v. CSC
Holdings, Inc., 536 F.3d 121 (2d Cir. 2008) (holding that a temporary copy
is not actionable if it is fixed for merely a transitory duration), cert. denied,
557 U.S. 946 (2009); supra § 4.03([3].

"t is unlikely that material in transit would be deemed fixed for a
sufficient duration to be actionable in the Second Circuit under Cartoon
Network LP, LLLP v. CSC Holdings, Inc., 536 F.3d 121 (2d Cir. 2008), cert.
denied, 557 U.S. 946 (2009). Yet, even if it were—or in a court outside the
Second Circuit applying MAI Systems Corp. v. Peak Computer, Inc., 991
F.2d 511, 516 (9th Cir. 1993), cert. dismissed, 510 U.S. 1033 (1994), pursu-
ant to which information in transit likely would be deemed to create fixed
copies—the risk of exposure for most service providers for routing in par-
ticular, but also for most types of system caching, generally should be
small. The particular pathway traveled by a given message is somewhat
random. Pursuant to TCP/IP protocols, information is broken into packets
which may travel along separate routes before being reassembled at their
ultimate destination. Moreover, the Internet dynamically reroutes traffic
through the most efficient pathways available at a given time. Caching,
like routing, is premised on considerations of efficiency and is undertaken
without regard to the nature of the content temporarily copied. Even
where an infringing copy is routed through a particular server as a result
of a peering agreement—making the particular route traveled arguably
less random—it may be difficult for a plaintiff to show causation; that a
service provider’s mere act of providing access to the Internet constituted
the type of volitional conduct or direct action typically required by courts
as a prerequisite for imposing direct copyright liability on an ISP. See
Religious Technology Center v. Netcom On-Line Communication Services,
Inc., 907 F. Supp. 1361, 1370 (N.D. Cal. 1995) (Usenet postings; in order
to find direct liability, “there should still be some element of volition or
causation which is lacking where a defendant’s system is merely used to
create a copy by a third party.”); see also, e.g., Cartoon Network LP, LLLP
v. CSC Holdings, Inc., 536 F.3d 121, 131 (2d Cir. 2008) (holding that a
cable service provider could not be held directly liable for its provision of a
DVR service because “the operator . . ., the person who actually presses
the button to make the recording, supplies the necessary element of voli-
tion, not the person who manufactures, maintains, or, if distinct from the
operator, owns the machine.”), cert. denied, 557 U.S. 946 (2009); CoStar
Group, Inc. v. LoopNet, Inc., 373 F.3d 544 (4th Cir. 2004) (holding an ISP
not liable for direct infringement where it was “simply the owner and
manager of a system used by others who [we]re violating [plaintiff’s]
copyrights and [wals not an actual duplicator itself.”); BWP Media USA,
Inc. v. T&S Software Associates, Inc., 852 F.3d 436, 438-44 (5th Cir.) (af-
firming summary judgment for T & S Software Associates, an internet
service provider, holding that it was not directly liable for hosting an
internet forum on which third-party users posted images that allegedly
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CopYRIGHT PROTECTION IN CYBERSPACE 4.12[1]

The Act also allows service providers to limit their liability
for information location tools, including links. Absent DMCA
protection, search engines and others potentially could be
held liable under limited circumstances for links that they
themselves provide. Service providers also could have
exposure for links created by users on sites or services they
host. A link generally does not involve the creation of a copy

infringed copyrights owned by plaintiffs), cert. denied, 138 S. Ct. 236
(2017); Perfect 10, Inc. v. Giganews, Inc., 847 F.3d 657, 666-67 (9th Cir.
2017) (affirming dismissal and summary judgment for defendants on
plaintiff’s direct infringement claims brought against ISPs that provided
access to the USENET and a software program to be able to view USENET
content, which, among many other things, plaintiffs claimed included
infringing copies of its photos); Fox Broadcasting Co. v. Dish Network
LLC, 747 F.3d 1060, 1066—-68 (9th Cir. 2014) (following Cartoon Network
in holding that a cable company that provided technology to its subscrib-
ers that they could use to make copies was not likely to be held directly li-
able because Dish itself did not make the copies; direct liability requires a
showing of “copying by the defendant”); Parker v. Google, Inc., 422 F.
Supp. 2d 492, 497 (E.D. Pa. 2006) (“Google’s automatic archiving of
USENET postings and excerpting of websites in its results to users’ search
queries do not include the necessary volitional element to constitute direct
copyright infringement.”), aff’d, 242 F. App’x 833 (3d Cir. 2007), cert.
denied, 552 U.S. 1156 (2008); Sega Enterprises Ltd. v. MAPHIA, 948 F.
Supp. 923, 932 (N.D. Cal. 1996) (no evidence that BBS operator caused
infringing copies to be made merely by operating a BBS where third par-
ties posted infringing software); Marobie-FL, Inc. v. National Ass’n of Fire
Equipment Distributors, 983 F. Supp. 1167 (N.D. Ill. 1997) (company which
hosted a website on which infringing material was posted held not liable
for direct infringement because, even though it “provide[d] a service some-
what broader than the . . . Internet access provider in Religious . . . [it]
only provided the means to copy, distribute or display plaintiff’s works,
much like the owner of a public copy machine used by a third party to
copy protected material.”); Playboy Enterprises, Inc. v. Russ Hardenburgh,
Inc., 982 F. Supp. 503, 513 (N.D. Ohio 1997) (some element of direct action
is required); see generally supra § 4.11[2]. Moreover, a strong argument
could be made that routing and system caching amounts to fair use “inter-
mediate” copying. See supra § 4.10[1]. As a practical matter, because no
circuit court had applied the volitional conduct requirement articulated by
Judge Whyte in the Netcom case by 1998 when the DMCA was enacted,
some service providers were concerned that the issue of their potential li-
ability for routing or caching was unclear.

Since the DMCA merely limits the liability of service providers for
routing or system caching—without creating an exemption—a service
provider’s act of routing or caching could serve as the underlying act of in-
fringement on which a claim of contributory, vicarious or inducing in-
fringement could be asserted against other parties (such as the people
who initiated or received the communication) whose liability would not
necessarily be limited by the Act—at least outside of the Second Circuit to
the extent courts follow MAI but not Cartoon Network.
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under the Copyright Act and therefore exposure for linking
usually is premised on theories of secondary liability." Li-

'3A link is merely an instruction to a browser to go from one location
to another and does not involve the reproduction or distribution of content.
See, e.g., Perfect 10, Inc. v. Amazon.com, Inc., 508 F.3d 1146, 1156, 1162
(9th Cir. 2007) (applying the server test in holding that Google could not
be held directly liable for violating the display or distribution rights of the
plaintiff by creating links to photographs on third-party locations on the
Internet because the content that was linked to was not located on Google’s
own servers; “Google simply provides HTML instructions directing a user’s
browser to access a third-party website. . . . . [I]t is the website
publisher’s computer, rather than Google’s computer, that stores and
displays the infringing image.”); Microsoft Corp. v. Softicle.com, Civil Ac-
tion No. 16-2762, 2017 WL 5517379, at *2 (D.N.J. Sept. 29, 2017) (dismiss-
ing a claim for direct copyright infringement based on a link to infringing
material; “Providing a link to a website containing infringing material
does not, as a matter of law, constitute direct copyright infringement.”);
Pearson Education, Inc. v. Ishayev, 963 F. Supp. 2d 239, 251 (S.D.N.Y.
2013) (holding that the defendant was not liable for distributing infring-
ing content by merely linking to it on a different site; “A hyperlink does
not itself contain any substantive content; in that important sense, a
hyperlink differs from a zip file. Because hyperlinks do not themselves
contain the copyrighted or protected derivative works, forwarding them
does not infringe on any of a copyright owner’s five exclusive rights under
§ 106.”); MyPlayCity, Inc. v. Conduit Ltd., No. 10 Civ. 1615(CM), 2012 WL
1107648, at ¥12-14 (S.D.N.Y. Mar. 30, 2012) (granting summary judgment
for the defendant on plaintiff’s claim for direct copyright infringement for
distribution of plaintiff’s videogames by including a link on a toolbar it
distributed following the termination of a license; “Because the actual
transfer of a file between computers must occur, merely providing a ‘link’
to a site containing copyrighted material does not constitute direct in-
fringement of a holder’s distribution right.”); Batesville Services, Inc. v.
Funeral Depot, Inc., 01 011-DFH-TA, 2004 WL 2750253 (S.D. Ind. Nov.
10, 2004) (hyperlinking “does not itself involve a violation of the Copyright
Act (whatever it may do for other claims) since no copying is involved.”);
Online Policy Group v. Diebold, Inc., 337 F. Supp. 2d 1195, 1202 n.12
(N.D. Cal. 2004) (finding hyperlinking does not involve copying).

Some district courts have held that a link may lead to direct li-
ability for creating a public display or public performance in cases involv-
ing embedded or inline links or frames. See Nicklen v. Sinclair Broadcast
Group, Inc., __ F. Supp. 3d _, 2021 WL 3239510, at *3-5 (S.D.N.Y. 2021)
(denying defendant’s motion to dismiss plaintiff’s copyright infringement
claim, holding that plaintiff stated a claim that Sinclair’s placement of an
embedded link to plaintiff’s video of a starving polar bear (which plaintiff
had uploaded to Instagram and Facebook), in an article describing how
the video “went ‘viral, ” constituted an unauthorized public display, and
that Sinclair’s fair use defense could not be resolved on a motion to
dismiss); Goldman v. Breitbart News Network, LLC, 302 F. Supp. 3d 585
(S.D.N.Y. 2018) (holding that that an image displayed via embedded links
in various publications, from the Twitter feed where it had been posted,
constituted a public display under the Copyright Act; granting partial
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ability for linking has been most often imposed where link-

summary judgment to the plaintiff); The Leader’s Institute, LLC v. Jackson,
Civil Action No. 3:14-CV-3572-B, 2017 WL 5629514, at *10 (N.D. Tex. Nov.
22, 2017) (denying plaintiff’s motion for summary judgment on defendant’s
counterclaim for copyright infringement, holding that plaintiff publicly
displayed copyrighted content from defendant’s website by framing it on
its own website; distinguishing framing from ordinary linking); Live Na-
tion Motor Sports, Inc. v. Davis, 81 U.S.P.Q.2d 1826, 2007 WL 79311 (N.D.
Tex. Jan. 9, 2007) (holding that a link to a stream of a live webcast of mo-
tor races that were shown in real time created a public performance or
display because those terms encompass “each step in the process by which
a protected work wends its way to the audience”).

Other courts, including two circuits courts, however, take a differ-
ent view. See, e.g., Flava Works, Inc. v. Gunter, 689 F.3d 754, 761 (7th Cir.
2012) (holding that creating an in-line link to videos via frames from the
defendant’s website did not amount to a public performance); see generally
supra § 4.03 (analyzing these cases and what constitutes a public perfor-
mance); Perfect 10, Inc. v. Amazon.com, Inc., 508 F.3d 1146, 1156, 1162
(9th Cir. 2007) (applying the server test in holding that Google could not
be held directly liable for violating the public display rights of the plaintiff
by creating links to photographs on third-party locations on the Internet
because the content that was linked to was not located on Google’s own
servers; “Google simply provides HTML instructions directing a user’s
browser to access a third-party website. . . . . [I]t is the website
publisher’s computer, rather than Google’s computer, that stores and
displays the infringing image.”); Hunley v. Instagram, LLC, Case No. 21-
cv-03778-CRB, 2021 WL 4243385 (N.D. Cal. Sept. 17, 2021) (dismissing
plaintiff's claim against Instagram for secondary copyright infringement,
which alleged that Instagram’s embedding tool enabled third party
websites to display copyrighted photos or videos posted to an Instagram
account, because, under the server test, embedding a link does not publicly
display a linked photograph or video, and therefore plaintiff could not
plausibly allege an underlying act of direct infringement); Flava Works,
Inc. v. Gunter, Case No. 17 C 1171, 2018 WL 620035, at *2, 4 (N.D. Ill.
Jan. 30, 2018) (dismissing plaintiff’s claim for direct infringement for of-
fering a video bookmarking service because the defendant could not be
held directly liable where it was the user, not the service, that clicked on a
thumbnail link to access embedded content, and dismissing claims for sec-
ondary infringement because the plaintiff could not plausibly identify any
myVidster users that in fact infringed one of plaintiff’s works—to serve as
an underlying act of direct infringement—merely by reference to DMCA
notices reproducing alleged links); see generally infra §§ 9.03, 9.04 (analyz-
ing links, in-line links, frames and embedded links in greater detail).

Direct liability was imposed in one case where the defendant did
not merely link to infringing content, but also was responsible for the
infringing content being at the linked locations and had started using
links after being warned to stop displaying the photos on his own website.
See Batesville Services, Inc. v. Funeral Depot, Inc., No. 1:02-CV-01011-
DFH-TA, 2004 WL 2750253 (S.D. Ind. Nov. 10, 2004) (holding that a tri-
able issue of fact existed on the issue of defendant’s potential direct or
contributory liability for creating links to unauthorized photographs of
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plaintiff’s products, reproducing thumbnails of the photographs, and
designing, creating and paying for the pages that it linked to, after having
been warned to stop displaying the pictures itself on its own website.).

In Free Speech Systems, LLC v. Menzel, 390 F. Supp. 3d 1162, 1172
(N.D. Cal. 2019), the court—in denying the motion of the owner and opera-
tor of InfoWars to dismiss counterclaims brought against it—cited Gold-
man v. Breitbart and The Leader’s Institute v. Jackson for the proposition
that the server test might be inapplicable to a case where in-line links to
defendant’s copyrighted photographs were created by InfoWars, where the
defendant could not cite to a case applying the server test in the Ninth
Circuit “outside the search engine context.” This opinion, which involved
only a cursory analysis of the issue, should be best understood in the
context of a ruling on a motion to dismiss where InfoWars had sought
unsuccessfully to have the court take judicial notice of an array of facts.
Whether a work is displayed by creating a link to a third party website is
not a function of whether the party creating the link is a search engine or
a controversial political conspiracy news site. What constitutes a display
is a matter of copyright law, not a function of a given business model.

Judge Breyer subsequently disagreed with Judge Orrick’s dicta in
Menzel that Perfect 10 applied only in the context of search engines, writ-
ing that Perfect 10 “addressed technology remarkably similar to the
technology at issue” in a case involving embedded links. Hunley v.
Instagram, LLC, Case No. 21-cv-03778-CRB, 2021 WL 4243385, at *2 n.1
(N.D. Cal. Sept. 17, 2021).

The Ninth Circuit also subsequently applied the server test to find
a public display of a photograph on a server, where the image was not
indexed on the site but could be accessed via a Google reverse image
search or if someone had the exact URL, putting to rest the argument
that the test was only applicable to search engines. See Bell v. Wilmott
Storage Services, LLC, 12 F.4th 1065, 1072-74 (9th Cir. 2021) (“By display-
ing the Indianapolis photo on a server that was publicly accessible to
anyone with an Internet connection . . . Wilmott publicly displayed the
photo, see 17 U.S.C. § 106(5), regardless of whether or not any particular
person actually found and viewed it.”).

In Perfect 10, Inc. v. Amazon.com, Inc., 508 F.3d 1146 (9th Cir.
2007), the in which Ninth Circuit adopted the server test to evaluate
whether a given online use violates a copyright holder’s display right, the
appellate court considered linking and caching undertaken by Google and
Amazon.com in connection with visual search engines that indexed the
Internet. Google cached small thumbnail images on its servers and cre-
ated links to full size copies of images located on third-party websites.

Under the server test, “a computer owner that stores an image as
electronic information and serves that electronic information directly to
the user . . . is displaying the electronic information in violation of a
copyright holder’s exclusive display right. Conversely, the owner of a com-
puter that does not store and serve the electronic information to a user is
not displaying that information, even if such owner in-line links to or
frames the electronic information.” Id. at 1159.

Applying the server test, the court held that Google could not be
held directly liable for creating links to third-party locations on the
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ing occurs in connection with other misconduct that induces
or materially contributes to the infringing activity of others.'

Internet because the content that was linked to was not located on Google’s
own servers. In the words of the court, “Google transmits or communicates
only an address which directs a user’s browser to the location where a
copy of the full-size image is displayed. Google does not communicate a
display of the work itself.” Id. at 1161 n.7. Stated differently, “it is the
website publisher’s computer, rather than Google’s computer, that stores
and displays the infringing image.” Id. at 1162.

With respect to thumbnail images stored on Google’s own servers
(which were displayed in its search results page to help users determine
where responsive material was located), the court held that Google could
be held directly liable for storing those images on its servers, under the
server test. The court, however, found that Google’s use, undertaken to
index the Internet, was highly transformative and likely to be found a fair
use. See supra § 4.10[1].

The court nevertheless remanded the case for further consideration
of whether Google could be held contributorily liable for creating links to
images stored on third-party servers (which created unauthorized copies
on the computer screens of users) to determine if Google “had knowledge
that infringing Perfect 10 images were available using its search engine,
could take simple measures to prevent further damage to Perfect 10’s
copyrighted works, and failed to take such steps.” Perfect 10, Inc. v.
Amazon.com, Inc., 508 F.3d 1146, 1172 (9th Cir. 2007). But see Flava
Works, Inc. v. Gunter, 689 F.3d 754 (7th Cir. 2012) (vacating a preliminary
injunction against a social bookmarking site based on the finding that
creating links to infringing videos submitted by users was not sufficiently
material to amount to contributory infringement; applying a different test
for contributory infringement than the Ninth Circuit had in Perfect 10);
see generally infra §§ 9.03[1], 9.04[1] (analyzing these cases and linking
and framing generally in greater detail).

'8See, e.g., Microsoft Corp. v. Softicle.com, Civil Action No. 16-2762,
2017 WL 5517379, at *3 (D.N.J. Sept. 29, 2017) (denying defendant’s mo-
tion to dismiss plaintiff’s claim for contributory copyright infringement,
where the defendant provided a link to third party websites where infring-
ing software could be obtained, where the plaintiff alleged third party in-
fringement, defendant’s knowledge of the infringement, and “Defendants’
material contribution to the infringement by providing links to the website
from which unauthorized copies were made.”); Arista Records, Inc. v.
MP3Board, Inc., No. 00 CIV. 4660(SHS), 2002 WL 1997918 (S.D.N.Y. Aug.
29, 2002) (denying cross motions for summary judgment, holding that
there were disputed material facts over whether the operator of a website
that hosted only links to music files located on third party sites could be
held liable for contributory and vicarious copyright infringement); Intel-
lectual Reserve, Inc. v. Utah Lighthouse Ministry, Inc., 75 F. Supp. 2d 1290
(D. Utah 1999) (holding the plaintiff likely to prevail on its claim for con-
tributory copyright infringement and enjoining defendants from creating
links to material that they had previously been ordered to remove from
their own website). But see Flava Works, Inc. v. Gunter, 689 F.3d 754 (7th
Cir. 2012) (vacating a preliminary injunction against a social bookmarking
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On the other hand, links generated in connection with index-
ing the Internet may be found to be a fair use.” The liability
limitation for information location tools nonetheless has been
effective (and rarely challenged) because it allows copyright
owners to obtain quick relief that might otherwise be dif-
ficult or impossible to obtain in court, and effectively saves
service providers the time and expense of having to litigate
where they are willing to simply disable a link in response
to a notification.™

By contrast, sites and services that host or store user
generated content or allow users to transmit it, potentially
face a greater risk of third-party liability in the absence of
the DMCA safe harbor."” Perhaps not surprisingly, most of
the litigation under the DMCA has involved the liability
limitation for material stored at the direction of user.?*® For
service providers with interactive sites or services where us-
ers may post, store or transmit their own material—which
encompasses a wide array of services from traditional ISPs
to social network operators and cloud service providers—the
user storage limitation is potentially very important.

To limit its liability under any of the DMCA safe harbors,
a service provider, as noted above, must meet specific thresh-

site based on the finding that creating links to infringing videos submitted
by users was not sufficiently material to amount to contributory infringe-
ment); Hunley v. Instagram, LLC, Case No. 21-cv-03778-CRB, 2021 WL
4243385 (N.D. Cal. Sept. 17, 2021) (dismissing plaintiff’s claim against
Instagram for secondary copyright infringement, which alleged that
Instagram’s embedding tool enabled third party websites to display
copyrighted photos or videos posted to an Instagram account, because,
under the server test, embedding a link does not publicly display a linked
photograph or video, and therefore plaintiff could not plausibly allege an
underlying act of direct infringement); see generally infra §§ 4.12[7], 9.03
to 9.06.

7See, e.g., Perfect 10, Inc. v. Amazon.com, Inc., 508 F.3d 1146 (9th
Cir. 2007); Kelly v. Arriba Soft Corp., 336 F.3d 811, 820 (9th Cir. 2003); see
generally supra § 4.10[1].

"®The Digital Millennium Copyright Act does not limit liability for
linking based on other theories of recovery, including the Lanham Act or
state unfair competition laws (see infra chapter 6) or under federal securi-
ties or consumer protection laws. See infra §§ 25.04 (warranty information
or disclaimers made available on a linked page), 28.12 (advertising),
§§ 32.01, 32.04 (securities). Linking is analyzed under these and other
theories of law (including copyright law) in chapter 9.

9Gee supra §§ 4.11[1] to 4.11[6].
2See 17 U.S.C.A. § 512(c).
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old requirements.?' It must adopt, reasonably implement
and inform subscribers and account holders® of a policy of
terminating the accounts or subscriptions of repeat infring-
ers, in appropriate circumstances, and accommodate and not
interfere with “standard technical measures.” If a service
provider fails to meet these threshold requirements it will be
ineligible for any of the safe harbors. Further, the DMCA
only limits a service provider’s liability as of the date the
service provider began complying with the statute.

For the user storage and information location tools® safe
harbors (and in limited circumstances the caching® safe
harbor), a service provider also must designate an agent to
receive a special type of statutory demand letter called a
notification of claimed infringement (referred to in this sec-
tion of the treatise as a notification, or more colloquially as a
DMCA notice) and expeditiously disable access to or remove
material or activity (or links) identified as infringing in
substantially complying notifications.” Failing to respond to
a substantially complying notification may make a service

21Gee infra § 4.12[3].
2Not every type of service will have subscribers or account holders.
BGSee infra § 4.12[3].

#4See Perfect 10, Inc. v. CCBill, LLC, 340 F. Supp. 2d 1077, 1092 (C.D.
Cal. 2004) (holding that defendant Internet Key was ineligible for the
DMCA liability limitations for acts of infringement that occurred prior to
Aug. 21, 2002, when it first implemented and distributed to clients its
policy of terminating repeat infringers), aff’d in part on other grounds, 488
F.3d 1102 (9th Cir.), cert. denied, 522 U.S. 1062 (2007); see also, e.g., Op-
penheimer v. Allvoices, Inc., No. C 14-00499 LB, 2014 WL 2604033, at *6
(N.D. Cal. June 10, 2014) (holding the DMCA inapplicable to conduct that
pre-dated the defendant’s registration of its DMCA agent with the U.S.
Copyright Office, in ruling on a motion to dismiss); BWP Media USA Inc.
v. Hollywood Fan Sites LLC, 115 F. Supp. 397, 400-01 (S.D.N.Y. 2015) (cit-
ing Oppenheimer approvingly for the proposition that “[a] service provider
cannot retroactively qualify for the safe harbor for infringements occur-
ring before the proper designation of an agent under the statute” and
holding that “§ 512(c) makes clear that it contemplates two parallel
sources—the provider’s website and the USCO directory—where each ser-
vice provider’s DMCA agent information is readily available to the public.
For a service provider to fulfill only one of these two requirements is
insufficient.”); infra § 4.12[9][A] (collecting cases on registration as the
start time for DMCA protection and criticizing the rule).

®Gee infra § 4.12[7] (analyzing whether a DMCA agent must be
designated to qualify for the information location tools liability limitation).

%Gee infra § 4.12[5].
2See infra § 4.12[9].
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provider ineligible for the safe harbor for the material identi-
fied in the notification.?®

To take advantage of the user storage safe harbor, a ser-
vice provider further must disable access to or remove mate-
rial, even in the absence of a DMCA notice, if it has actual
knowledge of infringing activity or is “aware of facts or cir-
cumstances from which infringing activity is apparent . . .
,” which in the legislative history is explained as material
that raises a “red flag.””® The DMCA was not intended to
protect service providers that facilitate infringement or turn
a blind eye to it. The liability limitations are “not presump-
tive, but granted only to ‘innocent’ service providers who can
show that they do not have a defined level of knowledge.”®

The Second and Ninth Circuits have held that actual
knowledge denotes subjective belief, whereas red flag aware-
ness is judged by an objective reasonableness standard.®

Both Circuits have also clarified that copyright owners,
not service providers, have the obligation to investigate
whether material on a site or service is infringing.*

%See, e.g., Ellison v. Robertson, 357 F.3d 1072 (9th Cir. 2004) (finding
a triable issue of fact on the question of whether AOL satisfied the require-
ments of section 512(i) and therefore was entitled to limit its liability
under the DMCA in a case where it failed to receive a notification, and
therefore took no action, due to its own error).

5Gee infra § 4.12[6].

®In re Aimster Copyright Litig., 252 F. Supp. 2d 634 (N.D. IlL. 2002),
aff’d on other grounds, 334 F.3d 643 (7th Cir. 2003).

¥1See Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93-98 (2d Cir.
2016); Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 31 (2d Cir. 2012);
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006,
1025 (9th Cir. 2013) (quoting Viacom v. YouTube); infra § 4.12[6].

%See 17 U.S.C.A. § 512(m); EMI Christian Music Group, Inc. v.
MP3Tunes, LLC, 844 F.3d 79, 89 (2d Cir. 2016) (“the DMCA explicitly
relieves service providers from having to affirmatively monitor their users
for infringement . . . .”); Capitol Records, LLC v. Vimeo, LLC, 826 F.3d
78, 94, 98 (2d Cir. 2016) (“§ 512(m) makes clear that the service provider’s
personnel are under no duty to ‘affirmatively seek[ ]’ indications of
infringement.”; “§ 512(m) relieves the service provider of the obligation to
monitor for infringements posted by users on its website.”); Viacom Int’l,
Inc. v. YouTube, Inc., 676 F.3d 19, 35 (2d Cir. 2012) (“Section 512(m) is
explicit: DMCA safe harbor protection cannot be conditioned on affirma-
tive monitoring by a service provider. For that reason, § 512(m) is
incompatible with a broad common law duty to monitor or otherwise seek
out infringing activity based on general awareness that infringement may
be occurring.”); Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 603
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While a service provider has no obligation to take down
material in response to a defective notification sent by a
copyright owner, and knowledge or awareness may not be
inferred from a notification that does not substantially
comply with the requirements of section 512(c)(3),*® the
Ninth Circuit suggested in dicta that an unverified notice
sent by a third party (as opposed to the copyright owner who
filed suit against the service provider) potentially could
provide red flag awareness.* A service provider also may be
deemed to have knowledge or awareness where willful blind-
ness® or evidence of inducement® is shown.

(9th Cir. 2018) (“The Digital Millennium Copyright Act places the burden
of policing infringement on the copyright owner, not on the person or firm
storing and hosting the material.”); UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006, 1022 (9th Cir. 2013) (holding that
the burden of policing for infringement is on the copyright owner; “Copy-
right holders know precisely what materials they own, and are thus better
able to efficiently identify infringing copies than service providers like
Veoh, who cannot readily ascertain what material is copyrighted and what
is not.”); Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1113 (9th Cir.)
(“The DMCA notification procedures place the burden of policing copyright
infringement—identifying the potentially infringing material and
adequately documenting infringement—squarely on the owners of the
copyright.”), cert. denied, 522 U.S. 1062 (2007).

$BGee 17 U.S.C.A. § 512(c)(3)(B)(i); UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006, 1020-21 n.12 (9th Cir. 2013).

$G8ee UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1024-25 (9th Cir. 2013); infra § 4.12[6][A].

See, e.g., EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844
F.3d 79, 92-94 (2d Cir. 2016) (reversing the district court’s order vacating
a jury verdict of willful blindness and red flag awareness); Capitol Records,
LLC v. Vimeo, LLC, 826 F.3d 78, 98-99 (2d Cir. 2016) (finding no willful
blindness in that case); Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 35
(2d Cir. 2012) (holding that knowledge or awareness may be established
by evidence of willful blindness, which the court characterized as a delib-
erate effort to avoid guilty knowledge); Columbia Pictures Industries, Inc.
v. Fung, 710 F.3d 1020, 1043 (9th Cir. 2013) (explaining that “inducing ac-
tions”—or measures deemed to induce copyright infringement—were rele-
vant to the court’s determination that the defendant had red flag aware-
ness); UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1023 (9th Cir. 2013) (citing Viacom v. YouTube for the proposition
that “a service provider cannot willfully bury its head in the sand to avoid
obtaining . . . specific knowledge.”); see also BWP Media USA, Inc. v.
Clarity Digital Group, LLC, 820 F.3d 1175, 1182 (10th Cir. 2016) (holding
that a service provider was not willfully blind to infringement); infra

§ 4.12[6][C].

%See Columbia Pictures Industries, Inc. v. F. ung, 710 F.3d 1020, 1043
(9th Cir. 2013) (explaining that “inducing actions"—or measures deemed
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Eligibility for the user storage liability limitation also
requires showing that a defendant not receive a financial
benefit directly attributable to the infringing activity, in a
case in which the service provider has the right and ability
to control such activity.*” To lose safe harbor protection a
service provider must have both a financial interest and
right and ability to control the infringing activity.*

The Second,*® Fourth* and Ninth*' Circuits have held that
the degree of control required to disqualify a service provider
from eligibility for the DMCA safe harbor is higher than
what would be required to prove right and ability to control
to establish common law vicarious liability (which is
analyzed in section 4.11[4]). In the Second and Ninth
Circuits, what is required is “something more than merely
the ability to remove or block access to materials posted on a
service provider’s website.””? That “something more” involves
exerting “substantial influence” on the activities of users,
which may include high levels of control over user activities
or purposeful conduct.”

The financial interest prong has been construed in the
Ninth Circuit as requiring a showing that “ ‘the infringing
activity constitutes a draw for subscribers, not just an added

to induce copyright infringement—were relevant to the court’s determina-
tion that the defendant had red flag awareness).

¥See infra § 4.12[6][D].

38Gee infra § 4.12[6][D].

89See Viacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19, 37-38 (2d Cir.
2012).

0See CoStar Group, Inc. v. LoopNet, Inc., 373 F.3d 544, 555 (4th Cir.
2004).

NSee UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1026-31 (9th Cir. 2013).

2Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 38 (2d Cir. 2012),
quoting Capitol Records, Inc. v. MP3Tunes, LLC, 821 F. Supp. 2d 627, 645
(S.D.N.Y. 2011); see also Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d
597, 603 (9th Cir. 2018); UMG Recordings, Inc. v. Shelter Capital Partners
LLC, 718 F.3d 1006, 1030 (9th Cir. 2013) (following the Second Circuit on
this point).

BSee Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 38 (2d Cir. 2012);
Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 603 (9th Cir. 2018);
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006,
1030 (9th Cir. 2013).
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benefit.” ”** Right and ability to control and financial interest
are analyzed in section 4.12[6][D].

For purposes of the user storage limitation (and presum-
ably for the information location tools safe harbor, to the
extent applicable service providers have account holders and
subscribers), the Ninth Circuit has held that in evaluating a
service provider’s compliance with the threshold require-
ment that a service provider adopt, notify subscribers about
and implement a policy of terminating “repeat infringers” in
“appropriate circumstances,” a court must also consider the
service provider’s compliance with third-party notifications
and response to other instances where it had actual knowl-
edge or red flag awareness of infringement (not merely how
it acted in responding to the plaintiff’s own works), on the
theory that a service provider may not be reasonably
implementing a policy of terminating repeat infringers in
appropriate circumstances if it is not, in the first instance,
adequately keeping track of who is an infringer.*® Thus,
ignoring red flag material—or failing to disable access to or
remove material when a service provider is aware of facts
and circumstances from which infringing activity is appar-
ent**—could disqualify a service provider from safe harbor
protection not only with respect to the red flag material that
remained online but overall for any acts of user infringe-
ment (to the extent the failure to disable access to or remove

MColumbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1044-45
(9th Cir. 2013) (finding a financial interest where the defendant earned
advertising revenue from ads marketed based on the popularity of infring-
ing material on his sites, where approximately 90-96 percent (or perhaps
slightly less) of the content on his sites was infringing and where the
defendant actively induced infringement by users of his sites); Perfect 10,
Inc. v. CCBill LLC, 488 F.3d 1102, 1117-18 (9th Cir.) (finding that evidence
that the service provider hosted, for a fee, websites that contained infring-
ing material inadequate to establish the requisite financial benefit based
on the literal language of the legislative history), cert. denied, 522 U.S.
1062 (2007); Ellison v. Robertson, 357 F.3d 1072, 1079 (9th Cir. 2004)
(quoting legislative history) (holding that “financial interest” under the
DMCA should be found where “there is a causal relationship between the
infringing activity and any financial benefit a defendant reaps . . . ;” af-
firming the finding that there was no financial interest based on inade-
quate proof that “customers either subscribed because of the available
infringing material or cancelled subscriptions because it was no longer
available.”); see generally infra § 4.12[6][D].

See Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1110-13 (9th
Cir.), cert. denied, 522 U.S. 1062 (2007); infra § 4.12[3][B][iv].

%17 U.S.C.A. § 512(c)(1)(A)Gi).
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red flag material evidenced a failure to reasonably imple-
ment a repeat infringer policy, which is a threshold require-
ment for DMCA eligibility), at least in the Ninth Circuit.
This ruling also potentially opens up a service provider to
broad discovery (beyond the works at issue in a given case).”

Whether and to what extent a service provider can lose
safe harbor protection for its employees’ failure to respond in
the face of knowledge or awareness or for their own miscon-
duct has been the focus of a number of disputes. The Second
Circuit held in one case that the mere fact that an employee
saw a video on his employer’s site that included substantially
all of a recording of recognizable copyrighted music (or posted
a comment, added it to a channel or “liked” the video), was
insufficient to sustain a copyright owner’s burden of proving
that the service provider had either actual knowledge or red
flag awareness of the infringement because that fact alone
did not account for whether the music was in fact recognized
by the employee as infringing.*® The Tenth Circuit has held
that a service provider does not automatically lose DMCA
protection for the infringing activity of employees where the
employees were merely acting as users of the service.” The
Ninth Circuit looks to agency law for both employees and
unpaid moderators to determine actual or apparent author-
ity, with the further wrinkle that beyond knowledge or red
flag awareness potentially attributable to a service provider,
the Ninth Circuit has suggested that material may not even
qualify as “stored at the direction of a user” if it is reviewed
prior to upload, leaving potentially a factual question in
some cases whether the material was stored by the employee
or moderator or at the direction of the user.® In other cases,
whether employee knowledge or misconduct could be attrib-
uted to the service provider would likely turn on traditional
principles of respondeat superior,” and whether the employ-
ee’s acts or omissions were undertaken within the scope of

YSee infra § 4.12[18] (discovery issues in DMCA litigation).

BCapitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 96-97 (2d Cir.
2016).

®BWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175,
1181 (10th Cir. 2016).

%0See Mavrix Photographs, LLC v. LivedJournal, Inc., 873 F.3d 1045
(9th Cir. 2017). This analysis is criticized elsewhere in section 4.12 because
the focus of the statute is on material stored at the direction of a user, not
on who mechanically effectuates the storage.

S''n EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d 79
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his or her employment.

With the user storage safe harbor, Congress “intended to
balance the need for rapid response to potential infringe-
ment with the end-users[’] legitimate interests in not having
material removed without recourse.” The statute thus cre-
ates “strong incentives for service providers and copyright
owners to cooperate to detect and deal with copyright
infringements that take place in the digital network
environment.”

To benefit from the related exemption from liability for
removing material stored by subscribers, service providers
must also respond to counter notifications which may be
directed to their agents by subscribers whose content was
removed (or access disabled) in response to a notification.*
When a substantially complying counter notification is
received, a service provider must pay close attention to statu-
tory time periods and either restore access to or re-post
content that originally had been removed (if a copyright
owner fails to timely respond to a counter notification), or

(2d Cir. 2016), the Second Circuit held that a reasonable jury could infer
that a service provider consciously avoided knowing about specific repeat
infringers using its service, which would amount to a failure to reasonably
implement its repeat infringer policy, where company executives were
encouraged to and did personally use a service to link to or download
infringing music for their personal use. See id. at 90. Elsewhere in the
opinion, the court held that a reasonable jury could infer that the company
was liable for employee infringement under principles of respondeat
superior, where, among other things, evidence was presented at trial that
an executive wrote an email asserting that MP3Tunes employees “would
see[d] the [sideload.com] index with higher quality tracks,” an employee
testified that she and other MP3tunes employees “specifically sought out
websites on the Internet to locate files and sideload them into the Sideload
index,” and that they all did so “as employees of MP3tunes,” and where
the CEO directed that same employee to provide other MP3tunes employ-
ees a “list of some sites featuring free MP3s . . . for sideloading purposes.”
Id. at 97. The panel elaborated that “[t]here was also ample evidence from
which a juror could reasonably have inferred that these executive
sideloads were performed from MP3tunes’s offices. And it was clearly in
MP3tunes’s interest to increase the number of quality songs on sideload-
.com by using its employees to expand the index.” Id.

%2Rossi v. Motion Picture Ass’n of America Inc., 391 F.3d 1000, 1003
(9th Cir. 2004) (quoting legislative history), cert. denied, 544 U.S. 1018
(2005).

% Rossi v. Motion Picture Ass’n of America Inc., 391 F.3d 1000, 1003
(9th Cir. 2004) (quoting legislative history), cert. denied, 544 U.S. 1018
(2005).

4See infra § 4.12[13].
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take no further action, and leave the material offline (if the
copyright owner timely provides evidence to the service
provider that it has filed suit against the subscriber or ac-
count holder).*® Needless to say, liability to subscribers for
taking down material in response to a DMCA notification al-
ready may be limited by the service provider’s Terms of Use
agreement, EULA or other service contract with its subscrib-
ers and account holders®® and in some circumstances
potentially by the Good Samaritan Exemption to the
Telecommunications Act of 1996 (also known as the Com-
munications Decency Act, or CDA).*

Compliance with the DMCA is optional. If a service
provider chooses not to comply or fails to meet the statute’s
technical requirements, its liability will be determined under
existing provisions of copyright law, including the standards
for third-party liability (premised on direct, contributory,
vicarious or inducement liability), fair use, injunctive relief
and damages outlined in, respectively, sections 4.11, 4.10,
4.13 and 4.14. The fact that a company chooses not to or
fails to meet the requirements for any of the specific limita-
tions created by the Act may not itself be cited as evidence of
infringement.®®

Early on, some service providers were disinclined to
comply with the DMCA based on concerns about the costs
and burdens associated with compliance and the adverse
impact that a notice and takedown system could have on
Internet speech. The increased volume of complaints brought
about through the designation of an agent, the time and
manpower needed to evaluate whether notifications and
counter notifications are substantially complying, and the
obligation to adhere to multiple additional technical require-
ments (including strict time limitations) may impose signifi-
cant costs on service providers that choose to comply with
the Act (which may be especially challenging for new or
smaller companies).

%See infra § 4.12[9][C].

%5ee infra chapters 21 (click through and other unilateral contracts),
22 (Terms of Use) and 23 (ISP contracts). Whether and to what extent ser-
vice provider agreements will be deemed enforceable is analyzed in sections
21.03 and 21.04. DMCA compliance is separately addressed in section 22.
05[2][A].

57See 47 U.S.C.A. § 230(c); see generally infra §§ 4.12[8], 37.05.
%17 U.S.C.A. §512(D).

4-540

PAGE PROOFS - SUBJECT TO REVISION
© 2022 lan C. Ballon, www.lanBallon.net



CopYRIGHT PROTECTION IN CYBERSPACE 4.12[1]

On the other hand, the costs associated with implement-
ing a DMCA program may be small compared with the cost
of litigating a copyright dispute (particularly one where the
service provider may not be able to rely on the DMCA
defense).

Today, compliance with the liability limitations of the
DMCA is widely seen as almost essential for service provid-
ers to better insulate themselves from liability for the
conduct of their users. DMCA compliance also is required by
many insurers of interactive sites or services.*

To reduce the costs and burdens of compliance, some ser-
vice providers honor notifications, but not counter
notifications. A service provider may seek to benefit from the
user storage safe harbor—to limit liability to copyright own-
ers—but choose not to comply with the procedures for
counter notifications (as discussed in section 4.12[13]), which
merely provides an exemption against liability to subscribers
for disabling access to or removing material, based on a
calculation that the risk of liability to subscribers for wrong-
fully removing material is likely to be limited and may be
capped in the provider’s contract with its customers. Failing
to comply with procedures governing counter notification
should not impact a service provider’s entitlement to the
safe harbors provided for transitory digital network com-
munications, system caching, information stored at the direc-
tion of users or information location tools, because counter
notification procedures merely provide a remedy for users
accused of infringement. Offering users the opportunity to
submit counter notifications, however, may help deflect user
complaints about takedown notices and therefore may
amount to a good business practice for some service
providers. Complying with procedures for counter notifica-
tions also allows a site that is philosophically uncomfortable
with disabling access to or removing material that potentially
could be protected by the fair use doctrine or otherwise
reflect a permitted use, to provide users with a mechanism
to allow them to restore the material without exposing the
service provider to liability.

If a service provider fails to comply with the technical
requirements for one or more of the safe harbors set forth in
sections 512(a), 512(b), 512(c) or 512(d) (as opposed to provi-

®Whether and to what extent a given site should comply with the
DMCA is separately considered in section 49.05 and chapter 50.
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sions governing counter notification), the service provider
could lose DMCA protection for a specific file, or overall for
its entire service. The failure to take down material in re-
sponse to a notification or based on knowledge or red flag
awareness generally should only put at risk that material.®
However, a service provider’s failure to reasonably imple-
ment its repeat infringer policy,®’ accommodate standard

89Gee 17 U.S.C.A. § 512(c); see generally infra §§ 4.12[6]1[B], 4.12[6][C].
The Ninth Circuit raised but declined to decide the issue of whether the
failure to remove material based on actual knowledge or red flag aware-
ness would only implicate protection for that material or whether it could
jeopardize a service provider’s overall entitlement to safe harbor protec-
tion under section 512(c) for material stored at the direction of a user. See
Columbia Pictures Indus., Inc. v. Fung, 710 F.3d 1020, 1043 n.20 (9th Cir.
2013). Its holding in Perfect 10, Inc.v. CCBill LLC, 488 F.2d 1102, 1110-13
(9th Cir.), cert. denied, 522 U.S. 1062 (2007) that a service provider’s
compliance with third party notifications and response to other instances
where it may have had red flag awareness should be considered in evaluat-
ing reasonable implementation of a repeat infringer program suggests
that, in some cases, failing to remove red flag material could put at risk a
company’s entitlement to the DMCA safe harbor generally, and not just
with respect to the material left online, at least in the Ninth Circuit, al-
though no court has actually gone as far as CCBill suggests. In fact, the
statute distinguishes between omissions applicable to specific content
(such as knowledge or awareness) and threshold requirements for DMCA
eligibility. See, e.g., EMI Christian Music Group, Inc. v. MP3Tunes, LLC,
844 F.3d 79, 94 n.9 (2d Cir. 2016) (noting that if, on remand, it was found
that the defendant did not reasonably implement a repeat infringer policy
it would be “ineligible for DMCA safe harbor protection at all . . .,” mak-
ing irrelevant questions such as red flag awareness or willful blindness). A
service provider’s failure to remove material in response to knowledge or
awareness, however, if widespread, could support a finding that the ser-
vice provider failed to properly implement its repeat infringer policy,
which in turn could deprive the service provider of DMCA protection even
for those files removed by the service provider in response to timely no-
tice, actual knowledge or red flag awareness.

At the same time, although no court has yet considered this precise
issue, even the failure to meet a threshold requirement potentially should
not be disabling if the failure was not material. For example, failure to
designate an agent in a filing with the Copyright Office due to mistake or
inadvertence should not disqualify a service provider from protection
where the agent and his or her contact information is posted on the ser-
vice provider’s website, in a lawsuit where the copyright owner was aware
of this fact and was not prejudiced by the lack of technical compliance.

®1See 17 U.S.C.A. § 512(1)(1)(A); Atlantic Recording Corp. v. Spinrilla,
LLC, 506 F. Supp. 3d 1294, 1320 (N.D. Ga. 2020) (holding that Spinrilla
could not invoke the DMCA safe harbor prior to the time it adopted a
repeat infringer policy); see generally infra § 4.12[3][B].
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technical measures,® or designate an agent,® could result in
a service provider losing DMCA protection under section
512(c) for all material on its site or service (even for material
that was taken down or to which access was disabled)—at
least during any time period when the service provider is
not in compliance with these threshold requirements. While,
as previously noted, losing DMCA protection will not
automatically result in a finding of liability—the DMCA
merely provides a defense to infringement, which a copy-
right owner otherwise must prove—it can be more expensive
and complex for a service provider to defend claims based on
user misconduct in cases where the DMCA does not apply.*

For copyright owners, the Digital Millennium Copyright
Act potentially provides valuable extra-judicial remedies. In
lieu of spending tens of thousands of dollars or more to obtain
injunctive relief, a copyright owner may be able to quickly
and inexpensively have infringing content removed where a
service provider complies with the DMCA. Even where a
user challenges a notification by serving a counter notifica-
tion—forcing the copyright owner to file suit if it wants to
keep the material offline—any ensuing litigation would
require the accused infringer to obtain injunctive relief to
have the material placed back online (rather than compel-
ling the copyright owner to obtain an injunction to have the
material removed, as is usually the case in copyright in-

2G¢e 17 U.S.C.A. § 512()(1)(B); see generally infra § 4.12[3][C]. As
noted in section 4.12[3][C], there likely are no standard technical measures
in effect today.

8Gee 17 U.S.C.A. § 512(c)(2); see generally infra § 4.12[9].

®Gee, e.g., BMG Rights Management (US) LLC v. Cox Communica-
tions, Inc., 881 F.3d 294, 303-05 (4th Cir. 2018) (affirming the lower court’s
holding that a service provider was ineligible for DMCA safe harbor protec-
tion where it failed to reasonably implement its repeat infringer policy, in
a case that subsequently resulted in a $25 million jury verdict for the
copyright owner, which was reversed on appeal and remanded based on a
faulty jury instruction); BMG Rights Management (US) LLC v. Cox Com-
munications, Inc., No. 1:14-cv-1611(LO/JFA), 2015 WL 9999710 (E.D. Va.
Jury Verdict Form Dec. 17, 2015) (awarding plaintiff $25,000,000). The
case ultimately settled.

In a subsequent suit, a jury awarded $99,830.29 for each work
infringed (for a total of $1 Billion). See Sony Music Entertainment v. Cox
Communications, Inc., 464 F. Supp. 3d 795 (E.D. Va. 2020); see also Sony
Music Entertainment v. Cox Communications, Inc., Civil Action No. 1:18-
cv-00950, 2021 WL 1254683 (E.D. Va. Jan. 12, 2021) (affirming the jury
award, in response to post-trial motions, holding that Cox’s failure to pre-
sent evidence of its own calculation to the jury at trial is determinative).
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fringement litigation).®® If the accused infringer does not
seek injunctive relief, the material will automatically remain
offline unless and until the court orders otherwise.

The compliance requirements imposed by the DMCA have
ensured that, at least as of November 1, 2018, no pirate site
has ever been found entitled to the DMCA safe harbor. Peer-
to-peer networks and pirate sites that promote infringement
operate outside the protection of the safe harbor because
these sites and services typically have knowledge or aware-
ness of infringing files based on willful blindness, induce-
ment or at the very least red flag awareness of facts and cir-
cumstances from which infringing activity is apparent (and
consequently fail to reasonably implement repeat infringer
policies), because, by inducing infringement, they have the
right and ability to control infringement and a financial
interest in it, or, for peer-to-peer networks, because the
operators do not qualify as service providers under the stat-
ute based on the technology on which they operate.® In short,
courts apply section 512 in a way that sites and services

See infra § 4.12[9]1[C] (counter notifications), 4.13[1] (injunctive
relief in copyright infringement suits).

66See, e.g., Columbia Pictures Indus., Inc. v. Fung, 710 F.3d 1020,
1039-47 (9th Cir. 2013) (holding that various providers of BitTorrent track-
ers that used a hybrid peer-to-peer file sharing protocol were ineligible for
the DMCA’s safe harbors because, among other things: (i) BitTorrent
trackers are not “service providers” for purposes of section 512(a), (ii) they
had actual knowledge and red flag awareness of infringement, and (iii) by
inducing infringement they had both the right and ability to control in-
fringement and a financial interest in it); Capitol Records, LLC v. Escape
Media Group, Inc., No. 12-cv-6646-AJN, 2015 WL 1402049, at *6-13, 44-58
(S.D.N.Y. Mar. 25, 2015) (entering summary judgment against Groove-
shark where the court found that Grooveshark had not reasonably
implemented its repeat infringer policy); Disney Enterprises, Inc. v. Hotfile
Corp., Case No. 11-cv-20427, 2013 WL 6336286 (S.D. Fla. Sept. 20, 2013)
(holding Hotfile ineligible for the DMCA safe harbor for material stored at
the direction of a user where it failed to reasonably implement its repeat
infringer policy); Arista Records LLC v. Usenet.com, Inc., 633 F. Supp. 2d
124, 153-54 (S.D.N.Y. 2009) (granting terminating sanctions and summary
judgment against a Usenet hosting service and its owner where the court
found defendants knew or should have known that their site was being
used for infringement based on employee communications and where the
defendants had tools available which they used to block certain content
and users but did not employ those tools to block infringement); In re
Aimster Copyright Litig., 252 F. Supp. 2d 634 (N.D. Ill. 2002), aff’d on
other grounds, 334 F.3d 643 (7th Cir. 2003) (holding that a peer-to-peer
service could not benefit from the DMCA safe harbors in part because it
had failed to reasonably implement its repeat infringer policy and because
material passed between users was not transmitted “through” the system
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that encourage or turn a blind eye to infringement are
deprived of DMCA safe harbor protection, while businesses
that adhere to its technical requirements—including an ever
growing list of new and innovative businesses such as social
networks, UGC sites and sites that allow artists and
entrepreneurs to develop new works and new business
models —flourish, much in the way that Congress intended
when it enacted the DMCA in 1998.

Of course, the DMCA alone cannot stop alleged infringers
or their supporters from repeatedly posting unauthorized
material on multiple locations online, both domestically and
internationally. Where a user engages in ongoing or wide-
spread infringement, litigation may be required. While suits
against individual users serve a deterrent purpose, they are
unlikely to stop viral distribution of an infringing file once it
has been released on the Internet. The speed with which
material may be posted, or reposted (either by the same user
or others) following removal, is much faster than the time
limits contemplated by the DMCA. Termination of a repeat
infringer may prevent that infringer from reposting a work
to a given site, but it does not stop the same user from post-
ing the same file on another site or service.*” Indeed, the
DMCA cannot prevent the same user, or other users who

within the meaning of 17 U.S.C.A. § 512(b)(1)(B)); A&M Records, Inc. v.
Napster, Inc., No. 99-cv-05183-MHP, 2000 WL 573136, at *18 (N.D. Cal.
May 12, 2000) (holding that Napster, a peer-to-peer network, was not
eligible for the safe harbor created by section 512(a) for transitory digital
network communications because users exchanged infringing files
directly—not through Napster’s servers); see generally, e.g., Viacom Int’l,
Inc. v. YouTube, Inc., 676 F.3d 19, 35 (2d Cir. 2012) (holding that knowl-
edge or awareness, which would deprive a site or service of DMCA protec-
tion, may be imputed to a defendant through evidence of willful blindness,
which the court characterized as a deliberate effort to avoid guilty knowl-
edge); Fung, 710 F.3d at 1043 (explaining that “inducing actions”—or
measures deemed to induce copyright infringement—were relevant to the
court’s determination that the defendant had red flag awareness and
therefore was not entitled to DMCA safe harbor protection).

’Case law to date has held that service providers do not lose DMCA
protection because of the mere possibility that a user terminated as a
repeat infringer could regain access to the service by falsely posing as a
different person. See, e.g., Capitol Records, LLC v. Vimeo, LLC, 972 F.
Supp. 2d 500, 516 (S.D.N.Y. 2013) (holding that it was reasonable for
Vimeo to block the email address, but not the IP address, of users
terminated as repeat infringers, despite the possibility that a rogue user
might reappear under a different name; following Io Group), affd in part
on other grounds, 826 F.3d 78 (2d Cir. 2016); Io Group, Inc. v. Veoh
Networks, Inc., 586 F. Supp. 2d 1132, 1144 (N.D. Cal. 2008) (holding that
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copied a file after it was initially posted, from reposting the
same file after it has been taken down. The viral nature of
material posted on Internet sites and services means that
copyright owners must look beyond the DMCA to filtering
and other content recognition technologies—to adequately
protect their works from infringement®—and to more effec-
tive enforcement measures, especially overseas. The DMCA
is a statutory regime that protects legitimate service provid-
ers and affords copyright owners fast, inexpensive remedies,
to deal with infringement by individuals. It is not a tool to
fight domestic or international pirate sites—nor does it
provide safe harbor protection for them.

The DMCA “represents a legislative determination that
copyright owners must themselves bear the burden of polic-
ing for infringing activity—service providers are under no
such duty.”® The number of copyright notices sent to service
providers each year is large. For example, as of mid-August,
2012, Google had processed takedown notices for 4.3 million
URLs in the preceding 30 day period.” In November 2013,

the “hypothetical possibility that a rogue user might reappear under a dif-
ferent user name and identity does not raise a genuine fact issue as to the
implementation of Veoh’s policy.”); Corbis Corp. v. Amazon.com, Inc., 351
F. Supp. 2d 1090, 1103 (W.D. Wash. 2004) (writing that “[a]lthough this
type of behavior is understandably vexing for a copyright holder like
Corbis, it is not clear how Posternow’s efforts to sidestep Amazon’s policies
amount to a failure of implementation.”).

Except where a site has already been enjoined based on a court’s
determination that the plaintiff is likely to prevail on the merits and
prove copyright infringement (as was the case in the Napster and Grokster
lawsuits; supra § 4.11), courts have not required service providers to take
extraordinary measures to prevent repeat infringers from anonymously
gaining access to the site—largely out of recognition that an individual
today can easily pose as someone else by assuming a different identity or
using a different computer or ISP.

8See infra § 17.05[3][C] (filtering technologies and the DMCA).

In re Aimster Copyright Litig., 252 F. Supp. 2d 634, 657-58 (N.D.
I11. 2002), affd, 334 F.3d 643 (7th Cir. 2003). The House Report accompany-
ing the law makes clear, however, that the DMCA was “not intended to
discourage the service provider from monitoring its service for infringing
material.” See infra § 4.12[4]. Moreover, as already noted, service provid-
ers have an obligation to disable access to or remove material, even absent
a notification, if they have actual knowledge or “red flag” awareness.

70Groogle Inside Search (The Official Google Blog), “An Update to Our
Search Algorithms,” Aug. 10, 2012, http://insidesearch.blogspot.com/2012/
08/an-update-to-our-search-algorithms.html.
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Google was asked to block access to 24,545,299 URLs.” As of
October 2015, Google had been asked to remove 50,639,990
URLs and block 71,649 domains by 5,690 copyright owners
and 2,469 reporting organizations in the preceding month.™
In May 2016, Google received takedown requests for
91,595,236 URLs and 81,274 domains, which had been sent
on behalf of 6,890 copyright owners and 3,088 reporting
organizations.”™

By comparison, during the last six months of 2015,
Microsoft received 976,134 DMCA takedown requests for
links to 59,473,002 URLs posted on its Bing search engine
(98% of which were taken down, while 985,090 were
rejected).” During the same time period, Twitter received
35,004 DMCA notices.” By contrast, Snapchat received just
seven DMCA notices (and no counter notifications) in the
same time frame.”

The DMCA does not apply some kind of “gotcha” test where
every time an employee makes a mistake or fails to recog-
nize material as potentially infringing, his or her employer
suddenly loses safe harbor protection. As Judge Leval of the
Second Circuit has explained, section 512(m) “makes clear
that the service provider’s personnel are under no duty to
‘affirmatively seek[ ]’ indications of infringement.””” Further,
in evaluating actual knowledge or red flag awareness, Judge
Leval explained that “The hypothetical “reasonable person”
to whom infringement must be obvious is an ordinary
person—not endowed with specialized knowledge or expertise
concerning music or the laws of copyright.””®

Where they do not otherwise have actual knowledge or

"See http://www.google.com/transparencyreport/removals/copyright/
?hl=en (visited Dec. 8, 2013).

2Gee https://www.google.com/transparencyreport/removals/copyright/
(visited October 12, 2015).

See https://www.google.com/transparencyreport/removals/copyright/
(visited June 25, 2016).

"See https://www.microsoft.com/about/csr/transparencyhub/crrr/
(visited June 25, 2016).

See https://transparency.twitter.com/copyright-notices/2015/jul-dec
(visited June 25, 2016).

See https://www.snapchat.com/transparency (visited June 25, 2016).
"Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 94 (2d Cir. 2016).

"8Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93-94 (2d Cir.
2016).
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“red flag” awareness, service providers have no obligation to
act unless they receive a substantially complying notification
(and neither knowledge nor awareness may be inferred from
a notification that is not substantially complying).” Thus, a
service provider that otherwise meets the statutory require-
ments to qualify for the user storage safe harbor may not be
held liable for copyright infringement if it does not have
knowledge or red flag awareness and was not first provided
the opportunity to respond to a substantially complying
notification.

For example, the district court in Perfect 10, Inc. v. CCBill,
LLC?® ruled that a blanket statement that infringing copies
of plaintiff’s works were found within 22,000 pages of docu-
ments, without specific identification of the infringing pages,
did not provide sufficient notice to the service provider under
the DMCA. Similarly, in UMG Recordings, Inc. v. Veoh
Networks, Inc.,*" the court held that a notice that listed only
a record company’s artists, rather than a representative list
of works, and omitted any reference to the files on a service
provider’s site alleged to be infringing, was deficient.
Likewise, in Hendrickson v. eBay, Inc.,** a copyright owner’s
failure to authenticate a notification by including a written
statement under penalty of perjury substantiating the ac-
curacy of the notification (as required by section
512(c)(3)(A)(vi)) or certifying that he had “a good faith belief
that use of the material in the manner complained of” was
not authorized (as required by section 512(c)(3)(A)(v))
rendered the notice defective, justifying summary judgment
for the defendant-service provider. Subsequently, in Hen-

See 17 U.S.C.A. § 512(¢)(3)(B)(1). Where a notification is deficient
but nonetheless substantially complies with the requirements for identify-
ing the infringed work and the infringing material and includes sufficient
contact information to allow the service provider to contact the complain-
ant, however, the service provider must attempt to do so or “tak[e] other
reasonable steps to assist” in obtaining a substantially complying notifica-
tion before it may benefit from this provision. See 17 U.S.C.A.
§ 512(c)(3)(B)(i1); see generally infra §§ 4.12[6][C], 4.12[9]B].

8Perfect 10, Inc. v. CCBill, LLC, 340 F. Supp. 2d 1077, 1096 (C.D.
Cal. 2004), aff’d in part on other grounds, 488 F.3d 1102 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007).

8UMG Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d 1099
(C.D. Cal. 2009), aff’d on other grounds sub nom. UMG Recordings, Inc. v.
Shelter Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

8 Hendrickson v. eBay, Inc., 165 F. Supp. 2d 1082 (C.D. Cal. 2001).
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drickson v. Amazon.com, Inc.,*®® a court clarified that even a
substantially complying notification will only be effective
with respect to material online at the time it is sent, and
cannot impose a continuing obligation on the service provider
to monitor its service on an ongoing basis. In another district
court case, where notice had been sent to the wrong entity, a
court held in an unreported decision that a DMCA notice
sent to a parent corporation was not effective in giving no-
tice to the subsidiary.®

Copyright owners, service providers, and users potentially
may recover damages and attorneys’ fees for misrepresenta-
tions made by copyright owners (in notifications) or users (in
counter notifications), as analyzed more fully in section
4.12[9][D].% The Ninth Circuit has further held that a copy-
right owner faces liability under 17 U.S.C.A. § 512(f) if it
knowingly misrepresents in a takedown notification that it
has formed a good faith belief that the material identified in
a DMCA notification was not authorized by law because the
copyright owner failed to consider a user’s potential fair use
to the material before sending the DMCA notification.® This
provision also potentially may be used to sue for declaratory
relief or to seek an injunction prohibiting a competitor from
sending unmeritorious DMCA notices for the purpose of hav-
ing material removed from the Internet.* In lieu of litiga-
tion, claims under section 512(f) (but not the ancillary claims

BHendrickson v. Amazon.com, Inc., 298 F. Supp. 2d 914 (C.D. Cal.
2003).

84Gee Perfect 10, Inc. v. Amazon.com, Inc., No. CV 05-4753 AHM
(SHx), 2009 WL 1334364 (C.D. Cal. May 12, 2009). In that case, the court
also held that DMCA notices sent after litigation was commenced were
legally irrelevant in evaluating whether a service provider had notice of
infringement.

8See infra §§ 4.12[91[B], 4.12[9][C], 4.12[9]1[D], 4.12[9][F].

8Gee Lenz v. Universal Music Corp., 815 F.3d 1145 (9th Cir. 2016)
(holding that a copyright owner must have a subjective good faith belief
that allegedly infringing material does not constitute fair use before send-
ing a DMCA takedown notice and that failing to form such a subjective
good faith belief or being willfully blind would justify the imposition of
sanctions under section 512(f)); see also Lenz v. Universal Music Corp., 94
U.S.P.Q.2d 1344, 2010 WL 702466 (N.D. Cal. Feb. 25, 2010) (narrowly
construing damages and fees potentially recoverable under section 512(f)
in an earlier ruling in the case that was not addressed expressly by the
Ninth Circuit in its opinion); see generally infra §§ 4.12[9]1[D], 4.12[9][F]
(discussing the case at greater length), 4.10[1] (analyzing fair use).

8See infra §§ 4.12[9][D] (section 512(f) sanctions, declaratory and
injunctive relief), 4.12[9][F] (suits against copyright owners).
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addressed in section 4.12[9][F]) may be brought before the
Copyright Claims Board pursuant to the Copyright Alterna-
tive in Small-Claims Enforcement Act of 2020—or CASE
Act®—which is analyzed in section 4.08[8]. As set forth in
that section, recovery under the CASE Act is capped at
$30,000 per proceeding (exclusive of attorneys’ fees and costs,
which are also capped).

Wrongfully sending a DMCA notice potentially may also
subject the complaining party to personal jurisdiction in the
home state of the affected user because a substantially
complying DMCA notice, unlike a simple cease and desist
letter, will result in a service provider that complies with the
DMCA expeditiously disabling access to or removing the of-
fending material.®

Some service providers, including Google, will forward
DMCA  notifications to  chillingeffects.org  (now
lumendatabase.org), which catalogs and publicizes DMCA
notifications, cease and desist letters and other legal notices,
or otherwise post them online.

DMCA notices, if sent by email, generally are exempt from
the requirements of the federal CAN-SPAM Act.*

The DMCA, by its terms, applies to claims of copyright in-
fringement, not other theories of liability.’’ The statutory
safe harbors, however, potentially apply to any claim of copy-
right infringement, not to specific theories of third-party
liability. The DMCA therefore theoretically could apply to
claims against service providers for third-party acts of in-
fringement based on direct liability, contributory infringe-
ment, vicarious liability or inducing copyright infringement®?
(even though the latter theory of recovery was judicially
adopted approximately six-and-a-half years after the DMCA

8Gee 17 U.S.C.A. §§ 1501 to 1511.

89Gee Tuteur v. Crosley-Corcoran, 961 F. Supp. 2d 333, 339-40 (D.
Mass. 2013); see generally infra § 53.04[5][F] (analyzing jurisdiction based
on DMCA and other takedown notices).

%15 U.S.CA. §§ 7701 to 7713. Efforts to negotiate licenses incident to
resolving a dispute, however, must comply with the Act, if communicated
by email. See infra § 29.04[2][B][iv].

91See generally infra chapter 49 (summarizing different theories of
secondary liability that typically are asserted against service providers
under various laws, subject to certain federal liability limitations and
statutory exemptions).

2Gce generally supra § 4.11 (analyzing secondary liability).
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was enacted into law).”® In practice, however, where liability
could be established for inducing infringement (or for con-
tributory infringement, if based on actual knowledge or
intent) a service provider may have difficulty qualifying for
the user storage liability limitation, which is inapplicable
where a service provider has knowledge or awareness of the
underlying acts of infringement and fails to act expeditiously
in response to remove or disable access to the material or is
willfully blind to infringing activity.** Of course, knowledge

%The statute itself makes it clear that it applies to all potential
claims for copyright infringement that fit within the specific exemptions
set forth in sections 4.12[4] to 4.12[7]—not just those claims that existed
in November 1998 when the DMCA was signed into law. See 17 U.S.C.A.
§ 512; see also Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 41 (2d Cir.
2012) (holding that “a finding of safe harbor application necessarily
protects a defendant from all affirmative claims for monetary relief.”);
Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1039-40 (9th
Cir. 2013) (holding that the DMCA safe harbors potentially may be ap-
plied to a claim of inducement, but finding the transitory digital network
communications, user storage and information location tools safe harbors
inapplicable in that case); Perfect 10, Inc. v. Amazon.com, Inc., 508 F.3d
1146, 1158 n.4, 1175 (9th Cir. 2007) (writing that the DMCA may apply if
a service provider is found liable for “direct, contributory or vicarious
copyright infringement” and that “the limitations on liability contained in
17 U.S.C. § 512 protect secondary infringers as well as direct infringers.”);
Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1117 (9th Cir.) (“Section
512(c) ‘limits the liability of qualifying service providers for claims of
direct, vicarious, and contributory infringement for storage at the direc-
tion of a user of material that resides on a system or network controlled or
operated by or for the service provider’”; quoting H.R. Rep. No. 105-551,
Pt. II, at 53 (1998)), cert. denied, 522 U.S. 1062 (2007).

%Gee infra § 4.12[6][C]. This is not to say that the DMCA does not
protect service providers from liability for contributory infringement or
inducement; merely that if there is evidence sufficient to prove induce-
ment (and in some cases contributory infringement, if the theory of li-
ability is based on knowledge) it is unlikely that a service provider could
make the required showing for entitlement to the DMCA safe harbor.
Inducement presupposes a level of intent that generally is inconsistent
with lacking knowledge or awareness or reasonably implementing a policy
of terminating repeat infringers in appropriate circumstances (and,
depending on the facts of the case, may also evidence right and ability to
control). See generally supra § 4.11[6] (analyzing inducement); infra
§§ 4.12[3][B] (repeat infringer), 4.12[6][C] (knowledge or awareness),
4.12[6][D] (right and ability to control). Contributory infringement in
some cases presupposes knowledge and substantial participation, although
knowledge potentially may be imputed and substantial participation could
be based on a failure to act (neither of which would imply knowledge or
red flag awareness within the meaning of the DMCA). See generally supra
§ 4.11[3] (analyzing contributory infringement). While the DMCA should
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or awareness are fact questions that would have to be proven
in court if disputed.®®

The DMCA liability limitations constitute affirmative de-
fenses that, in litigation, should be separately considered
from liability.®® At trial, this generally will mean that the
defendant should be required to prove its entitlement to one
or more of the liability limitations after the plaintiff rests its
case (although, as one court noted, having to prove entitle-
ment to the DMCA safe harbor at trial could “largely destroy
the benefit of the safe harbor Congress intended to create.”).”
In motion practice, the applicability of the DMCA liability
limitations may be separately considered first, since a ser-
vice provider’s entitlement to benefit from section 512 would
moot potentially more complex (or fact-specific) liability
questions.”® As an affirmative defense, entitlement to the
DMCA may be difficult to raise in a declaratory judgment
action unless the complaint is specifically directed to partic-
ular works or “existing or foreseeable disputes about specific

insulate legitimate service providers that comply with its provisions from
claims of inducement or contributory infringement, it should not shield
pirate sites that induce or actively encourage (or turn a blind eye toward)
infringement.

As discussed later in this subsection, DMCA issues frequently are
addressed by summary judgment motion, obviating the need to evaluate
liability on the merits if the service provider prevails on its motion.

95Knowledge and intent may be resolved on motion for summary
judgment or, if disputed, on a material point by admissible evidence, at
trial.

%The defendant bears the burden of proving its entitlement to one or
more of the DMCA safe harbors. See, e.g., ALS Scan, Inc. v. Remar®
Commaunities, Inc., 239 F.3d 619, 625 (4th Cir. 2001); Columbia Pictures
Industries, Inc. v. Fung, 710 F.3d 1020, 1039 (9th Cir. 2013) (“Because the
DMCA safe harbors are affirmative defenses, Fung has the burden of
establishing that he meets the statutory requirements.”).

Where a service provider meets its burden to demonstrate entitle-
ment to the DMCA safe harbor, the burden shifts to the copyright owner
to prove that the service provider is not entitled to safe harbor protection
based on knowledge or red flag awareness and failed to remove infringing
files in the face of this knowledge or awareness. See Capitol Records, LLC
v. Vimeo, LLC, 826 F.3d 78, 93-95 (2d Cir. 2016).

¥Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 94 (2d Cir. 2016).

98See, e.g., Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 41-42 (2d
Cir. 2012) (affirming in part and vacating and remanding in part, the
lower court’s summary judgment order on the applicability of the DMCA
user storage safe harbor “without expressing a view on the merits of the
plaintiffs’ affirmative claims.”).
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copyrights and instances of infringement.”® DMCA cases to
date frequently have been decided (or largely decided) on
summary judgment motions.'” Unless timely raised, a ser-
vice provider’s potential entitlement to the DMCA safe

®Windstream Services, LLC v. BUG Rights Management (US) LLC,
16 Civ. 5015 (KMW) (RLE), 2017 WL 1386357 (S.D.N.Y. Apr. 17, 2017)
(dismissing Windstream’s suit for a declaratory judgment that Windstream
was entitled to the safe harbors created by sections 512(a) and 512(c), for
lack of subject matter jurisdiction), appeal dismissed, Docket No. 17-1515,
2017 WL 5329346 (2d Cir. Sept. 25, 2017); see also Veoh Networks, Inc. v.
UMG Recordings, Inc., 522 F. Supp. 2d 1265, 1271 (S.D. Cal. 2007)
(dismissing a declaratory judgment action premised on the plaintiff's
entitlement to the user storage safe harbor where plaintiff did not refer-
ence any specific copyright).

100Gee, e.g., Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78 (2d Cir.
2016) (holding the service provider entitled to DMCA protection); Viacom
Int’l, Inc. v. YouTube, Inc., 676 F.3d 19 (2d Cir. 2012) (affirming in part,
vacating and remanding in part, the lower court’s order granting sum-
mary judgment for YouTube); Ventura Content, Ltd. v. Motherless, Inc.,
885 F.3d 597 (9th Cir. 2018) (affirming summary judgment for the service
provider, holding that it was entitled to DMCA safe harbor protection);
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th
Cir. 2013) (affirming summary judgment for the defendant-operator of a
user submitted video site); Kinsley v. Udemy, Inc., Case No. 19-cv-04334-
JSC, 2021 WL 1222489 (N.D. Cal. Mar. 31, 2021) (granting summary
judgment for Udemy on its DMCA defense); Dona’t v. Amazon.com/ Kindle,
482 F. Supp. 3d 1137, 1140-41 (D. Colo. 2020) (granting summary judg-
ment for Amazon.com, where plaintiff failed to present evidence that it
sent a DMCA notification to Amazon.com for the material at issue, or to
refute Amazon.com’s evidence that Amazon.com was entitled to the DMCA
safe harbor); Werner v. Evolve Media, LLC, 2:18-cv-7188-VAP-SKx, 2020
WL 3213808, at *8 (C.D. Cal. Apr. 28, 2020) (granting summary judgment
for the copyright owner on Evolve’s DMCA defense where Evolve, not a
third-party user, posted all but one of the images at issue and, with re-
spect to the last one, the image had been uploaded before Evolve had
registered its DMCA agent); Hempton v. Pond5, Inc., Case No. 3:15-cv-
05696-BJR, 2016 WL 6217113 (W.D. Wash. Oct. 25, 2016) (granting sum-
mary judgment for Pond5, the operator of a website through which media
producers may license and distribute content to third parties); Milo &
Gabby, LLC v. Amazon.com, Inc., No. C13-1932 RSM, 2015 WL 4394673,
at ¥*6-9 (W.D. Wash. July 16, 2015) (granting summary judgment in favor
of Amazon.com on its DMCA defense), aff’d on other grounds, 693 F. App’x
879 (Fed. Cir.), cert. denied, 138 S. Ct. 335 (2017); Avdeef v. Google, Inc.,
No. 4:14-CV-788-A, 2015 WL 5076877, at *1, 3-4 (N.D. Tex. Aug. 26,
2015) (granting summary judgment for Google on its DMCA defense, hold-
ing 14 days expeditious), aff'd, 678 F. App’x 239 (5th Cir. 2017); Hendrick-
son v. eBay, Inc., 165 F. Supp. 2d 1082 (C.D. Cal. 2001) (granting sum-
mary judgment for eBay).
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harbors may be deemed waived.'

To a surprising extent, case law construing the DMCA for
the first decade after its enactment was drawn disproportion-
ately from district courts and appellate panels in one
circuit—the Ninth Circuit. Even today, case law from outside
the Ninth Circuit has been shaped and influenced by Ninth
Circuit law, including influential district court cases from
California applying Ninth Circuit precedent, because of the
dearth of case law from other circuits. With the exception of
two Fourth Circuit opinions and district court cases analyz-
ing sanctions for misrepresentations in DMCA notices,'® all
of the major cases construing the requirements of the DMCA
for the first 11 /2 years after the statute was signed into law
in 1998 were decided by the Ninth Circuit or district courts
within that circuit. The first Second Circuit opinion, Viacom
Int’l, Inc. v. YouTube, Inc.,'” was decided approximately 13
/2 years after the DMCA was signed into law, even though
the Second Circuit is one of the most important circuits for
copyright law decisions. Even as of August 2016, there was
not much DMCA safe harbor case law to speak of outside the
Second, Fourth, Ninth and Tenth Circuits.

Blogs, social networks, cloud service providers, and other
sites that host user generated content (UGC) all are
potentially eligible for the DMCA safe harbors, if they meet
the specific requirements of the statute.'® Although these
sites are technically more sophisticated and substantially

1See Society of Holy Transfiguration Monastery, Inc. v. Gregory, 689
F.3d 29, 58-59 (1st Cir. 2012) (holding that the defendant waived its right
to argue that it was insulated from liability by the DMCA by not pleading
the affirmative defense in its answer to plaintiff’s complaint).

%2ganctions for misrepresentations in DMCA notifications and counter
notifications are authorized by 17 U.S.C.A. § 512(f) and analyzed in section
4.12[9][D].

193V qacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 41-42 (2d Cir. 2012)
(affirming in part, vacating and remanding in part a 2010 Southern
District of New York order).

104See, e.g., Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 38—40 (2d
Cir. 2012) (holding that transcoding and displaying user videos, among
other things, were insulated from liability by the DMCA’s user storage
safe harbor); UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718
F.3d 1006, 1020-31 (9th Cir. 2013) (affirming summary judgment for a
user submitted video site, holding that transcoding, streaming and allow-
ing downloading of user videos did not undermine safe harbor protection);
infra § 4.12[6] (analyzing the user storage liability limitation); see gener-
ally infra § 4.12[17] (discussing the UGC principles).
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different sociologically from the Internet sites and services
that were popular in 1998 when the DMCA was enacted,
Congress understood that it could not fully anticipate future
technological developments and therefore broadly defined
“service provider” to encompass future sites and services.
Nevertheless, the sites and services that Congress plainly
had in mind when the DMCA was passed are not materially
different from a legal perspective than today’s blogs, social
networks and UGC sites. In 1998, Yahoo!, with its search
features and links to other sites (or “information location
tools”) and AOL, which allowed its users to post, store and
transmit content (“material stored at the direction of users”)
on personal homepages, websites and other interactive loca-
tions, collectively raised the same copyright law issues as
today’s UGC sites.

Best practices frequently supplement the legal framework
created by the DMCA. For example, Google, in 2012, an-
nounced that it would take into account in its site rankings
the number of legitimate DMCA takedown notices that a
site received.'®

A number of cross-industry accords have also been reached
involving service providers and content owners. For example,
a coalition of copyright owners and UGC sites promulgated
the Principles for User Generated Content Services in
October 2007 as a series of “best practices” for UGC sites to
further protect copyright owners, beyond what the DMCA
requires.'” The UGC principles also create a quasi-
contractual safe harbor for service providers that choose to
comply with them, at least with respect to potential suits
that otherwise could be brought by signatories to the UGC
principles.

Similarly, in July 2011 a Memorandum of Understanding
was reached between the Motion Picture Association of
America (MPAA) and Recording Industry Association of
America (RTAA) with major service providers, including
Verizon, Comcast, Time Warner, SBC Internet Services and
CSC Holdings on protocols to educate users about infringe-
ment and put in place a series of mitigation measures lead-

%Google Inside Search (The Official Google Blog), “An Update to Our
Search Algorithms,” Aug. 10, 2012, http://insidesearch.blogspot.com/2012/
08/an-update-to-our-search-algorithms.html.

%A copy of the Principles for User Generated Content Services is
reproduced in § 4.12[17][B].
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ing to sanctions such as reduced upload and download
speeds. The MoU also led to the creation of the Center for
Copyright Information (CCI) to help implement the MoU
and combat online infringement.'”’

In 2013, the White House’s Office of the U.S. Intellectual
Property Enforcement Coordinator, the Interactive Advertis-
ing Bureau (IAB), and Google, Yahoo!, Microsoft, and AOL,
agreed to voluntary best practice guidelines for advertising
networks to avoid promotion of pirate sites.'® Participating
ad networks agreed to maintain policies prohibiting websites
that are principally dedicated to selling counterfeit goods or
engaging in copyright piracy and have no substantial non-
infringing uses from participating in advertising programs.
Among other things, participants also agreed to accept and
process “valid, reasonable, and sufficiently detailed notices
from rights holders or their designated agents regarding
websites participating in the Ad Network alleged to be
principally dedicated to selling counterfeit goods or engaging
in copyright piracy and to have no substantial non-infringing
uses.”’®” These voluntary agreements supplement that
cooperation between copyright owners and service providers
anticipated by Congress in its enactment of the DMCA.

Additional issues involving the DMCA and user generated
content may be found in chapters 17 (licensing UGC content),
28 (advertising), 49 (liability for user generated content
under multiple state and federal laws), 50 (strategies for
managing the risks associated with third-party liability) and
51 (storage lockers, cloud facilities, mobile and Web 2.0
applications: social networks, blogs, wiki and UGC sites).
DMCA forms that may be used by both copyright owners
and service providers (as well as sample cover communica-
tions that may be used by service providers in administering
DMCA programs) may be found in the appendix to this
chapter.

While the DMCA safe harbors largely have worked for
most copyright owners and service providers, the DMCA’s li-
ability scheme is not well suited to the needs of network ser-
vice providers (NSP) or other entities that re-sell access to
ISPs. For example, to benefit from the user storage limita-

17Gee http://www.copyrightinformation.org/
198G http://2013ippractices.com/
199Gee http://2013ippractices.com/
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tion, an NSP conceivably could be required to cut off access
to a downstream service provider (affecting countless indi-
vidual subscribers), merely as a result of the actions of one
of the downstream provider’s subscribers. Indeed, as
predicted in the first edition of this treatise, the broad statu-
tory language of the DMCA has even been interpreted to
compel service providers in particular instances to disable
access to or block third-party content originating on other
services or elsewhere on the Internet."® For these reasons,
some NSPs have chosen to comply with some, but not all, of
the specific limitations available under the statute, to impose
compliance obligations by contract on downstream providers,
or to disregard the statute entirely.

The DMCA is an imperfect law. The statute and its legisla-
tive history are not a model of clarity (in part because of the
complexity of carving out specific, targeted liability limita-
tions for a medium that is multifaceted and constantly
evolving). On the other hand, the DMCA has proven flexible
enough to adapt to changing technologies. Congress used
broad terms—such as “information location tool,” rather than
“link,” or “material stored at the direction of a user,” rather
than “email account” or “website”—to expressly encompass
future technologies.™"

The DMCA has brought clarity to the law of secondary

"o ALS Scan, Inc. v. Remar®@ Communities, Inc., 239 F.3d 619 (4th
Cir. 2001), for example, the Fourth Circuit held that a service provider
was not entitled to DMCA liability limitations because it refused to block
two Usenet groups in response to substantially complying notifications re-
lating to infringing materials accessible on these groups. Usenet groups,
unlike websites, do not reside on a single server (or servers) accessed by
users. Rather, the Usenet
is an international collection of organizations and individuals (known as ‘peers’)
whose computers connect to each other and exchange messages posted by
Usenet users. Messages are organized into “newsgroups,” which are topic-based
discussion forums where individuals exchange ideas and information . . . .
Peers in Usenet enter into peer agreements, whereby one peer’s servers
automatically transmit and receive newsgroup messages from another peer’s
servers. As most peers are parties to a large number of peer agreements, mes-
sages posted on one . . . peer’s server are quickly transmitted around the
world. The result is a huge informational exchange system whereby millions of
users can exchange millions of messages every day.

Ellison v. Robertson, 189 F. Supp. 2d 1051, 1053-54 (C.D. Cal. 2002)

(footnotes omitted), aff’d in part and rev’d in part, 357 F.3d 1072 (9th Cir.

2004).

™ One of the reasons that there have not been as many cases constru-
ing the DMCA as other statutes that address service provider liability and
user misconduct (infra §§ 37.05 (the Communications Decency Act), 49.03
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copyright liability, allowed copyright owners to largely avoid
having to sue legitimate Internet sites and services to have
user material taken down, and enabled Internet industries
to thrive without the fear of horrific liability for conduct that
they cannot fully control. It also has enshrined a notice and
takedown culture on the Internet that has largely been
emulated internationally''? and even applied in other areas
of law."

While the DMCA service provider safe harbors have been
construed to date exclusively through case law, the U.S.
Copyright Office announced its intention to study the ef-
fectiveness of the DMCA on December 31, 2015 and subse-
quently received submissions and held hearings in New York
and San Francisco to address a series of questions posed by
the U.S. Copyright Office."® In its report, released in May
2020, the Copyright Office ultimately chose not to recom-
mend any legislative amendments."”® may issue regulations
or propose legislation to modify the DMCA.

& chapter 49 (statutes governing service provider liability more gener-
ally)) is that pirate sites generally are ruled ineligible for the statute’s
safe harbors and copyright owners have largely sought to work with,
rather than sue, legitimate service providers under the DMCA (subject to
some notable exceptions such as Perfect 10 (an adult magazine) and Uni-
versal Music Group). Unlike other Internet liability statutes, the DMCA
also is potentially beneficial to both rights owners and service providers
by affording service providers a safe harbor from liability and copyright
owners the ability to have material removed without having to file suit. In
addition, the line between copyright owner and service provider increas-
ingly has blurred, as content owners have established their own user
generated content sites and service providers have recognized the benefit
of licensing, rather than merely disabling access to or removing,
copyrighted works.

12500 infra § 4.21 (analyzing the EU’s E-Commerce Directive).

"3See, e.g., Tiffany (NJ) Inc. v. eBay Inc., 600 F.3d 93 (2d Cir.) (ap-
proving notice and takedown and a policy of terminating repeat infringers
in holding a service provider not liable for secondary trademark infringe-
ment), cert. denied, 562 U.S. 1082 (2010); infra § 6.10 & chapter 49
(analyzing service provider liability and exemptions under multiple differ-
ent legal theories).

M4Gee http://www.copyright.gov/policy/section512/ (detailing the Copy-
right Office’s Section 512 Study). The author was an invited participant in
the California Public Roundtable, which was held at the U.S. Court of Ap-
peals for the Ninth Circuit in May 2016.

"3Gee U.S. Copyright Office, Section 512 of Title 17 (May 2020), avail-
able at https://www.copyright.gov/policy/section512/section-512-full-
report.pdf.
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4.12[2] Definition of a Service Provider

The limitations and exemption created by the safe harbor
provisions of the DMCA apply only to service providers,
which is a term defined to include entities that offer the
transmission, routing, or provision of connections “for digital
online communications, between or among points specified
by a user, of material of the user’s choosing, without
modification to the content of the material sent or received”;
or (except for the transitory digital network communications
limitation') that provide “online services or network access,”
or operate facilities therefor.? The definition applicable to the
transitory digital network communications liability limita-
tion is much narrower than for the other safe harbors.?

Except in connection with transitory digital network com-
munications, service provider, on its face, is broad enough to
extend well beyond ISPs and other services traditionally
thought of as service providers to encompass the owners and
operators of corporate intranets, university networks,
website hosts or co-locators, cloud service providers, plat-

[Section 4.12[2]]
17 US.C.A. § 512(a); infra § 4.12[4].
217 US.C.A. § 512(k).

*Compare 17 U.S.C.A. § 512(k)(1)(A) (narrowly defining the term ser-
vice provider for purposes only of the transitory digital network com-
munications safe harbor created by section 512(a)) with 17 U.S.C.A.
§ 512(k)(1)(B) (broadly defining the same term for purposes of the user
storage, information location tools and caching safe harbors); see generally
infra § 4.12[4] (discussing the definition in connection with the transitory
digital network communications safe harbor).

In Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020,
1041-42 (9th Cir. 2013), the Ninth Circuit held that the operator of a Bit-
Torrent tracker did not qualify as a service provider for purposes of the
narrower definition applicable to the transitory digital network com-
munications safe harbor because trackers select the “points” to which a
user’s client will connect in order to download a file using the BitTorrent
protocol and a service provider for the transitory digital network com-
munications safe harbor must provide “connections . . . between or among
points specified by a user.” 17 U.S.C.A. § 512(k)(1)(A) (emphasis added).

The court in A&M Records, Inc. v. Napster, Inc., No. C 99-05183
MHP, 2000 WL 573136, at *3 n.5 (N.D. Cal. May 12, 2000) expressed
skepticism that Napster qualified for the narrower definition of service
provider set forth in section 512(k)(1)(B) but since the plaintiffs had not
challenged its eligibility the court proceeded to rule that Napster was inel-
igible for the liability limitation for transmitting, routing or providing con-
nections on other grounds (because users exchanged infringing files
directly—not through Napster’s servers).
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forms used for third-party sales,* social networks, blogs, and
other interactive websites and services where third-party
material (including user generate content) may be stored or
cached or where links to such material may be established.®
As one court commented in dicta, a “plain reading of both
definitions reveals that ‘service provider’ is defined so
broadly that we have trouble imagining the existence of an
online service that would not fall under the definitions,
particularly the second.”

As a consequence, any business with an interactive pres-
ence in cyberspace where third parties could post, store or
transmit infringing material or engage in infringing activity

See, e.g., Hendrickson v. eBay, Inc., 165 F. Supp. 2d 1082, 1088
(C.D. Cal. 2001) (operator of a website for the purchase and sale of
consumer goods); Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090,
1100 (W.D. Wash. 2004) (“Amazon operates websites, provides retail and
third-party selling services to Internet users, and maintains computers to
govern access to its websites.”).

5See, e.g., Kinsley v. Udemy, Inc., Case No. 19-cv-04334-JSC, 2021
WL 1222489, at *2 (N.D. Cal. Mar. 31, 2021) (granting summary judgment
for Udemy on its DMCA defense; “Every reasonable trier of fact would
find that Udemy is a service provider as defined under § 512(k)(1). It
provides online services to its users in the form of its courses . . .”); Lenz
v. Universal Music Corp., No. 5:07-cv-03783-JF, 2013 WL 271673, at *4
(N.D. Cal. Jan. 24, 2013) (holding in a section 512(f) dispute between a
user and a content owner that “YouTube qualifies for protection under the
DMCA safe harbor . . . .”), aff'd on other grounds, 815 F.3d 1145 (9th Cir.
2016); Obodai v. Demand Media, Inc., Case No. 11 Civ. 2503 (PKC), 2012
WL 2189740, at *4 (S.D.N.Y. June 12, 2012) (holding Demand Media, the
operator of Cracked.com and other websites, to constitute a service
provider; “Because the defendant operates a website that permits users to
post and share materials, it falls within the broad definition of a service
provider under 512(k)(1)(B).”), aff'd mem. on other grounds, 522 F. App’x
41 (2d Cir. 2013); Wolk v. Kodak Imaging Network, Inc., 840 F. Supp. 2d
724, 744 (S.D.N.Y. 2012) (holding that “[b]ecause Photobucket offers a site
that hosts and allows online sharing of photos and videos at the direction
of users, Photobucket, like YouTube.com or Veoh.com, qualifies as a ‘ser-
vice provider’ under § 512(k)(1)(B)” for purposes of the user storage safe
harbor), aff’d mem., 569 F. App’x 51 (2d Cir. 2014); Viacom Int’l Inc. v.
YouTube, Inc., 718 F. Supp. 2d 514, 518 (S.D.N.Y. 2010) (holding YouTube
to be a service provider), aff’d in relevant part on other grounds, 676 F.3d
19 (2d Cir. 2012).

®In re Aimster Copyright Litig., 252 F. Supp. 2d 634, 658 (N.D. IlL.
2002), aff’d on other grounds, 334 F.3d 643 (7th Cir. 2003). The Seventh
Circuit reiterated in its subsequent opinion in the same case that, “[a]l-
though the Act was not passed with Napster-type services in mind, the
definition of Internet service provider is broad . . ., and, as the district
judge ruled, Aimster fits it.” 334 F.3d at 655 (statutory citation omitted).
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potentially could qualify as a service provider and should
consider whether it would benefit by complying with the pro-
visions of the statute discussed in the following subsections
so that it can qualify for safe harbor protection.

Even where a service provider’s activities are not limited
to the provision of online services, “courts have consistently
found that websites that provide services over and above the
mere storage of uploaded user content are service providers
pursuant to . . . § 512(k)(1)(B)’s expansive definition.”

Notwithstanding the broad construction given the term
service provider under section 512(k)(1)(B), in Agence France
Presse v. Morel? a district court in New York held that there
was a material factual dispute precluding summary judg-
ment on the issue of whether Getty Images constituted a
service provider for purposes of the user storage safe harbor
because it made available for license user uploaded images.
That opinion, however, was wrongly decided.

In Morel, Judge Nathan conceded that the term service
provider in section 512(k)(1)(B) has been construed broadly
by courts, but nonetheless chose to read it narrowly by rely-
ing on dictionary definitions of service for the proposition
that a service provider must “do something useful,” and then
concluding, somewhat inexplicably, that “licensing copy-
righted material online more closely resembles the mere sale
of goods (albeit, in this case, intellectual property) than
facilitating users’ activities online™ even though there is no
basis for excluding sites that license content or sell products
from the statutory definition of service provider applicable to
the user storage safe harbor.

The court in Morel seemed to draw a distinction between
platforms where users may buy and sell products, such as

"Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 511
(S.D.N.Y. 2013) (citing earlier cases and holding that Vimeo, “a provider of
online services that hosts and distributes user material by permitting its
users to upload, share and view videos . . . ,” qualified as a service
provider “[e]ven though Vimeo’s activities are not limited to such . . . .”),
aff’d in part on other grounds, 826 F.3d 78 (2d Cir. 2016); Obodai v.
Demand Media, Inc., Case No. 11 Civ. 2503 (PKC), 2012 WL 2189740, at
*3 (S.D.N.Y. June 12, 2012) (holding that a website that published its own
content in addition to hosting and sharing users’ content was a service
provider), aff’'d mem., 522 F. App’x 41 (2d Cir. 2013).

8Agence France Presse v. Morel, 934 F. Supp. 2d 547 (S.D.N.Y. 2013).

gAgence France Presse v. Morel, 934 F. Supp. 2d 547, 565-68 (S.D.N.Y.
2013).
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eBay and Amazon.com, and those that sell or license mate-
rial directly, such as Getty, even if the material offered for
sale or license was stored at the direction of a user. The
court did not adequately explain why providing a venue for
consumers to purchase products from third parties was “use-
ful” but directly selling third-party products to the public
would not be so. More importantly, the court’s novel focus on
“usefulness,” and its own assumptions about whether sites
that sell or license goods or services are more or less useful,
is divorced from the language of the statute and, in the
context of the safe harbor potentially claimed by Getty, the
DMCA’s focus on material stored at the direction of a user,
which has been broadly and inclusively defined by both the
Second and Ninth Circuits.” The court’s crimped definition
of service provider is inconsistent with the broad construc-
tion of the statute given by appellate courts. It is also at
odds with the plain terms of the statute and all prior court
opinions construing the term.

This analysis is consistent with the way the court in Greg
Young Publishing, Inc. v. Zazzle, Inc."" subsequently
construed Morel. In Greg Young Publishing, Judge Stephen
Wilson of the Central District of California characterized
Morel as an “outlier” in treating the definition of service
provider as a meaningful restriction on eligibility for safe
harbor protection, whose analysis he found unpersuasive. He
explained:

Morel is an outlier for a reason: its analysis is not persuasive.
The court in Morel reasoned that Congress must have intended
its definition of service provider “to impose some limitation on
the availability of the § 512(c) safe harbors,” or it would not
have provided such a definition at all. Morel, 934 F. Supp. 2d
at 565. That premise is faulty. Congress will often define a
term because it wants the term to carry a broader meaning
than it would in ordinary parlance, or because it wants to em-
phasize that it is rejecting an implied limitation that might
otherwise be imported from another area of law. Nothing about
the definition of “service provider” in § 512(k)(1)(B) supports

105ee infra § 4.12[6][A] (broadly defining the scope of protection under
the user storage safe harbor as applying in any instance where liability is
premised on material stored at the direction of a user and but for the
user’s stored material liability would not be asserted against a service
provider).

11Greg Young Publishing, Inc. v. Zazzle, Inc., Case No. 2:16-CV-05487,
2017 WL 2729584, at *6 (C.D. Cal. May 1, 2017).
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the notion that it was intended as a limitation on § 512(c)’s

safe harbor.'?

Although the definition of a service provider is quite broad,
it appears to exclude individuals. The DMCA defines a ser-
vice provider as an “entity,” which presumably precludes a
person from qualifying as a service provider. This may be
significant for smaller Internet businesses operated by
individuals or those considering whether to begin operations
as a business entity or sole proprietorship.

4.12[3] Threshold Prerequisites

4.12[31[A] In General

A service provider’s liability may only be limited under the
Act if, in addition to meeting the requirements of one of the
four specific safe harbors set forth in sections 512(a), 512(b),
512(c) or 512(d), it first satisfies four threshold requirements
set forth in 17 U.S.C.A. § 512(i)." First, the service provider
must have adopted a policy providing that it will terminate,

2Greg Young Publishing, Inc. v. Zazzle, Inc., Case No. 2:16-CV-05487,
2017 WL 2729584, at *6 (C.D. Cal. May 1, 2017) (footnote omitted). The
Zazzle court also criticized Gardner v. CafePress Inc., No. 3:13—cv-1108—
GPC-JMA, 2014 WL 794216 (S.D. Cal. Feb. 26, 2014), as unpersuasive in
holding, in connection with a motion for summary judgment, that a
company might not qualify as a service provider if it also offered offline
services such as “facilitating the sale of products between internet users
by directly selling products to online shoppers.” 2014 WL 794216, at *5. In
Greg Young Publishing, Judge Wilson explained that “[t]he problem with
this argument is that, as a logical matter, a company does not cease to be
‘a provider of online services’ because it offers offline services as well.
There is nothing in the statutory text or in Ninth Circuit precedent that
suggests an entity must be primarily engaged in providing online services
to benefit from § 512(c)’s safe harbor.” 2017 WL 2729584, at *7. Although
Gardner does not cite Morel, the court in Gardner plainly had read Morel
and applied it in narrowly construing what constitutes a service provider
based on whether a defendant was primarily engaged in providing online
services. There is no statutory basis for evaluating a company’s primary
function in determining whether it qualifies as a service provider.

[Section 4.12[31[All

'Subsection (i) provides that “[t]he limitations on liability established
by this section” apply where the threshold requirements have been met,
without specifically identifying the individual subsections of section 512
that are affected. The House Report accompanying the bill clarifies that
the requirements of subsection (i) must be met in order to qualify for the
limitations set forth in subsections (a) through (d) or the exemption cre-
ated by subsection (g) (which the legislative history also refers to as a
limitation).
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“in appropriate circumstances,” the accounts or subscrip-
tions of “repeat infringers.” Second, it must have informed
its subscribers and account holders of its policy. Third, it
must have “reasonably implemented” the policy. Fourth, it
must accommodate and not interfere with “standard techni-
cal measures.” These requirements are addressed in turn in
the following subsections. A sample DMCA policy that
includes a repeat infringer policy notice is reproduced in the
Appendix to this chapter.

4.12[3][B] Adoption, Reasonable Implementation
and Notice of the Policy

4.12[3][B]li] Adoption, Reasonable
Implementation and Notice of the
Policy—In General

Neither the statute nor its legislative history shed light on
what type of policy is required, what constitutes “appropri-
ate circumstances” or “reasonable implementation” of the
policy, or at what point a person or entity might be deemed
to constitute a “repeat infringer.” “The fact that Congress
chose not to adopt . . . specific provisions when defining a
user policy indicates its intent to leave the policy require-
ments, and the subsequent obligations of the service provid-
ers, loosely defined.”

A service provider’s policy literally must “provid[e] for the
termination in appropriate circumstances of subscribers and
account holders of the service provider’s system or network
who are repeat infringers . . . .”?> While service providers
may adopt and publicize more detailed practices and
procedures, as a practical matter they need only track this
statutory language to effectively inform their subscribers
and account holders of their policy and comply with the
statute. The policy details need not even be in writing (at
least for a small company), so long as the site informs
subscribers “of ‘a policy’ of terminating repeat infringers in

217 US.CA. § 512(i)(1) (emphasis added).
[Section 4.12[3][B][il]

'Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1101 (W.D.
Wash. 2004).

217 U.S.C.A. § 512G)(1).
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appropriate circumstances.” To provide notice, service
providers should include this language or (if they choose)
post more detailed policies in their Terms of Use or on their
websites (or, if an internal service, on their corporate
intranets).*

4.12[3]1[B]lii] Operational Considerations and
the Obligation to Inform
Subscribers and Account Holders

Service providers that have “account holders” and “sub-
scribers,” such as ISPs or cable or phone companies, should
reference the policy in their respective service or access
agreements or Terms of Use.' Employers likewise may choose
to include their DMCA policy in employee manuals or policy
books.? As a practical matter, who is a subscriber or account
holder has not been explored in litigation and is not defined
in the statute or explained in its legislative history.

Service providers that do not have subscribers or account
holders (such as search engines that do not offer free email
or other services or the owners of corporate websites) pre-

Nentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 615-16 (9th
Cir. 2018). In Motherless, the court held that for a company run by its
owners “and a few independent contractors” it was sufficient to inform
subscribers that there was a policy, but have no written guidelines, where
the owner alone made termination decisions. Id. at 616. The court opined,
in dicta, that:
A company might need a written policy to tell its employees or independent
contractors what to do if there were a significant number of them, but Mother-
less is not such a firm. Small operations in many industries often do not have
written policies because the owners who would formulate the policies are also
the ones who execute it. There might not have been a need for anything in
writing. So the lack of a detailed written policy is not by itself fatal to safe
harbor eligibility. Neither is the fact that Motherless did not publicize its
internal criteria.
Id. (footnote omitted). By contrast, posting a policy and stating publicly
that a service provider has one will be insufficient where the service in
fact has no internal policies or procedures for terminating repeat infring-
ers and in fact does not do so. See UMG Recordings, Inc. v. Grande Com-
munications Networks, 384 F. Supp. 3d 743, 754-55 (W.D. Tex. 2019) (hold-
ing the defendant ineligible for DMCA safe harbor protection).

“For a discussion of how to structure, and where to post, website
Terms and Conditions, see infra chapter 22.

[Section 4.12[3]1[BI1[iill

'See infra §§ 22.05[21[Al, 23.03[4].

’Employer policies and related issues are addressed in sections 58.09,
58.11 and 58.12.
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sumably do not need to adopt or implement termination
policies. There does not appear to be any basis for construing
either the term “subscribers” or “account holders” so broadly
that they could extend to mere users of a service or visitors
to a website (in the absence of some type of contractual or
employment® relationship with the service provider). Never-
theless, it is advisable as a best practice—in view of the
mandatory language of section 512(i)—for the owners of any
Internet site or service with an interactive component that
allows users to post, store or transmit material on or through
their servers to adopt and publicize a policy of restricting the
access rights of “repeat infringers” if it is technologically
feasible for them to do so.

The requirement for notifying subscribers and account
holders, imposes a relatively low burden on service providers.
The statute “require[s] that the service provider ‘put users
on notice that they face exclusion from the service if they
repeatedly violate copyright laws’ . . . [but] does not ‘sug-
gest what criteria should be considered by a service provider,
much less require the service provider to reveal its decision-
making criteria to the user.”” Section 512(i) “does not
require that a service provider reveal its decision-making
criteria to users . . . [or] provide its users with a detailed
version of its policy, including all of the criteria it uses to
determine whether an account will be suspended.”™

Courts have found the notice requirement met where
Terms and Conditions or another policy state that a user
may be terminated for repeat infringement.® One court fur-
ther rejected the argument that a service provider failed to

*An employee presumably could be characterized as an account
holder if she is given a password that grants her access to a network.
Anyone with an email address also may be viewed by a court as an ac-
count holder.

Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1102 (W.D.
Wash. 2004).

®Rosen v. eBay, Inc., No. CV-13-6801 MWF (Ex), 2015 WL 1600081,
at *8-9 (C.D. Cal. Jan. 16, 2015).

6See, e.g., Hempton v. Pond5, Inc., Case No. 3:15-cv-05696-BJR, 2016
WL 6217113, at *4-6 (W.D. Wash. Oct. 25, 2016) (granting summary judg-
ment for the service provider on plaintiff’s claim for copyright infringe-
ment where Pond5 required its users to accept its Terms of Use and
Contributor Agreement before being allowed to upload any media to the
website, which “clearly and unambiguously” prohibited contributors from
uploading material to which they did not hold the copyright, over objec-
tions that under the policy Pond5 retained the right to terminate a user’s
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provide adequate notice where it did not post a formal
“repeat infringer” policy on its website until 2011, but had,
since it began operations in 2004, included in its Terms of
Service “a more general policy—threatening account termina-
tion upon any violation of the Terms of Service including
single or repeated instances of infringement . . . .””

A service provider should be deemed to satisfy its obliga-
tions to inform its subscribers and account holders of its
policy merely by posting a notice on its website. A better
practice, however, is to require users to afﬁrmatlvely assent
to or at least acknowledge the policy. Many service providers
include reference to the policy in their Terms of Use. Service
providers of course may choose to formally notify existing
customers and subscribers by email or other means. If a site
has pre-existing subscribers or account holders at the time it
implements its DMCA policy, or if it changes its policy, it
should consider providing notice to existing subscribers and
account holders by email or at the time they first log on to
the site after the new policy has taken effect, or by other
means.? For example, service providers that host blogs, social
networks, chat rooms or other locations where user gener-
ated content may be posted may find it advisable to provide
notice via a pop-up box that could appear the first time a
visitor enters after a new DMCA policy goes into effect
(through use of cookies or other means to identify when a
user has not yet been notice of the new policy) or via a link,
although courts have not required that this kind of notice be
provided. Indeed, some user generated video sites and social

access to the website in the event of a breach Pond5’s Terms of Use, rather
than expressly for repeat infringement; “The fact that Pond5 allows for
such banishment for any violation of its terms, rather than specifically
limiting banishment to repeat infringers, is immaterial. Pond5 goes be-
yond the threshold requirement of DMCA by communicating a policy to its
users that allows for termination for any infringement.”); Obodai v.
Demand Media, Inc., Case No. 11 Civ. 2503 (PKC), 2012 WL 2189740, at
*4 (S.D.N.Y. June 12, 2012) (holding that Demand Media, the operator of
Cracked.com, met this requirement where its policy provided that it could
terminate “any Account or user for repeated infringement . . . and . .
reserved[d] the right to terminate an Account or user for even one
infringement.”), aff’d mem. on other grounds, 522 F. App’x 41 (2d Cir.
2013).

7COLpitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 514
(S.D.N.Y. 2013), affd in part on other grounds, 826 F.3d 78 (2d Cir. 2016).

8Sllg.ﬁgestiorls about operational “best practices” are not meant to
imply that such practices are necessarily required to benefit from the
DMCA safe harbors.
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networks provide a link to their copyright policies on all
pages where material may be uploaded, downloaded or
reviewed.’

Service providers also may opt to draft template responses
such as a specific warning to send to first time offenders.
Such a warning should advise an offender that its account or
network access will be terminated if a second complaint is
received (or whatever the service provider’s policy in fact
provides).

4.12[3][B][iii] Adopting a Policy and Defining
“Repeat Infringer”

The fact “that Congress chose not to adopt . . . specific
provisions when defining a user policy indicates its intent to
leave the policy requirements, and the subsequent obliga-
tions of the service providers, loosely defined.”” Many stated
policies do little more than track the statutory language,
stating that the service provider has a policy of terminating
repeat infringers in appropriate circumstances.?

For the policy to have meaning, it is advisable that a ser-
vice provider explicitly prohibit copyright infringement and
not merely state that it has a policy of terminating repeat
infringers in appropriate circumstances. Many sites require
an affirmative undertaking by users that material they
upload to or otherwise store on a site or service is not infring-
ing which, while not mandated by the DMCA, is certainly a

°For a discussion of “best practices” for user generated video sites,
see infra § 4.12[17].

[Section 4.12[3][B][iiil]

'Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1101 (W.D.
Wash. 2004).

2See 17 U.S.C.A. § 512()(1)(A). Needless to say, posting a policy and
stating publicly that a service provider has one will be insufficient to es-
tablish adoption of a policy where the service in fact has no internal poli-
cies or procedures for terminating repeat infringers and in fact does not
do so. See UMG Recordings, Inc. v. Grande Communications Networks,
384 F. Supp. 3d 743, 754-55 (W.D. Tex. 2019) (holding the defendant ineli-
gible for DMCA safe harbor protection, noting that although Grande had a
public-facing policy since 2012 and “apparently stated publicly that its
policy was to terminate infringing customers, Grande’s corporate repre-
sentative testified that from 2010 through 2016, Grande did not have any
specific policies or procedures providing for how it would actually go about
terminating any such infringing customers. . . . In internal emails, one
Grande employee even stated that ‘we have users who are racking up
DMCA take down requests and no process for remedy in place.””).
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good practice.

In adopting a repeat infringer policy, a service provider
must determine how it will identify a user as a repeat
infringer, although it need not spell that out in the policy
communicated to its subscribers and account holders.

A repeat infringer, by definition, is someone who has
engaged in infringing conduct on more than one occasion.?
Yet, neither the statute nor the legislative history define
repeat infringer.

In discussing the provisions applicable to nonprofit
educational institutions,* the House Report refers to more
than two notifications within a three-year period as “a pat-
tern of infringing conduct . . . .” This reference arguably
suggests that a person would be deemed to be a repeat
infringer once a second notification was received (assuming
that the notifications were not based on material misrepre-
sentations or otherwise invalid).

Treating a repeat infringer as someone who has been the
subject of a second notification is a prudent approach and
one that has been upheld as reasonable by at least one court.®
On the other hand, district courts in the Central District of
California and Southern District of New York have approved
of repeat infringer policies premised on termination upon
receipt of a third DMCA notice, rather than a second one.®
One court also expressly approved of a service provider’s
policy of treating notifications received within a three-day

8See BMG Rights Management (US) LLC v. Cox Communications,
Inc., 881 F.3d 294, 301 (4th Cir. 2018) (“A repeat infringer . . . is one who
infringes a copyright more than once.”).

4See 17 U.S.C.A. § 512(e).

%See Io Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132
(N.D. Cal. 2008).

8See Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 511-17
(S.D.N.Y. 2013), affd in part, rev’d in part on other grounds, 826 F.3d 78
(2d Cir. 2016); Viacom Int’l Inc. v. YouTube, Inc., 718 F. Supp. 2d 514
(S.D.N.Y. 2010), aff’d in relevant part on other grounds, 676 F.3d 19, 40-41
(2d Cir. 2012); UMG Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp.
2d 1099, 1118 (C.D. Cal. 2009), aff’d on other grounds sub nom. UMG
Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th Cir.
2013); Perfect 10, Inc. v. CCBill, LLC, 340 F. Supp. 2d 1077, 1094 n.12
(C.D. Cal. 2004), aff’d in part on other grounds, 488 F.3d 1102 (9th Cir.),
cert. denied, 522 U.S. 1062 (2007); see also BMG Rights Management (US)
LLC v. Cox Communications, Inc., 881 F.3d 294, 301 (4th Cir. 2018) (stat-
ing in dicta that “[a] repeat infringer . . . is one who infringes a copyright
more than once.”).
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period as a single strike.” While there is nothing in the stat-
ute or legislative history specifically to suggest that someone
who has been the subject of two notices may be treated as
not being a repeat infringer, Americans love baseball and it
is difficult to imagine a judge or jury finding that a three
strikes policy is unreasonable.

Perhaps more importantly, it is clear from the fact that
Congress modified the requirement that service providers
terminate repeat infringers by the caveat that termination
need only occur in appropriate circumstances, that the stat-
ute is intended to be flexible and allow service providers to
implement policies that they deem appropriate for their ser-
vices or based on the type of infringing activity involved.
Moreover, as discussed more extensively in section
4.12[3][B][iv], Congress further modified the requirement by
providing that a policy of terminating repeat infringers in
appropriate circumstances be reasonably implemented, which
suggests both that the policy in fact must be implemented,
but also that it may be reasonably, rather than strictly
implemented.

In the words of the Ninth Circuit, “[t]he statute permits
providers to implement a variety of procedures.” Indeed, no
single policy is mandated beyond what is literally set forth
in the language of the statute—a policy of terminating repeat
infringers in appropriate circumstances.’

Nevertheless, what constitutes an infringer should not be

In YouTube, the district court also rejected Viacom’s argument that
YouTube did not reasonably implement its repeat infringer policy because
it treated as only one strike: (1) a single DMCA takedown notice identify-
ing multiple videos, and (2) multiple takedown notices identifying videos
uploaded by a user received by YouTube within a two-hour period.

The district court likewise discounted Viacom’s argument that
YouTube’s repeat infringer policy was not reasonably implemented because
YouTube only counted DMCA notices; it did not account for videos
automatically removed by Audible Magic content filters. These aspects of
the district court’s ruling were not addressed in the Second Circuit’s
opinion, which focused narrowly on the issue of whether YouTube’s provi-
sion of a search tool only to business partners, and not plaintiffs, meant
that it had failed to reasonably implement its repeat infringer policy
(which the appellate court concluded it had not).

7Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 516
(S.D.N.Y. 2013), aff’d in part on other grounds, 826 F.3d 78 (2d Cir. 2016).

8Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1109 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007).

®Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1101 (W.D.
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defined too narrowly. The Second Circuit has held that a
policy that treated uploaders as infringers for purposes of a
DMCA repeat infringer policy, but did not consider down-
loads of infringing material intended for personal use to be
infringing, was unreasonable.” In that case, EMI Christian
Music Group, Inc. v. MP3Tunes, LLC," the defendant defined
a repeat infringer as a user who posted or uploaded infring-
ing content “to the internet for the world to experience or
copy” knowing that it infringed another’s copyright. The
court held that this policy also was too narrow in limiting its
focus to acts of willful infringement given that liability under
the Copyright Act may be imposed even on a party who did

not “know of the infringing nature of its online activities
2”12

While a policy that provides blanket protection for
personal links and downloads of infringing material and
does not treat as infringement anything less than conduct
that was willful will not pass muster in the Second Circuit
in light of this case, the proviso that a service provider rea-
sonably implement its policy' means that in individual cases
a service provider potentially could choose to not terminate a
subscriber or account holder for innocent infringement, but
any variation from a service provider’s policy would have to
be justified as reasonable in the event of litigation (and wide-
spread variances could support a finding that the policy was
not reasonably implemented, depriving the service provider
of any safe harbor protection).

The Second Circuit panel also elaborated that a company
could be found to have not reasonably implemented its repeat
infringer policy if it consciously avoided knowing about
specific repeat infringers on its service, and therefore was
willfully blind.™

In an amended opinion, the panel clarified that it was not

Wash. 2004).

See EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d
79, 88-89 (2d Cir. 2016).

"EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d 79
(2d Cir. 2016).

2EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d 79,
90 n.6 (2d Cir. 2016).

3See infra § 4.12[31[BIl[iv].

"See EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d
79, 91 (2d Cir. 2016). Willful blindness is discussed extensively in connec-
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addressing the question of “whether MP3tunes would be
required to terminate a user who visited sideload.com only
to stream files rather than sideload them into an MP3tunes
locker.”™

In Capitol Records, LLC v. Vimeo, LLC,"® Judge Ronnie
Abrams of the Southern District of New York held that the
video sharing site Vimeo met the requirement for adopting a
policy of terminating repeat infringers in appropriate cir-
cumstances where, since the time it began operations in
2004, it required users to assent to Terms of Service that
informed them that Vimeo reserved the right to remove
videos and terminate user accounts for violation of its Terms,
Vimeo had implemented a three strikes policy and evidence
showed that it in fact had terminated users as early as 2007,
including in some instances upon receipt of a single takedown
notice. In so ruling, the court rejected the plaintiffs’ argu-
ment that Vimeo had not adopted a policy early on its
existence. Judge Abrams explained that “Vimeo’s policy
became more structured and refined as Vimeo’s employee
roster and user base grew, but the evidence establishes that
Vimeo had a policy in place that provided for the termina-
tion of service for repeat (or even first-time) infringers from
the company’s inception. The DMCA requires nothing more

. .” to meet this threshold requirement."

Some have argued that an infringer, by definition, is a
person who has been adjudicated as such, and thus a repeat
infringer policy would only apply to those who have been
successfully sued for copyright infringement. This analysis,
however, is unsupported by the statute or its legislative his-
tory and has been expressly rejected by the Fourth Circuit.'
As noted above, the House Report’s reference to two notifica-
tions as evidencing a “pattern of infringement” belies the
argument that an infringer for purposes of the DMCA is

tion with knowledge and red flag awareness under the DMCA (in section
4.12[6][C]) and contributory infringement (in section 4.11[3]) and induce-
ment (in section 4.11[6]).

See EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d
79, 90 n.6 (2d Cir. 2016).

'®Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 511-13
(S.D.N.Y. 2013), affd in part on other grounds, 826 F.3d 78 (2d Cir. 2016).

Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 513
(S.D.N.Y. 2013), affd in part on other grounds, 826 F.3d 78 (2d Cir. 2016).

8See BMG Rights Management (US) LLC v. Cox Communications,
Inc., 881 F.3d 294, 301-03 (4th Cir. 2018).
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someone who has been found liable by a judge or jury for
copyright infringement. Moreover, the notice and takedown
system created by the DMCA was intended, among other
things, to allow copyright owners to obtain protection
through cooperation with service providers, rather than
litigation. Requiring a copyright owner to successfully sue a
user repeatedly before a service provider would have an
obligation to terminate access to an account holder or sub-
scriber is simply inconsistent with the legislative scheme
established by the DMCA.

On the other hand, at least in the Ninth Circuit, consider-
ation only of DMCA notifications in determining whether an
account holder or subscriber is a repeat infringer may be
insufficient in certain circumstances under Perfect 10, Inc. v.
CCBill, LLC,” in which the court held that whether a ser-
vice provider has reasonably implemented its policy of
terminating repeat infringers in appropriate circumstances
requires evaluation of how the service provider responded
both to notifications and instances where it had actual
knowledge or “red flag” awareness of infringement.?® In other
words, in the Ninth Circuit, failing to track red flag material
theoretically could put at risk not just safe harbor protection
for that material, but for the entire service, based on whether
the omission evidences that the service provider is not rea-
sonably implementing a policy of terminating repeat infring-
ers in appropriate circumstances.

Since a service provider’s obligation to remove material in
response to actual knowledge or red flag awareness only
arises in connection with the user storage liability limita-
tion, it may be hard to argue that these additional factors
should be considered in evaluating a repeat infringer policy
for purposes of the other three safe harbors or the exemption
from liability for removing user material. Moreover, while a
service provider may err on the side of caution in removing
material of its own volition based on red flag awareness, it
may not be appropriate to terminate an account holder or

YPerfect 10, Inc. v. CCBill LLC, 488 F.3d 1102 (9th Cir. 2007), cert.
denied, 522 U.S. 1062 (2007).

DPerfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1113-14 (9th Cir.),
cert. denied, 522 U.S. 1062 (2007). Knowledge and “red flag” awareness
are analyzed below in section 4.12[6][C]. The Perfect 10 case is also
discussed more extensively in the following subsection in connection with

reasonable implementation of a repeat infringer policy in section
4.12[3][B][iv].
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subscriber as a repeat infringer based solely on the intuition
of a service provider. Hence, a policy that defines a repeat
infringer in terms of actual notifications received from copy-
right owners (who after all are in the best position to know
whether their works in fact have been infringed, and whose
notifications of infringement are submitted under penalty of
perjury and subject to sanctions under section 512(f)*') may
in fact be reasonable, although a safer approach for risk
averse service providers would be to terminate users as
repeat infringers based on actual knowledge or reasonable
awareness as well as notifications submitted by copyright
owners. At least in the Ninth Circuit, if not elsewhere,? a
plaintiff may be allowed discovery of a service provider’s re-
sponse to material and activity where it had actual knowl-
edge or red flag awareness, to evaluate reasonable implemen-
tation of that policy in connection with a case where the
service provider is relying on the user storage safe harbor.

As a practical matter, in the event of litigation, service
providers would be better poised to defend themselves if
they have mechanically applied their repeat infringer poli-
cies and erred on the side of termination, rather than open-
ing themselves up to discovery and motion practice (or even
trial) on the question of whether the service provider reason-
ably implemented its policy of terminating repeat infringers
in appropriate circumstances. Those that terminate accounts
upon receipt of a second or possibly third DMCA notification
(and at least in the Ninth Circuit, for purposes of the user
storage liability limitation, a second instance of infringe-
ment based on a notification or removal for actual knowl-
edge or red flag awareness) will be better able to establish
their compliance with the requirements of the statute, and
potentially obtain summary judgment, than service provid-
ers that make exceptions for given users and do not apply
their policies uniformly, whose compliance may be so fact-
dependent that their entitlement to the safe harbor cannot
easily be determined except at trial (which is riskier and
more expensive than if the issue is resolved through motion
practice). Whereas termination of all potential repeat infring-

HSee infra § 4.12[9][D].

2The Perfect 10 standard was cited approvingly in Arista Records
LLC v. Usenet.com, Inc., 633 F. Supp. 2d 124, 139-42 (S.D.N.Y. 2009), a
case where sanctions for spoliation of evidence were imposed on
defendants that had failed to retain evidence relevant to their compliance
with red flag material under Perfect 10.
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ers may be shown by undisputed facts in connection with a
motion for summary judgment, whether the failure to
terminate a user was “appropriate” or suggests a failure to
reasonably implement a repeat infringer policy may, in some
circumstances, raise disputed factual questions that preclude
summary judgment.

This is not to say that a mechanical approach is required
by the statute, because it is not. As noted above, the obliga-
tion to terminate repeat infringers only arises in appropriate
circumstances. Indeed, simply because a DMCA notice has
been sent does not mean that the user whose content is at
issue is necessarily even an infringer. In some instances a
copyright owner could be mistaken and material identified
in a notification could be licensed or permitted as a fair use.
A service provider that receives two or three notifications
from a copyright owner that are shown to be invalid, either
based on mistake or misrepresentation or an account holder’s
submission of a counter notification that goes unanswered
by the copyright owner, would have no obligation to termi-
nate the affected user as a repeat infringer. A service
provider that keeps good records and is prepared to defend
its termination decisions in appropriate circumstances will
not be denied the benefits of the DMCA safe harbor. Never-
theless, for companies that do not have the resources or ap-
petite to justify their conduct in such a labor-intensive man-
ner in litigation, a stricter interpretation may be the safer
approach.

The DMCA creates incentives for service providers to err
on the side of removing material and terminating users.? Al-
though the statute merely mandates termination of repeat
infringers in appropriate circumstances, where it is appar-
ent that a subscriber or account holder is flagrantly violating
the Copyright Act—such as where a person is using a site
exclusively or primarily to upload infringing images from a
magazine, protected software or pirated music, films or

23Except where a notification is received from a copyright owner, a
service provider that otherwise complies with the threshold requirements
of the Act will be exempt from liability for terminating service to someone
who it believes in good faith is engaged in acts of infringement. 17 U.S.C.A.
§ 512(g); see generally infra § 4.12[8]. Conversely, if a service provider fails
to act when it has reason to believe that infringing content may be online,
it may be denied the benefit of the user storage and information location
tools limitations if a court determines that it had red flag awareness or
actual knowledge. 17 U.S.C.A. § 512(c)(1)(A), 512(d)(1)(A).
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videogames—it may be prudent for a service provider
(regardless of its policy) to simply terminate service at the
time the infringement is first discovered. That is not to say
that an account holder or subscriber could be deemed a
repeat infringer based on an initial notification (or discovery
creating knowledge or awareness) of infringement involving
multiple works. Congress used the term “repeat infringer,”
which is focused on repetitive conduct, rather than “multiple
infringements” or other terminology that would suggest that
the volume of infringement, rather than repeated bad
behavior, is the relevant consideration. Although it seems
unlikely that someone whose first violation involved multiple
works could actually be considered a repeat infringer, it
nonetheless may be prudent for service providers, in ap-
propriate circumstances, to take action against subscribers
or account holders whose sites or services contain multiple
infringing works. In practice, service providers that appear
to be compliance oriented and that do more than the statute
requires are less likely to be sued and more likely to be given
the benefit of the doubt by judges and juries than those that
do the bare minimum.

4.12[3][B]liv] Reasonable Implementation of A
Service’s Repeat Infringer Policy

The requirement that a service provider’s policy of
terminating repeat infringers in appropriate circumstances
be reasonably implemented, like the DMCA itself, reflects an
attempt to balance the needs and interests of both copyright
owners and service providers. On the one hand, a service
provider must in fact implement its repeat infringer policy,’
and must do so reasonably. On the other hand, Congress

[Section 4.12[3][BI[iv]]

'Although it should go without saying, identifying but failing to
actually terminate any repeat infringers without some explanation to
justify reasonable implementation or appropriate circumstances would
disqualify a service provider from the safe harbor. See, e.g., UMG Record-
ings, Inc. v. Grande Communications Networks, 384 F. Supp. 3d 743,
754-58 (W.D. Tex. 2019) (holding the defendant ineligible for DMCA safe
harbor protection where Grande ended its policy of “turning off” subscrib-
ers and requiring them to contact Grande to discuss the issue in response
to copyright violation notices in 2010, and, although it posted a repeat
infringer policy in 2012 and publicly stated that it had a policy of terminat-
ing repeat infringers, Grande in fact did not terminate any users as repeat
infringers from October 2010 to May 2017 even though it received over a
million copyright notices between 2011 and 2016 and internal emails
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could have required strict adherence to termination policies,
but instead merely required reasonable implementation,
recognizing that service providers are not a monolithic group
and that in a medium that is constantly evolving where user
infringement may occur willfully or inadvertently, it is bene-
ficial to allow service providers flexibility in how a policy is
crafted, what constitutes appropriate circumstances for
termination and how the policy in fact is implemented.? “Safe
harbor eligibility does not require perfection, just ‘reason-
able’ implementation of the policy ‘in appropriate
circumstances.’ ”® Failing to reasonably implement a repeat
infringer policy will preclude safe harbor protection (at least
until the compliance defect is cured).*

Reasonable implementation of a repeat infringer policy
presupposes that the policy itself is reasonable.®* Where the
policy is unreasonable, reasonable implementation is not
possible. Similarly, where a company’s executives were
encouraged to and did personally use a service to link to or
download infringing music for their personal use, the Second
Circuit held that a reasonable jury could infer that the

showed that it was tracking user complaints and had over 9,000 custom-
ers on its “Excessive Violations Report” by late 2016, and had some users
who had received up to 54 notices); Datatech Enterprises LLC v. FF
Magnat Ltd., No. C 12-04500 CRB, 2013 WL 1007360, at *5-6 (N.D. Cal.
Mar. 13, 2013) (declining to dissolve a preliminary injunction against an
offshore cloud file storage site accused of copyright infringement where
the court found that the defendant was unlikely to prevail on its DMCA
defense based on evidence that it had ignored copyright holders’ requests
to remove specifically identified repeat infringers, including one individual
who uploaded 1,600 separate copies of an infringing work).

2Adoption of a repeat infringer policy is separately addressed in
section 4.12[3][B][iiil.

Nentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 618 (9th Cir.
2018). In Motherless, the court found that Motherless had reasonably
implemented its repeat infringer policy as a matter of law where it had
terminated between 1,320 and 1,980 users for alleged infringement and
only nine had been able to rejoin. Id. at 619. The court reiterated that
“le]ligibility for the safe harbor is not lost just because some repeat infring-
ers may have slipped through the provider’s net for screening them out
and terminating their access.” Id.

See, e.g., Atlantic Recording Corp. v. Spinrilla, LLC, 506 F. Supp.
3d 1294, 1320 (N.D. Ga. 2020) (holding that Spinrilla could not invoke the
DMCA safe harbor for infringement on its service that took place prior to
the time it adopted a repeat infringer policy).

®See generally supra § 4.12[3][B][iii] (analyzing what constitutes a
permissible repeat infringer policy).
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company consciously avoided knowing about specific repeat
infringers using its service, which would amount to a failure
to reasonably implement its repeat infringer policy.®

“At a minimum,” the Fourth Circuit explained, “an ISP
has not ‘reasonably implemented’ a repeat infringer policy if
the ISP fails to enforce the terms of its policy in any
meaningful fashion™ or, stated alternatively, “in any consis-

8See EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d
79, 91 (2d Cir. 2016). In that case, the court found that the defendant’s
policy itself was unreasonable. See id.; see generally supra § 4.12[3][B]liii]
(analyzing this aspect of the case).

"BMG Rights Management (US) LLC v. Cox Communications, Inc.,
881 F.3d 294, 303 (4th Cir. 2018), citing In re Aimster Copyright Litig.,
252 F. Supp. 2d 634, 659 (N.D. Ill. 2002), aff'd, 334 F.3d 643 (7th Cir.
2003) (“Adopting a repeat infringer policy and then purposely eviscerating
any hope that such a policy could ever be carried out is not an ‘implemen-
tation’ as required by § 512(i).”). In BMG v. Cox, the service provider had
adopted a 13 strike policy, which itself could have been challenged as
unreasonable. In addressing reasonable implementation, however, the
court concluded that “Cox very clearly determined not to terminate
subscribers who in fact repeatedly violated the policy.” 881 F.2d at 303
(emphasis in original). Prior to September 2012, Cox had an unofficial
policy of allowing repeat infringers to sign back on the service and reset
their strike count to zero, as reflected in internal employee emails. The
court characterized the evidence from this time period as showing that
“Cox always reactivated subscribers after termination, regardless of its
knowledge of the subscriber’s infringement.” Id. at 304 (emphasis in
original). In September 2012, Cox abandoned “its practice of routine
reactivation”—as evidenced by an employee email stating that “we now
terminate, for real”—but the court found that “Cox simply stopped
terminating them in the first place. Before September 2012, Cox was
terminating (and reactivating) 15.5 subscribers per month on average; af-
ter September 2012, Cox abruptly began terminating less than one sub-
scriber per month on average.” Id. at 304 (emphasis in original). Indeed,
between September 2012 and the end of October 2014—the month before
BMG filed suit—Cox issued only 21 terminations in total, 17 of which
were to subscribers who had either failed to pay their bills on time or used
excessive bandwidth. Id. The court noted that Cox did not provide evi-
dence that the remaining four terminations were for repeat copyright in-
fringement but stated that “even assuming they were, they stand in stark
contrast to the over 500,000 email warnings and temporary suspensions
Cox issued to alleged infringers during the same time period.” Id. Cox also
had dispensed with terminating subscribers who infringed BMG’s
copyrights by deleting automatically all infringement notices sent on
BMG’s behalf by Rightscorp., an agency that sent notices and demanded
payment for unauthorized material. The court further noted that “Cox
failed to terminate subscribers whom Cox employees regarded as repeat
infringers.” Id. The court concluded that Cox failed to meet its burden of
proof on the DMCA defense on the issue of reasonable implementation. Id.
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tent or meaningful way—leaving it essentially with no
policy.”®

Indeed, what it means to reasonably implement a repeat
infringer policy has often been defined by courts largely in
negative terms based on what courts had found to be unrea-
sonable,’ leaving open tougher questions about how much

at 305. It also “failed to provide evidence that a determination of ‘ap-
propriate circumstances’ played any role in its decisions to terminate (or
not to terminate).” Id. (emphasis in original).

8BMG Rights Management (US) LLC v. Cox Communications, Inc.,
881 F.3d 294, 305 (4th Cir. 2018).

°In In re Aimster Copyright Litig., 252 F. Supp. 2d 634 (N.D. IIL
2002), affd, 334 F.3d 643 (7th Cir. 2003), the court ruled that a peer-to-
peer service that encouraged users to exchange unauthorized copies of
protected music files, made it easy for them to do so, and encrypted the
files and their users’ identities (making detection of individual acts of in-
fringement more difficult), was not entitled to benefit from the DMCA’s li-
ability limitations where it had adopted a policy of terminating repeat
infringers that amounted to “an absolute mirage” because it was never
implemented. Defendants had argued that although plaintiffs may have
identified copyrighted works residing on individual hard drives, plaintiffs
could not demonstrate that any particular user actually transferred any of
those files, and that they would terminate service to any user identified as
a repeat infringer. The court noted that this assurance was “not nearly so
helpful and agreeable as it seems . . . because, according to defendants
themselves, such identification would be impossible” because Aimster files
are encrypted.

The Aimster court also took issue with the requirement in Aimster’s
termination policy that copyright owners identify the Internet protocol ad-
dress of infringers using its system.

On both of these grounds, the court ruled that “[a]dopting a repeat
infringer policy and then purposefully eviscerating any hope that such a
policy could ever be carried out is not an ‘implementation’ as required by
§ 512(1).” 252 F. Supp. 2d at 657-58.

Although the Seventh Circuit did not address the issue as exten-
sively as the district court in Aimster, Judge Posner, in affirming the
district court on this point explained that:

The common element of its safe harbors is that the service provider must do
what it can reasonably be asked to do to prevent the use of its service by
“repeat infringers.” 17 U.S.C.A. § 512(1)(1)(A). Far from doing anything to
discourage repeat infringers of the plaintiffs’ copyrights, Aimster invited them
to do so, showed them how they could do so with ease using its system, and by
teaching its users how to encrypt their unlawful distribution of copyrighted
materials disabled itself from doing anything to prevent infringement.
334 F.3d at 655. Similarly, in A&M Records, Inc. v. Napster, Inc., No. C
99-05183 MHP, 2000 WL 573136 (N.D. Cal. May 12, 2000), the lower
court in the Napster case held that there was a genuine issue of fact
precluding summary judgment on the issue of whether Napster had rea-
sonably implemented a policy of terminating repeat infringers in appropri-

Pub. 12/2021 4-579

PAGE PROOFS - SUBJECT TO REVISION
© 2022 lan C. Ballon, www.lanBallon.net



4.12[31[B1[iv] E-CoMMERCE AND INTERNET Law

flexibility a service provider should have in particular cases.

ate circumstances where Napster only adopted its copyright compliance
policy after the onset of litigation and plaintiffs had presented evidence
that Napster could have kept terminated users from re-accessing the ser-
vice by blocking their IP addresses, but did not do so and generally turned
a blind eye to infringement. A&M Records, Inc. v. Napster, Inc., No. C
99-05183 MHP, 2000 WL 573136, at *9-10 (N.D. Cal. May 12, 2000); see
also supra § 4.12[4] (discussing the court’s ruling that Napster did not
qualify for the transitory digital network communications safe harbor).

Napster does not stand for the proposition that service providers
are required to block IP addresses to reasonably implement a repeat
infringer policy. See, e.g., Io Group, Inc. v. Veoh Networks, Inc., 586 F.
Supp. 2d 1132, 1145 (N.D. Cal. 2008) (explaining Napster and holding that
a service provider need not seek to block IP addresses to reasonably imple-
ment its repeat infringer policy), citing Perfect 10, Inc. v. CCBill LLC, 488
F.3d 1102, 1109-10 (9th Cir.), cert. denied, 522 U.S. 1062 (2007); see also
Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 516 (S.D.N.Y.
2013) (following Io Group in rejecting the argument that a service provider
did not reasonably implement its repeat infringer policy because it did not
block IP addresses, where it blocked the email addresses of repeat infring-
ers; “The Io court concluded that without testimony describing a more
feasible or effective alternative, the defendant’s policy of blocking a
terminated user’s e-mail account was reasonable.”), aff’d in part on other
grounds, 826 F.3d 78 (2d Cir. 2016).

In Ellison v. Robertson, 357 F.3d 1072 (9th Cir. 2004), the Ninth
Circuit ruled that there was a triable issue of fact on the issue of whether
AOL satisfied the requirements of § 512(i) where, as a result of an error,
AOL did not receive plaintiff’s notification, and therefore took no action in
response to it. AOL had changed the email address to which notifications
could be sent in late 1999, but failed to close the old account or forward
messages from that account to the new address, and failed to notify the
Copyright Office of the new address for several months. The Ninth Circuit
wrote that there was sufficient evidence for a reasonable jury to conclude
that AOL had not reasonably implemented its policy of terminating repeat
infringers because “AOL allowed notices of potential copyright infringe-
ment to fall into a vacuum and to go unheeded . . . .” Ellison v. Robertson,
357 F.3d 1072, 1080 (9th Cir. 2004). This ruling, of course, does not mean
that AOL today could be alleged to have not reasonably implemented its
policy simply because of an error in implementation that may have oc-
curred in late 1999 and early 2000. Ellison, however, underscores that
even unintentional mistakes in implementing a policy potentially could
result in a service provider being denied the protections of the DMCA li-
ability limitations if the error was significant enough to call into question
the reasonableness of its implementation.

In Perfect 10, Inc. v. CCBIll, LLC, 340 F. Supp. 2d 1077 (C.D. Cal.
2004), affd in part on other grounds, 488 F.3d 1102 (9th Cir.), cert. denied,
522 U.S. 1062 (2007), the district court had written that a service provider
that receives repeat notifications that substantially comply with the
requirements of 17 U.S.C.A. § 512(c)(3)(A) “about one of its clients but
does not terminate its relationship with the client, has not reasonably
implemented a repeat infringer policy.” 340 F. Supp. 2d at 1088.
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A service provider that in fact terminates subscribers and
account holders upon receipt of a second DMCA notice (or
discovery that the same user has posted, stored or transmit-
ted a second or third file identified or believed to be infring-
ing) would be deemed to “reasonably implement” its policy.
The qualification that access by repeat infringers be termi-
nated “in appropriate circumstances” suggests that a more
lenient implementation—for example, a case-by-case analy-
sis—could also be justified. As discussed below, courts have
approved “three strikes” policies (consistent with America’s
love of baseball) as well as policies that count notifications
(which are submitted by a copyright owner under penalty of
perjury) but not material removed based on knowledge or
red flag awareness. In practice, some service providers will
terminate access for some users on a first strike (when it is
apparent that the user is engaged in piracy) or be more
lenient where users genuinely seem to have made a mistake
(or where the problem is a user of a subscriber or account
holder, not the actual subscriber or account holder itself).
The exact contours of what constitutes reasonable implemen-
tation, however, is still an evolving question.

For many years, case law construing the DMCA’s repeat
infringer provisions largely was based on the Ninth Circuit’s
opinion in Perfect 10, Inc. v. CCBill, LLC." The Second
Circuit briefly addressed section 512(i) in Viacom Int’l, Inc.
v. YouTube, Inc.," but decided the issue on very narrow
grounds. In Viacom v. YouTube, the Second Circuit rejected
a challenge to YouTube’s repeat infringer policy based on
YouTube’s provision of content identification tools to busi-
ness partners, which allowed these business partners to
proactively search the site for particular content. Plaintiffs
had alleged that YouTube had not reasonably implemented
its repeat infringer policy because it did not use its identifica-
tion tools to search for plaintiffs’ works—only those of its
business partners—and therefore allegedly sought to avoid
identifying plaintiffs’ works. The Second Circuit, however,
held that pursuant to section 512(m), service providers had
no obligation to deploy search technology except to the extent
that such monitoring constituted a “standard technical mea-

Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102 (9th Cir.), cert. denied,
522 U.S. 1062 (2007).

"Wiacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19 (2d Cir. 2012).
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sure” within the meaning of section 512(1)'* (which plaintiffs
had not alleged).” While refusing to accommodate or imple-
ment a standard technical measure may deprive a service
provider of the protection of the DMCA safe harbors, “refus-
ing to provide access to mechanisms by which a service
provider affirmatively monitors its own network has no such
result.”" The Second Circuit panel emphasized that YouTube
could not “be excluded from the safe harbor by dint of a deci-
sion to restrict access to its proprietary search
mechanisms.”"

Subsequently, the Second Circuit, in EMI Christian Music
Group, Inc. v. MP3Tunes, LLC,' in vacating an order grant-
ing summary judgment for the defendant and remanding the
case for further consideration, held that a jury could infer a
failure to reasonably implement a policy of terminating
repeat infringers from evidence that it failed to “connect
known infringing activity. . . [identified in] takedown no-
tices to users who repeatedly created links to that infringing
content . . . or who copied files from those links.”"” The court
also held that evidence of a failure to reasonably implement
a policy could be inferred from evidence that company execu-
tives were encouraged to and did personally use the service
to link to or make copies of infringing material for personal
use.”® MP3Tunes, however, largely turned on the inadequacy
of the company’s policy, rather than reasonable implementa-
tion, since by definition a company would not be entitled to
DMCA protection if it reasonably implemented a policy that
was unreasonable.

By contrast, in Ventura Content, Ltd. v. Motherless, Inc.,"
the Ninth Circuit affirmed summary judgment for a small

2Gee infra § 4.12[3][C] (analyzing the standard technical measures
provision).

Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 40—41 (2d Cir. 2012).
"“Wiacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 41 (2d Cir. 2012).
“Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 41 (2d Cir. 2012).

SEMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d 79
(2d Cir. 2016).

YEMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d 79,
90-91 (2d Cir. 2016).

BEMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d 79,
90 (2d Cir. 2016).

“Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 615-17 (9th
Cir. 2018).
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service provider, whose policy was implemented by the
company’s sole owner, where reasonable implementation
was found based on the owner’s deposition testimony and ev-
idence that between 1,320 and 1,980 users had been
terminated, only nine of whom had slipped back on (suggest-
ing “that less than one repeat infringer in 100,000 was
missed”), and there was a “a paucity of proven failures to
terminate.” Senior Judge Kleinfeld, writing for the major-
ity, conceded that it was “tempting” to assume that the policy
was not reasonably implemented because it depended on
“little more than Lange’s multifactor judgment based largely
on his recollection of DMCA notices” and did not include ei-
ther “a database of users whose uploads . . . generated
DMCA notices and some automated means of catching them
if they [did] it againl[,]” but he explained that the statute did
not require these things; “It modifies the termination
requirement with the phrase ‘appropriate circumstances’ in

20 . . .
The court explained the service provider’s sole owner’s reasonable
implementation as follows:

He testified that he excludes infringing material by looking for an identifying
watermark in the corner, the usual way owners identify their copyrighted
material. If he receives a DMCA takedown notice (the form designated in
subsection (¢)(3)(A)), he also uses “hashing” software so that copies of the im-
age or clip will be removed and will be screened out if anyone tries to post
them again. Ordinarily, he will not terminate a user because of one takedown
notice, but he will if there are two or more, which is to say, “repeated” in-
stances of infringement. He might make a “gut decision” to terminate a user af-
ter the first DMCA notice (that is, a user who is not a repeat infringer) if there
are multiple infringing pictures or videos identified in the notice, though that
is not his usual practice. Motherless has received over 3,000 DMCA takedown
notices. Lange does not keep a written list of subscribers whose submissions
generated DMCA notices, but he saves each of the takedown notices and can
track the number of times each user’s content has been deleted in response, as
well as the date of and reason (e.g., copyright infringement, child pornography)
for each deletion. In deciding to terminate a user, he considers the account’s
history, as well as his memory and judgment. He is especially careful to look
for and screen out material from one producer who threatened to sue him for
infringement.

Before removing a user, Lange considers multiple factors, as detailed above,
including the number of complaints arising from the user’s uploads, the amount
of infringing content in the complaint he received, and whether he thinks the
user had maliciously or intentionally uploaded infringing content. Lange testi-
fied at one point that Motherless had an automated system for removing repeat
infringers, but he subsequently admitted that Motherless did not have such a
system and may have confused it with Motherless’s automatic removal of
content when two or more people report it for violating the Terms of Use within
a 24-hour period. Lange uses his judgment, not a mechanical test, to terminate
infringers based on the volume, history, severity, and intentions behind a
user’s infringing content uploads. Ventura does not dispute this.

Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 616-17 (9th Cir.
2018) (footnote omitted).
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addition to the word ‘reasonable.’ ”*' In the context of a sole
proprietorship, the majority considered this approach
reasonable. Judge Kleinfeld emphasized that “[d]oubt that
Motherless really does have a ‘policy’ of terminating repeat
infringers that is ‘reasonably implemented’ is unavoidable in
light of unsystematic and casual implementation. But doubt
is not evidence.”®” Because the service provider met its
burden of presenting evidence of reasonable implementation
based on “[t]he absence of any significant number of repeat
infringers who escaped termination . . .,” and the copyright
owner did not controvert it, the court affirmed summary
judgment for the service provider.?

Unlike the majority, the dissenting judge in Motherless,
Judge Rawlinson, would have reversed the entry of sum-
mary judgment for the service provider on the issue of rea-
sonable implementation because there was no written policy
to instruct an independent contractor, who worked for the
sole owner, regarding repeat infringers, and the owner failed
to articulate a consistent approach to terminations. The dis-
sent asked rhetorically, “[w]ho can say with a straight fact
that a “gut decisionmaking process” constitutes a policy? I
certainly can’t.”* Judge Rawlinson also took issue with the
“less than stellar, unautomated recordkeeping system used
by Motherless.”” The dissent further considered it material
that one of the largest repeat infringers was not terminated
until after a fourth notice had been received.?®

*Wentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 618-19 (9th
Cir. 2018).

2Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 619 (9th Cir.
2018).

BVentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 618-19 (9th
Cir. 2018). Justice Rawlinson, in dissent, had noted that files could be
uploaded anonymously, which made it impossible to determine with preci-
sion who was or was not a repeat infringer, but the majority noted that
85% of uploads came from members who were identified and, more
importantly, none of the 33 clips at issue had been uploaded by anony-
mous users. See id.

AVentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 621 (9th Cir.
2018) (Rawlinson, J. dissenting).

BVentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 621 (9th Cir.
2018) (Rawlinson, J. dissenting).

BVentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 622 (9th Cir.
2018) (Rawlinson, J. dissenting).
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In Perfect 10, Inc. v. CCBill, LLC,* the Ninth Circuit, sum-
marizing earlier district court case law, held that a service
provider reasonably implements a repeat infringer policy if
it “has a working notification system, a procedure for dealing
with DMCA-compliant notifications, and if it does not
actively prevent copyright owners from collecting informa-
tion needed to issue such notifications,”® and if it terminates
users when “appropriate.”® A limitation of the Perfect 10
test—like any test based on a summary of earlier court hold-
ings—is that it potentially may be both over-inclusive or
under-inclusive in its reach. The fact patterns that by hap-
penstance were litigated first may not accurately represent
the universe of circumstances that are either reasonable or
unreasonable. Nevertheless, once a test has been announced
by a circuit court, there is a temptation for courts in later
cases to apply it mechanically, rather than focusing specifi-
cally on the language of the statute.

What constitutes reasonable implementation may not be
the same in every case, given the statutory requirement that
repeat infringers be terminated “in appropriate
circumstances.” What is appropriate in one instance may or
may not be in another. What is clear, however, is that rea-
sonable implementation does not mean 100% accuracy. Nor
does it mean that a service provider should be subjected to a
strict liability standard or to that of an insurer.

In CCBIill, the Ninth Circuit separately analyzed “imple-
mentation” and “reasonable implementation,” focusing on
the importance of adequate record keeping.*® It found that
the defendants met the statutory requirement for implement-
ing their repeat infringement policy by maintaining a system
for keeping track of potential repeat infringers, such as a log
identifying infringers. The court rejected Perfect 10’s argu-
ment that there was a triable issue of fact based on the
defendants’ failure to adequately keep track of infringers (as

# Porfect 10, Inc. v. CCBill LLC, 488 F.3d 1102 (9th Cir.), cert. denied,
522 U.S. 1062 (2007).

BPorfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1109 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007).

BPperfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1111 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007).

%As noted in earlier editions of this chapter, “service providers should
document and maintain records of all attempts to reasonably implement
their policies so that they are not denied the benefits of the Act’s liability
limitations.”
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evidenced by missing or blank data in its logs) because only
“a substantial failure to record webmasters associated with
allegedly infringing websites may raise a genuine issue of
material fact as to the implementation of the service
provider’s repeat infringement policy.”®' While its records
were incomplete (missing the names of some of the Webmas-
ters), CCBIll had “recorded most webmasters” and its DMCA
log “indicate[d] that the email address and/or name of the
webmaster [wals routinely recorded.”®

With respect to the reasonableness of implementation, ac-
cording to the Ninth Circuit, a “policy is unreasonable only if
the service provider failed to respond when it had knowledge
of the infringement.”® The court explained that “[t]o identify
and terminate repeat infringers, a service provider need not
affirmatively police its users for evidence of repeat
infringement.”® Indeed, in so holding, the Ninth Circuit
expressly rejected Perfect 10’s argument that CCBill had
implemented its repeat infringer policy in an unreasonable
manner because infringing material remained on the site
even after non-complying DMCA notices had been submitted
identifying the works.*

The Ninth Circuit went further, however, in conflating the
specific requirements for complying with the user storage li-
ability limitation of section 512(c) with the requirement
under section 512(i) that a service provider reasonably imple-
ment its repeat infringer policy. To evaluate reasonable
implementation of a repeat infringer policy, the panel ruled
that it was necessary to also assess whether a service
provider in fact had taken down material in response to
substantially complying DMCA notifications both from the
plaintiff and unrelated third parties and whether the service
provider responded to “red flags” (involving any material—
not merely the plaintiffs’). In theory, a service provider that

1 Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1110 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007) (emphasis added).

2Porfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1110-11 (9th Cir.),
cert. denied, 522 U.S. 1062 (2007).

BPerfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1113 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007) (emphasis added).

$Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1111 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007).

BPerfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1111 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007).
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fails to adequately respond to all DMCA notifications and all
red flags would not have adequate records of which of its us-
ers were repeat infringers. In practice, this approach puts at
issue in discovery a service provider’s entire record of compli-
ance every time it is sued for infringement, at least where
the user storage liability limitation is at issue.

In CCBill, the Ninth Circuit found Perfect 10’s own
notifications deficient®® and therefore did not consider them
in evaluating reasonable implementation of the defendants’
repeat infringer policy. “Since Perfect 10 did not provide ef-
fective notice, knowledge of infringement may not be
imputed to CCBill or CWIE based on Perfect 10’s
communications.”

With respect to non-party notices, the court ruled that the
service providers’ “actions toward copyright holders who are
not a party to the litigation are relevant in determining
whether CCBill and CWIE reasonably implemented their
repeat infringer policy.” The panel explained that section
512(1)(1)(A) “requires an assessment of the service provider’s
‘policy,” not how the service provider treated a particular
copyright holder.” Although the Ninth Circuit held that a
“policy is unreasonable only if the service provider failed to
respond when it had knowledge of the infringement” it none-
theless remanded the case for further consideration because
the district court had deemed third-party notices to be irrel-
evant and therefore declined to consider evidence of notices
provided by any party other than Perfect 10.%

The court likewise concluded that the service providers’
response to “red flag” material was relevant to an evaluation
of its repeat infringer policy. The court explained that “[i]n
importing the knowledge standards of § 512(c) to the analy-
sis of whether a service provider reasonably implemented its
§ 512(i) repeat infringer policy, Congress also imported the

%6See infra § 4.12[9].

¥ Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1113 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007).

%Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1113 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007). In Rosen v. eBay, Inc., No. CV-13-6801 MWF
(Ex), 2015 WL 1600081, at *8 (C.D. Cal. Jan. 16, 2015), District Court
Judge Michael Fitzgerald ruled that where a service provider presents ev-
idence to establish that its policy is reasonably implemented, a court need
only consider the service provider’s response to third party notices if that
evidence is presented to the court by the copyright owner in admissible
form.
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‘red flag’ test of § 512(c)(1)(A)(i1)” and therefore may lose the
benefit of the safe harbor if it fails to take action with regard
to infringing material when it is aware of facts or circum-
stances from which infringing activity is apparent.”®

In Io Group, Inc. v. Veoh Networks, Inc.,”® a district court
in the Ninth Circuit applying CCBill to a UGC video site
held that the defendant, Veoh, had reasonably implemented
its repeat infringer policy where it had a working notifica-
tion system, often responded to DMCA notices the same day
they were received (or at most within a few days), upon
receipt of a second DMCA notice it terminated the account of
the affected user and disabled all content posted by that
user (not just the material at issue in the DMCA notice) and
blocked the user’s email address so that a new account could
not be established using the same address and Veoh gener-
ated a hash file or digital fingerprint for each video and
thereby prevented additional identical files from ever being
uploaded to the site.*

In so ruling, Judge Howard R. Lloyd, following Corbis
Corp. v. Amazon.com* (which is discussed below), rejected
the argument that Veoh’s policy was faulty because it did
not prevent repeat infringers from reappearing on Veoh’s
site under a pseudonym, using a different email address. He
also clarified “[t]o identify and terminate repeat infringers, a
service provider need not affirmatively police its users for
evidence of repeat infringers.” The “hypothetical possibility
that a rogue user might reappear under a different user
name and identity does not raise a genuine fact issue as to
the implementation of Veoh’s policy.”* In that case, the
plaintiff in fact had presented no evidence that any repeat

®Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1113-14 (9th Cir.),
cert. denied, 522 U.S. 1062 (2007). The court concluded that the defendants
in CCBill had not ignored red flag material. Knowledge and red flag
awareness are separately addressed in section 4.12[6][C].

) Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132 (N.D.
Cal. 2008).

“Weoh had asserted that it had terminated 1,096 users as repeat
infringers since the time its site launched, which was not challenged by
the plaintiff.

2Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090 (W.D. Wash.
2004).

B0 Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1144
(N.D. Cal. 2008) (italics in original).

“o Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1144
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infringers in fact had gotten back on to the service.

The court in Io Group, Inc. v. Veoh Networks, Inc., also
expressly rejected the notion that Veoh should have sought
to block IP addresses associated with repeat infringers. Al-
though the court noted that in an unreported decision in
A&M Records, Inc. v. Napster, Inc.,” Chief Judge Marilyn
Patel of the Northern District of California had found that
Napster had not reasonably implemented its repeat infringer
policy because it did not block the IP addresses associated
with infringers, Judge Lloyd wrote that Napster was readily
distinguishable. He explained that in Napster, there was ev-
idence that the defendant was not only capable of blocking
IP addresses but in fact had done so for certain users. Judge
Lloyd noted that while it was undisputed that IP addresses
identified particular computers there was no evidence that
Veoh could identify particular users. “More to the point,” he
wrote, “section 512(i) does not require service providers to
track users in a particular way to or affirmatively police us-
ers for evidence of repeat infringement.”*

The reasonableness of Veoh’s implementation of its repeat
infringer policy was also considered in UMG Recordings, Inc.
v. Veoh Networks, Inc.,”” in which Judge Matz rejected
UMG’s argument that Veoh had failed to reasonably imple-
ment its policy because Veoh did not automatically terminate
users whose videos were blocked from being uploaded to its
UGC site by Audible Magic filters.*® The district court,
however, concluded that Audible Magic filters do “not meet
the standard of reliability and verifiability required by the

(N.D. Cal. 2008).

®BA&M Records, Inc. v. Napster, Inc., No. C 99-05183 MHP, 2000 WL
573136 (N.D. Cal. May 12, 2000).

) Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1145
(N.D. Cal. 2008), citing Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102,
1109-10 (9th Cir.), cert. denied, 522 U.S. 1062 (2007); see also Capitol
Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 516 (S.D.N.Y. 2013) (fol-
lowing Io Group on this same point in rejecting the argument that a ser-
vice provider did not reasonably implement its repeat infringer policy
because it did not block IP addresses), aff’d in part on other grounds, 826
F.3d 78 (2d Cir. 2016).

umMa Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d 1099
(C.D. Cal. 2009), aff’d on other grounds sub nom. UMG Recordings, Inc. v.
Shelter Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

*®Audible Magic video filters—and filtering technologies in general—
are discussed in section 17.05.
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Ninth Circuit to justify terminating a user’s account.” Judge
Matz wrote that identification by the Audible Magic filter
lacks the reliability of a sworn declaration. The court noted
that there was no way for Veoh to verify the information
provided or evaluate Audible Magic’s process for compiling
the database. Indeed, Veoh had asked Audible Magic for the
contact information of claimants for works identified by its
filter so that Veoh could implement a counter notification
procedure but Audible Magic turned down that request.

Judge Matz also rejected the argument that Veoh had not
reasonably implemented its policy because it did not neces-
sarily terminate users who had uploaded multiple infringing
works that were identified in a single DMCA notification.
Veoh sent users a warning notice when it received a notifica-
tion (or terminated users who had received two prior notifica-
tions) without regard to the number of allegedly infringing
videos identified in a given notice. Judge Matz concluded
that this approach was reasonable, noting that even a DMCA
notice is “not the sine qua non of copyright liability . . . A
copyright owner may have a good faith belief that her work
is being infringed, but may still be wrong.”®

Finally, the court approved Veoh’s policy of terminating
repeat infringers who had been the subject of two prior
notifications given that the term “repeat infringer” is not
defined in the statute and the legislative history suggests an
intent to leave the policy requirements and subsequent
obligations of service providers loosely defined.*

Reasonable implementation of a repeat infringer policy
was also considered in Corbis Corp. v. Amazon.com, Inc.,** a
district court opinion that pre-dated CCBill which was cited

®UMG Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d 1099,
1116 (C.D. Cal. 2009), aff’d on other grounds sub nom. UMG Recordings,
Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

®UMG Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d 1099,
1117 (C.D. Cal. 2009) (quoting Corbis Corp. v. Amazon.com, Inc., 351 F.
Supp. 2d 1090, 1105 (W.D. Wash. 2004)), aff’d on other grounds sub nom.
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th
Cir. 2013).

Suma Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d 1099,
1118 (C.D. Cal. 2009) (quoting Corbis Corp. v. Amazon.com, Inc., 351 F.
Supp. 2d 1090, 1100-01 (W.D. Wash. 2004)), aff’d on other grounds sub
nom. UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006 (9th Cir. 2013).

2Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090 (W.D. Wash.
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approvingly by the Ninth Circuit in that case. In Corbis
Corp. v. Amazon.com, Judge Robert Lasnik of the Western
District of Washington ruled that Amazon.com was shielded
from liability for damages for its zShops platform (which al-
lowed individuals and retail vendors to showcase their own
products and sell them directly to online consumers),® reject-
ing plaintiffs’ argument that Amazon.com’s policies were too
vague to satisfy the requirements of the statute.

Corbis had argued that Amazon.com’s user policies did not
include the term “repeat infringer” or describe the methodol-
ogy employed in determining which users would be termi-
nated as repeat infringers. The court ruled, however, that
the open-ended language used in section 512(i)—such as the
absence of a definition of “repeat infringer”—when contrasted
with the very specific requirements set forth elsewhere in
section 512 (such as those in section 512(c) relating to
notifications and takedown requirements to comply with the
user storage liability limitation) underscores that a user
policy need not be as specific as Corbis had argued. “Given
the complexities inherent in identifying and defining online
copyright infringement, section 512(i) does not require a ser-
vice provider to decide, ex ante, the specific types of conduct
that will merit restricting access to its services.” The fact
that Amazon.com did not use the term “repeat infringer” or

2004).

®Vendors sold their products on zShops by creating Web pages,
known as “listings,” and paying Amazon.com $39.99 plus a percentage of
all sales (ranging between 2.5% and 5%). If vendors chose to offer buyers
the option to pay by credit card, Amazon.com required vendors to use its
services for processing credit card transactions. If a product was paid for
by another means, Amazon.com had no involvement in the transaction.
Vendors entered into a Participation Agreement with Amazon.com, which
prohibited the sale of infringing items and bound users to various policies
including Community Rules, which further prohibited the sale of infring-
ing items. Amazon.com further reserved the right, but did not undertake
the obligation, to monitor any activity and content associated with the
site. Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1094-95
(W.D. Wash. 2004). When Amazon.com received information that a vendor
could be infringing another’s copyrights, its practice had been to cancel
the allegedly infringing listing and notify the vendor by email of the
cancellation, providing a contact email address for the complaining party
and reminding the vendor that “repeat violations of our Community Rules
could result in permanent suspension from our Auction, zShops, and Ama-
zon Marketplace sites.” Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d
1090, 1095 (W.D. Wash. 2004).

*Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1101 (W.D.
Wash. 2004).
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track the exact language of the statute was immaterial
because its policies adequately conveyed the message to us-
ers that there was a realistic threat that those who repeat-
edly or flagrantly abused their access through disrespect for
the intellectual property rights of others would lose their
access.

Judge Lasnik also rejected Corbis’s argument that
Amazon.com had not adequately communicated its termina-
tion policy to users because, in addition to the policies set
forth in its Participation Agreement and Community Rules,
it had an internal policy that had not been communicated to
users, which set forth the criteria for determining when to
terminate a user’s access to the site. He wrote that “section
512(i) . . . is not so exacting. Amazon need only inform us-
ers that, in appropriate circumstances, it may terminate the
user’s accounts for repeated copyright infringement.”® The
court held unequivocally that “[t]he statute does not suggest
what criteria should be considered by a service provider,
much less require the service provider to reveal its decision-
making criteria to the user.”®

Corbis further had challenged Amazon.com’s reasonable
implementation of its policy, arguing, among other things,
that Amazon.com’s policy had not been able to prevent
certain vendors from reappearing on the zShops platform
under pseudonyms after being terminated as repeat infring-
ers, even though Amazon.com’s policies prohibited vendors
from opening new accounts after an account had been
terminated. In rejecting this argument, with respect to a
repeat infringer named Posternow, the court wrote that:

Although this type of behavior is understandably vexing for a
copyright holder like Corbis, it is not clear how Posternow’s ef-
forts to sidestep Amazon’s policies amount to a failure of
implementation. Corbis has not alleged that Amazon intention-
ally allowed Posternow to open a zShops account or suggested
that a more effective means of denying Posternow’s access
could have been implemented by Amazon.

Judge Lasnik held that “[a]n infringement policy need not

%Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1102 (W.D.
Wash. 2004).

%Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1102 (W.D.
Wash. 2004).

¥ Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1103 (W.D.
Wash. 2004).
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be perfect; it need only be reasonably implemented.”®

Corbis further argued that Amazon.com tolerated flagrant
or blatant copyright infringement, based on its conduct with
respect to two users. The court noted that because a service
provider such as Amazon.com “does not have an affirmative
duty to police its users, failure to properly implement an in-
fringement policy requires a showing of instances where a
service provider fails to terminate a user even though it has
sufficient evidence to create actual knowledge of that user’s
blatant repeat infringement of a willful and commercial
nature.”® Corbis presented evidence that Amazon.com
received three emails about one of the problem vendors and
seven emails about the other, but the court ruled that these
examples did not constitute evidence that Amazon.com had
knowledge of blatant, repeat infringement, such that it
would have been required to terminate access to the vendor’s
zShops locations. In the words of the court, “[a]lthough the
notices have brought the listings to Amazon’s attention, they
did not, in themselves, provide evidence of blatant copyright
infringement.”® Indeed, Judge Lasnik wrote that “even if
Amazon acted unreasonably when it failed to terminate
Posternow, that unreasonable act is not the equivalent of
having actual knowledge that Posternow was engaged in
blatant repeat infringement. Actual knowledge of repeat in-
fringement cannot be imputed merely from the receipt of no-
tices of infringement.”' Stated differently, “[wlithout some
evidence from the site raising a red flag, Amazon would not
know enough about the photography, the copyright owner,
or the user to make a determination that the vendor was
engaging in blatant copyright infringement.”®

Summarizing Corbis, the court in Rosen v. eBay, Inc.®
explained that section 512(i) “does not require that a service

8Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1103 (W.D.
Wash. 2004)

Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1104 (W.D.
Wash. 2004).

0 Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1105 (W.D.
Wash. 2004).

1 Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1105 (W.D.
Wash. 2004).

%2Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1106 (W.D.
Wash. 2004).

®Rosen v. eBay, Inc., No. CV-13-6801 MWF (Ex), 2015 WL 1600081,
at *8-9 (C.D. Cal. Jan. 16, 2015) (granting summary judgment for eBay on
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provider reveal its decision-making criteria to its users . . .
,” that “implementation of the policy ‘need only put users on
notice that they face exclusion from the service if they
repeatedly violate copyright laws’” and that “the implemen-
tation of a policy need not be perfect to render it sufficient to
qualify a service provider for protection under § 512(c).”®

In Capitol Records, LLC v. Vimeo, LLC,*® Judge Ronnie
Abrams of the Southern District of New York declined to
find that a video hosting site failed to reasonably implement
its repeat infringer policy in the early years of its existence
because its policy, and implementation, improved over time
as the site grew and the size of its in-house staff expanded.
Vimeo, a video sharing platform intended for original videos,
began operations in 2004, at which time it required users to
agree to its Terms of Service, which contained language stat-
ing that users would not use the website to infringe any
copyright or other proprietary rights and warned users that
it reserved the right to remove videos and terminate user ac-
counts for violation of its Terms. As early as 2007, Vimeo
actually disabled user accounts upon discovery of infringing
activity. Since at least May 5, 2008, the Terms also warned
expressly that Vimeo would “terminate rights of subscribers
and account holders in appropriate circumstances if they are
determined to be repeat infringers.” From around the time of
its inception through mid-2008, Vimeo received approxi-
mately five or fewer takedown notices per month. At some
point in time (the exact date was unclear), Vimeo adopted a
“three strikes” policy, pursuant to which it would terminate
a user’s account if the user became the subject of three sepa-
rate, valid takedown notices and it would add the terminated
user’s email address to a list of banned addresses that would
be blocked from opening new accounts. Any video removed
pursuant to a takedown notice was placed on a “blocked
video” list, which prevented other Vimeo users from re-
uploading the same video. In addition to removing material
identified in a notice, when a notice was received Vimeo also
reviewed the other videos in the same account of the user
who uploaded the allegedly infringing item to look for other

its entitlement to the DMCA safe harbor).

% Rosen v. eBay, Inc., No. CV-13-6801 MWF (Ex), 2015 WL 1600081,
at *8 (C.D. Cal. Jan. 16, 2015), quoting Corbis Corp. v. Amazon.com, Inc.,
351 F. Supp. 2d 1090, 1102 (W.D. Wash. 2004).

8 Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500 (S.D.N.Y.
2013), affd in part on other grounds, 826 F.3d 78 (2d Cir. 2016).
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potential Terms of Use violations. Pursuant to its policy, no-
tices received within three days of one another were treated
as a single instance of infringement. In October 2008, Vimeo
also began using a “Purgatory Tool,” which facilitated the
tracking of repeat infringers by collecting and maintaining
all videos and accounts removed from the website, including
those removed due to DMCA notices. A video placed in
“Purgatory” was no longer accessible to anyone other than
Vimeo employees with “Moderator status.” When a user’s ac-
count was placed in purgatory, all videos uploaded by that
same user are automatically placed in Purgatory.

The court found that Vimeo reasonably implemented its
repeat infringer policy, rejecting the argument that its later
practices evidenced that earlier on Vimeo had not reason-
ably implemented its policy. Judge Abrams explained that:

In its nascent years, Vimeo employees identified repeat
infringers by reviewing e-mail records or recalling the names
of users previously implicated in a takedown notice . . . .
[Ulser accounts violating the Terms of Service “were often
terminated upon the receipt of the first DMCA takedown no-
tice,” . . . and as early as June 2007, Vimeo disabled user ac-
counts upon discovery of infringing conduct . . . . This evi-
dence establishes that Vimeo reasonably implemented its
policy from the beginning.

The Court’s finding of reasonableness is also informed by the
evidence of Vimeo’s business circumstances as they evolved
during the relevant period. That is, the policies Vimeo
implemented in the first several years of its operation, as
described above, were reasonable ones in light of the fact that
Vimeo was, at the time, a small service provider, the twenty
full-time employees of which were tasked with processing only
a trickle (zero to five) of takedown requests per month. The ev-
idence reflects that as the flow of those requests increased,
Vimeo’s policy became more robust—first in the form of a
“three strikes” rule and a blocked video list, implemented at
some point after Vimeo’s inception, and eventually in the form
of the “Purgatory” tool, implemented later in October 2008.
That Vimeo’s enforcement mechanisms advanced in step with
the realities of its growing business further supports the
reasonableness of its implementation system.®®

Summarizing earlier case law, the court in Vimeo ex-
plained that a substantial failure to record infringers may
raise a genuine question of material fact on the issue of rea-

6See Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500,
514-15 (S.D.N.Y. 2013), aff’d in part on other grounds, 826 F.3d 78 (2d Cir.
2016).
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sonable implementation. In addition, implementation will be
found unreasonable where notices of potential copyright in-
fringement fall into a vacuum and go unheeded, where a site
teaches users how to encrypt copyrighted works to avoid
detection or where a site in fact fails to terminate users who
repeatedly or blatantly infringe third-party copyrights,®
among other things.

Potential defects in Vimeo’s implementation of its repeat
infringer policy were dismissed by Judge Abrams as either
legally irrelevant under the DMCA or not rising to the level
of a substantial failure. With respect to legal arguments, the
court rejected plaintiff’s contention that Vimeo failed to rea-
sonably implement its repeat infringer policy because it only
blocked the email addresses of repeat infringers, not their IP
addresses.®® The court also rejected the argument that
Vimeo’s implementation was inadequate because it treated
all notices received within a three-day period as a single
instance of infringement.®

Plaintiffs further challenged Vimeo’s reasonable implemen-
tation based on the deposition testimony of a Vimeo “Com-
munity Director” who expressed ignorance about Vimeo’s list
of banned users or “blocked video list” and who did not know
who was responsible for identifying repeat infringers. The
court characterized the testimony as reflecting a “troubling
ignorance of Vimeo’s tools for terminating infringing activ-
ity” but considered it to amount to no more than “isolated
comments” rather than a “substantial failure” by Vimeo to
reasonably implement its repeat infringer policy.”® Like
Judge Lasnik in Amazon.com, Judge Abrams emphasized

57See Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 514
(S.D.N.Y. 2013), affd in part on other grounds, 826 F.3d 78 (2d Cir. 2016).

88Gee Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 516
(S.D.N.Y. 2013) (following Io Group, Inc. v. Veoh Networks, Inc., 586 F.
Supp. 2d 1132, 1143—-45 (N.D. Cal. 2008)), affd in part on other grounds,
826 F.3d 78 (2d Cir. 2016).

%See Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 516
(S.D.N.Y. 2013), affd in part on other grounds, 826 F.3d 78 (2d Cir. 2016).

See Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 515
(S.D.N.Y. 2013) (“even assuming one could infer from Verdugo’s apparent
ignorance of aspects of Vimeo’s tools for terminating infringement that
Vimeo’s overall implementation of its policy was affected in some way,
such isolated comments, while certainly unfortunate, do not reflect the
sort of “substantial failure,” see CCBill, 488 F.3d at 1110, that courts have
held gives rise to a genuine dispute as to the reasonableness of a repeat
infringer policy.”), aff’d in part on other grounds, 826 F.3d 78 (2d Cir.
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that “[ilmplementation . . . need not be perfect. Rather, by
the terms of the statute, it need only be ‘reasonable.” "

Reasonable implementation likewise was found by the
district court in Hempton v. Pond5, Inc.,”* despite the fact
that a user who was terminated as a repeat infringer signed
up again under a different user name, using the same IP ad-
dress and PayPal account as the previously-terminated user,
because there was no evidence that the service provider in
fact was aware of these details and the DMCA does not
require a service provider to affirmatively investigate.

Reasonable implementation also has been found in other
cases.”

By contrast, in Capitol Records, LLC v. Escape Media
Group, Inc.,”* Southern District of New York Judge Allison
Nathan, affirming the report and recommendation of Magis-
trate Judge Sarah Netburn, entered summary judgment in
favor of Capitol Records and against Escape Media over the
latter’s operation of the Grooveshark music service for both
federal and common law copyright infringement based on
the finding that Escape Media did not reasonably implement
a repeat infringer policy and therefore did not meet the

2016).

"See Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 515
(S.D.N.Y. 2013), affd in part on other grounds, 826 F.3d 78 (2d Cir. 2016).

72Hempzton v. Pond5, Inc., Case No. 3:15-cv-05696-BJR, 2016 WL
6217113, at *7-8 (W.D. Wash. Oct. 25, 2016).

8See, e.g., Kinsley v. Udemy, Inc., Case No. 19-cv-04334-JSC, 2021
WL 1222489, at *2 (N.D. Cal. Mar. 31, 2021) (granting summary judgment
for Udemy on its DMCA defense; “Udemy satisfies this requirement. Its
‘Instructor Copyright Ban Policy’ bans instructor accounts where an
instructor ‘represents a high risk of additional infringements,” and
presumes a ‘high risk of additional infringement . . . when there has ei-
ther been a material violation [of the policyl, cases of impersonation, and
repeated non-material violations.”. . . The policy lays out Udemy’s conse-
quences for copyright infringement and its investigative processes regard-
ing possible infringements and has been in place since 2015. . . . Udemy’s
‘Intellectual Property Policy’ also informs its users that any instructor
deemed to be a ‘repeat infringer’ shall have their courses removed. . . .
These documents clearly “inform subscribers of [Udemy’s] policy of
terminating repeat infringers in appropriate circumstances.” Ventura
Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 615-16 (9th Cir. 2018)
(internal quotation marks omitted). Furthermore, Udemy terminated the
accounts of the instructors who posted the content infringing on Mr.
Kinsley’s copyrights.”).

74Capitol Records, LLC v. Escape Media Group, Inc., No. 12-CV-6646
(AJN), 2015 WL 1402049, at *6-13, 44-58 (S.D.N.Y. Mar. 25, 2015).
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requirements for the DMCA safe harbor. In Escape Media,
the defendant claimed to have a one strike policy, to justify
its failure to retain any records of terminating repeat
infringers. Escape Media argued that there could be no
repeat infringers given its policy. In fact, however, 1,609 us-
ers received DMCA takedown notices for an upload that oc-
curred after the user had already received a prior DMCA
takedown notice. Moreover, 21,044 Grooveshark users who
had received multiple DMCA takedown notices accounted for
7,098,634 uploads, or nearly 35% of all uploads on the site.
Further, Escape Media had adopted a “DMCA Lite” proce-
dure pursuant to which it did not treat defective notices as
justifying a strike pursuant to its one strike policy. The evi-
dence showed, however, that since February 2013 94.2% of
takedowns were pursuant to this procedure. Judge Nathan
questioned whether all of those notices could be so defective
that Escape Media was still able to identify and remove the
material at issue. The more reasonable inference is that this
procedure allowed Escape Media to avoid having to terminate
repeat infringers.

In Datatech Enterprises LLC v. FF Magnat Ltd.,” Judge
Charles Breyer of the Northern District of California ruled,
in connection with declining to dissolve a preliminary injunc-
tion, that the defendant was unlikely to prevail on its DMCA
defense based on evidence that it had ignored copyright hold-
ers’ requests to remove specifically identified repeat infring-
ers, including one individual who uploaded 1,600 separate
copies of an infringing work.

In Perfect 10, Inc. v. Giganews, Inc.,”® the court denied
summary judgment to the defendant on its entitlement to
the DMCA defense because the fact that Giganews had
terminated only 46 people as repeat infringers since 2008,
despite having removed more than 531 million infringing
messages just in the preceding year, created at least a pos-
sible inference that it had not reasonably implemented its
repeat infringer policy (although the court made clear that
this inference was not necessarily compelled by the

"Datatech Enterprises LLC v. FF Magnat Ltd., No. C 12-04500 CRB,
2013 WL 1007360, at *5-6 (N.D. Cal. Mar. 13, 2013).

76Perfect 10, Inc. v. Giganews, Inc., 993 F. Supp. 2d 1192 (C.D. Cal.
2014).
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evidence).”

In Disney Enterprises, Inc. v. Hotfile Corp.,”® Judge
Kathleen M. Williams of the Southern District of Florida
held that Hotfile, a heavily trafficked offshore file storage
site, was not entitled to the DMCA user storage safe harbor
where it failed to reasonably implement its repeat infringer
policy—and indeed, largely ignored it except in cases where
Hotfile was directly threatened with litigation—at least prior
to being sued by Disney and the other motion picture studio
plaintiffs. In granting the plaintiffs’ motion for partial sum-
mary judgment on the issue of Hotfile’s entitlement to the
DMCA affirmative defense, the court ruled that the number
of notices of infringement sent to Hotfile “indicated to Hotfile
that a substantial number of blatant repeat infringers made
the system a conduit for infringing activity. Yet Hotfile did
not act on receipt of DMCA notices and failed to devise any
actual policy of dealing with those offenders, even if it
publicly asserted otherwise.” Hotfile’s designated Rule
30(b)(6) corporate representative testified that Hotfile in fact
did not keep track of who was or was not a repeat infringer,
even though it would have been easy to do so. Despite receiv-
ing over eight million notices for five million users, Hotfile
only terminated 43 users before being sued by Disney and
the other studio plaintiffs—and of those, 33 were terminated
in response to a TRO issued in another lawsuit and the oth-
ers were terminated in response to express threats to take
legal action. Most glaringly, the court wrote, there were 61
users who had accumulated more than 300 notices each.
Indeed, by the time the lawsuit had been filed, 24,790 Hotfile
users had accumulated more than three notices, “half of
those had more than ten notices; half again had 25 notices;
1,217 had 100 notices; and 61 had more than 300 notices.”
One single user, who had been suspended but then allowed
back on after he contacted Hotfile, had uploaded nearly
30,000 files to Hotfile and accumulated 9,254 takedown
notices.

77Perfect 10, Inc. v. Giganews, Inc., 993 F. Supp. 2d 1192, 1197 (C.D.
Cal. 2014). Giganews ultimately prevailed on the merits on plaintiff's
claims for direct infringement, contributory infringement, inducement, or
vicarious liability, which was affirmed on appeal. See Perfect 10, Inc. v.
Giganews, Inc., 847 F.3d 657 (9th Cir. 2017).

78Disney Enterprises, Inc. v. Hotfile Corp., Case No. 11-20427-Ciyv,
2013 WL 6336286 (S.D. Fla. Order Granting in Part and Denying in Part
Cross-Motions for Summary Judgment Sept. 20, 2013).
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The potential importance of a repeat infringer policy to
deterring infringement was illustrated by the fact that while
those who were the subject of more than three infringement
notices made up less than one percent of all Hotmail users,
they were responsible for posting 50 million files (15.6 mil-
lion of which were subsequently the subject of a takedown
notice or removed for infringement), representing 44 percent
of all files ever uploaded to Hotfile.

The court acknowledged that Hotfile had made many
improvements since being sued, but declined to rule on
Hotfile’s cross-motion for partial summary judgment on its
entitlement to the safe harbor for post-litigation conduct
based on the plaintiffs’ representation at oral argument that
they only sought damages for infringement pre-dating the
lawsuit. Judge Williams noted in dicta, however, that
Hotfile’s request had raised questions such as whether a
party can ever regain the protections of the DMCA and
whether the court could trust Hotfile not to revert to its
prior offending conduct (as well as how the court would be
able to determine an exact point at which Hotfile began
implementing a DMCA-compliant policy).

Hotfile and Escape Media illustrate the potential impor-
tance of discovery to copyright owners in seeking to overcome
a service provider’s contention that it reasonably imple-
mented its repeat infringer policy. Given the potentially
broad scope of discovery that could be permitted on the issue
of reasonable implementation based on the Ninth Circuit’s
conclusion in CCBill that treatment of “red flag” material is
relevant to reasonable implementation (at least in cases
involving the user storage safe harbor and, by extension,
presumably the information location tools safe harbor), ser-
vice providers must be careful to preserve relevant evidence
of all material removed and all communications that argu-
ably could evidence a failure to respond in response to knowl-
edge, notice or red flag awareness.

In Arista Records LLC v. Usenet.com, Inc.,” Judge Harold
Baer, Jr., of the Southern District of New York imposed an
evidentiary sanction on a service provider and other defen-
dants for bad faith spoliation of documents and other evasive

"Arista Records LLC v. Usenet.com, Inc., 633 F. Supp. 2d 124
(S.D.N.Y. 2009). Magistrate Judge Katz’s earlier recommendation may be
found at Arista Records LLC v. Usenet.com, Inc., 608 F. Supp. 2d 409
(S.D.N.Y. 2009).
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tactics that prevented the plaintiffs from conducting
discovery on the defendants’ compliance with the require-
ments of the DMCA. In precluding the defendants from rais-
ing the DMCA as a defense in plaintiffs’ suit for copyright
infringement, Judge Baer wrote that “if defendants were
aware of such red flags, or worse yet, if they encouraged or
fostered such infringement, they would be ineligible for the
DMCA’s safe harbor provisions.”® Although evidentiary
sanctions were imposed in Usenet.com for spoliation of evi-
dence that effectively prevented the service provider from
challenging plaintiffs’ contention that it had notice, knowl-
edge or red flag awareness of infringing activity, they could
just as easily have been imposed for failing to preserve evi-
dence relevant to reasonable implementation of the service
provider’s repeat infringement policy in the Ninth Circuit
under CCBill, given the Ninth Circuit’s analysis in that case
that evidence of a service provider’s response to red flag ma-
terial is relevant to assessing its reasonable implementation
of its repeat infringement policy. The issue of spoliation and
the DMCA is addressed further in section 4.12[18].

4.12[3][C] Standard Technical Measures

Service providers, as a prerequisite to being eligible to
benefit from one of the four safe harbors set forth in sections
512(a), 512(b), 512(c) and 512(d), must accommodate and not
interfere with “standard technical measures,” which are
defined in the Act as technical measures used by copyright
owners to identify or protect their works.' Service providers
whose systems interfere with certain anti-piracy technolo-
gies therefore potentially could be unable to benefit from the
liability limitations and exemption established by the DMCA.

Not all anti-piracy technologies will fall within the scope

80633 F. Supp. 2d at 142. In that case, the defendants had wiped
clean seven hard drives that belonged to employees without backing up
the data to a central server, and failed to adequately preserve email com-
munications. The defendants also sent potentially key witnesses to Europe
during the height of discovery to “engineer their unavailability,” encour-
aged witnesses to evade process, provided evasive or false sworn state-
ments and violated two court orders requiring them to present informa-
tion regarding the despoiled computer evidence, although Judge Baer
concluded that while these abuses were not sufficient on their own to
justify terminating sanctions they supported the finding that sanctions for
discovery abuse were warranted.

[Section 4.12[3]1[C]]
17 US.C.A. § 5123)(2).
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of the Act. Indeed, it is unclear whether there are any
technologies that presently constitute “standard technical
measures.” To qualify as a “standard technical measure,” the
technical measure must “have been developed pursuant to a
broad consensus of copyright owners and service providers
in an open, fair, voluntary, multi-industry standards
process.” In addition, the technical measure must be avail-
able to any person on reasonable and nondiscriminatory
terms and must not impose substantial costs on service
providers or substantially burden their systems or networks.®

In discussing analogous “industry standard communica-
tions protocols and technologies” in the context of the
systems caching limitation, the House Report accompanying
the final bill states that Congress expected “that the Internet
industry standards setting organizations, such as the
Internet Engineering Task Force and the World Wide Web
Consortium, will act promptly and without delay to establish
these protocols.” However, this never happened.* As noted by
one court, “[t]here is no indication that the ‘strong urging’ of
both the House and Senate committees reporting on this bill
has led to ‘all of the affected parties expeditiously [commenc-
ing] voluntary, interindustry discussions to agree upon and
implement the best technological solutions available to
achieve these goals.”

Although “standard technical measures,” by definition,
must be accepted by a broad consensus of copyright owners
and service providers—and not merely Internet standard
setting bodies—paradoxically service providers are not given
any apparent incentive under the Act to cooperate with
content owners to achieve such a consensus.

In Perfect 10, Inc. v. CCBill, LLC,® the Ninth Circuit found
that the issue of a defendant’s compliance with standard
technical measures constituted a disputed fact precluding

217 U.S.C.A. § 512(0)(2)(A).
317 U.S.C.A. §§ 512(1)(2)(B), 512(i)(2)(C).

*The Secure Digital Music Initiative (SDMI) represented an effort to
develop a standard technical measure, but it was unsuccessful in achiev-
ing a broad consensus of copyright owners and service providers.

®Perfect 10, Inc. v. Cybernet Ventures, Inc., 213 F. Supp. 2d 1146,
1174 (C.D. Cal. 2002), quoting H.R. Rep. 105-551(II), at 61; S. Rep. at 52
(1998).

6Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102 (9th Cir.), cert. denied,
522 U.S. 1062 (2007).
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summary judgment on the question of entitlement to the
DMCA user storage safe harbor. In that case, the plaintiff
had argued that one of the defendants interfered with “stan-
dard technical measures” by blocking plaintiff’s access to its
affiliated websites to prevent it from discovering whether
those sites infringed plaintiff’s copyrights. The defendant
had argued that it merely blocked access because the
plaintiff signed up for subscriptions that it then canceled,
causing the defendant to incur credit card charge-back and
other fees.

The Ninth Circuit panel directed the district court to
determine whether accessing websites is a standard techni-
cal measure and if so whether CCBill interfered with that
access. The court wrote that “[i]f CCBIll is correct, Perfect
10’s method of identifying infringement—forcing CCBill to
pay the fines and fees associated with chargebacks—may
well impose a substantial cost on CCBIll. If not, CCBill may
well have interfered with Perfect 10’s efforts to police the
websites in question for possible infringement.”

While these points may be relevant to DMCA implementa-
tion in some way—and potentially go to the question of rea-
sonable implementation of a repeat infringer policy under
the Ninth Circuit test articulated in CCBill itself*—they do
not relate to “a standard technical measure” which, by defi-
nition, is a technical standard (such as a filtering or a DRM
standard) developed pursuant to a broad consensus of copy-
right owners and service providers, which did not exist in
1998. The Ninth Circuit’s analysis on this point is simply
incorrect.

In Capitol Records, LLC v. Vimeo, LLC,? plaintiffs had
argued that a service provider’s privacy settings prevented
copyright owners from collecting information needed to issue
takedown notices. The court ruled, however, that privacy
settings do not constitute interference with standard techni-
cal measures.

The Second Circuit subsequently ruled that metadata
contained on photographs does not constitute a standard

7Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1115 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007).

8Gee supra § 4.12[3][B][iv].

9Cotpitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 517
(S.D.N.Y. 2013), affd in part on other grounds, 826 F.3d 78 (2d Cir. 2016).
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technical measure, in a case where the copyright owner had
argued that a service’s practice of stripping out metadata
when user images were uploaded to the site interfered
impermissibly with standard technical measures and should
have disqualified it from DMCA safe harbor protection.'

In Ventura Content, Ltd. v. Motherless, Inc.,'" a Ninth
Circuit panel explained, in dicta, that standard technical
measures “enable copyright owners to establish some techni-
cal means so that service providers can spot and exclude
infringing material without substantial expense. One can
imagine a digital version of the old c in a circle (©) automati-

9See BWP Media USA Inc. v. Polyvore, Inc., 922 F.3d 42, 44 (2d Cir.
2019) (“BWP has not shown that Polyvore’s stripping of metadata disquali-
fies it from safe harbor protection”); see also id. at 55-57 (Walker, J. concur-
ring) (providing the rationale for the panel’s per curiam ruling). In so rul-
ing, the court disagreed with Gardner v. CafePress Inc., No. 3:13—cv—
1108-GPC-JMA, 2014 WL 794216, at *6 (S.D. Cal. Feb. 26, 2014) (finding
a factual dispute precluding summary judgment on the issue of whether
stripping metadata containing copyright information from photographs
interfered with a standard technical measure).

Judge Walker rejected the argument that because courts have
considered metadata to qualify as copyright management information
under the anti-circumvention provisions of the DMCA, 17 U.S.C.A. § 1202
(infra § 4.21), metadata should be considered a standard technical mea-
sure under 17 U.S.C.A. § 512(1)(2), because the term standard technical
measure is expressly defined in section 512. 922 F.3d at 57 (Walker, J.
concurring), quoting Stenberg v. Carhart, 530 U.S. 914, 942 (2000) (“When
a statute includes an explicit definition, we must follow that definition”).
Judge Walker explained that “there is no indication in § 512(i) that
Congress intended that items that courts find to be ‘copyright manage-
ment information’ for § 1202 purposes somehow count as ‘standard techni-
cal measures’ for § 512(i) purposes.” 922 F.3d at 57 (Walker, J. concurring),
citing Burgess v. United States, 553 U.S. 124, 130 (2008).

Judge Walker reiterated that although Polyvore had the burden of
proving its entitlement to the DCMA affirmative defense, BWP, as the
party asserting that metadata was a standard technical measure, had the
burden of proving it. See 922 F.3d at 56-57 n.9 (Walker, J. concurring). He
also emphasized an important point made in this treatise for many years:

Congress did not leave it to the courts to simply pronounce out of thin air that
a given technical measure has become a “standard” in the industry such that
interfering with it prevents an ISP from claiming the protection of the § 512(c)
safe harbors. It is plain from § 512(i) itself that such a pronouncement can only
come from “a broad consensus of copyright owners and service providers in an
open, fair, voluntary, multi-industry standards process.” 17 U.S.C.
§ 512(1)(2)(A). I see nothing to show, to date, that such a consensus or such a
process has developed.
922 F.3d at 57 (Walker, J. concurring).

"Wentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 614-15 (9th
Cir. 2018).
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cally triggering the uploading software to exclude material
so marked by the copyright owner.”"? The service provider’s
compliance with standard technical measures in fact was not
at issue in Motherless. The court observed that it was
undisputed “that Ventura did not in any way mark its mate-
rial so that infringement could be spotted and the material
excluded by some standard technical measure.”"

Other courts have fudged the issue and found that service
providers have not interfered with standard technical
measures without actually assessing whether a particular
practice in fact could constitute a “standard technical mea-
sure” based on the high standard set by Congress for
characterizing a technology as a standard technical measure.
For example, in Wolk v. Kodak Imaging Network, Inc.,"* the
court held that Photobucket’s provision of editing tools did
not interfere with standard technical measures and therefore
did not disqualify it from safe harbor eligibility. In that case,
the plaintiff had argued that Photobucket editing tools could
be used to remove watermarks. Without analyzing whether
watermarks in fact constitute standard technical measures,
the court held that the fact that watermarks appear sug-
gested that Photobucket accommodates standard technical
measures and the fact that users, not Photobucket, use edit-
ing tools to attempt to circumvent copy protection measures
already on the site did not disqualify Photobucket.'

4.12[4] Transitory Digital Network Communications

A service provider that meets the threshold prerequisites
for eligibility set forth in subsection 4.12[3] may, under
certain circumstances, limit its liability for copyright in-
fringement for “transmitting, routing, or providing connec-
tions for, material through a system or network controlled or
operated by or for . . . [it,] or by reason of the intermediate
or transient storage of that material in the course of such

"Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 615 (9th Cir.
2018).

Nentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 614-15 (9th
Cir. 2018).

“Wolk v. Kodak Imaging Network, Inc., 840 F. Supp. 2d 724 (S.D.N.Y.
2012), aff’d mem., 569 F. App’x 51 (2d Cir. 2014).

®See Wolk v. Kodak Imaging Network, Inc., 840 F. Supp. 2d 724, 745
(S.D.N.Y. 2012), aff’d mem., 569 F. App’x 51 (2d Cir. 2014).
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transmitting, routing, or providing connections.” Section
512(a) was intended (when enacted in 1998) to protect ISPs
from liability for routing, transmitting or providing connec-
tions to copyrighted material, but by its terms may also ap-
ply to certain modern day streaming services.

Although not discussed in the House Report accompanying
the final version of the bill, the safe harbor created by sec-
tion 512(a) is directed at the possibility that under MAI
Systems Corp. v. Peak Computer, Inc.? and its progeny a copy
within the meaning of the Copyright Act may be created at
multiple points over the Internet simply because of the way
information is transmitted under TCP/IP and related
Internet protocols.® In the words of the Ninth Circuit, “[t]he
Internet as we know it simply cannot exist if th[e] interven-
ing computers” through which information travels pursuant
to TCP/IP protocols could not benefit from the DMCA safe
harbor and had to “block indirectly infringing content.”

To qualify for the limitation for “transmitting, routing, or
providing connections for, material through a system or
network controlled or operated by or for the service provider,
or by reason of the intermediate or transient storage of that

[Section 4.12[4]]

17 U.S.C.A. § 512(a). “To fall within that safe harbor, . . . [a service
provider] must show that it meets the threshold requirement[s], common
to all § 512 safe harbors . . . .” BMG Rights Management (US) LLC v.

Cox Communications, Inc., 881 F.3d 294, 301 (4th Cir. 2018) (holding that
Cox, although a “conduit ISP,” failed to meet its burden of proof to show
eligibility for the safe harbor created by section 512(a) because it failed to
reasonably implement its repeat infringer policy).

2MAI Systems Corp. v. Peak Computer, Inc., 991 F.2d 511 (9th Cir.
1993), cert. dismissed, 510 U.S. 1033 (1994).

3See Religious Technology Center v. Netcom On-Line Communication
Services, Inc., 907 F. Supp. 1361 (N.D. Cal. 1995) (analyzing MAI’s impact
on Internet communications); see generally supra § 4.03. Congress was
plainly aware of the MAI case and its potential application to Internet li-
ability, as evidenced by the fact that the very next sections (sections 301
and 302) of the Digital Millennium Copyright Act following the Online
Copyright Infringement Liability Limitation Act modify the effects of MATI
for independent service organizations, which are entities that provide
post-warranty maintenance work on computers which they did not
manufacture and who otherwise could be held liable for copyright in-
fringement (like the defendant in MAI) simply by virtue of turning on a
computer, which causes a temporary copy of the licensed operating system
to be loaded into random access memory (RAM). See supra §§ 4.03, 4.04[5].

4Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1116 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007).
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material in the course of such transmitting, routing, or
providing connections™ a defendant must meet the narrower
requirements to be deemed a service provider applicable to
section 512(a)® and satisfy five conditions.

First, a transmission must have been initiated by or at the
direction of a person other than the service provider.’

Second, the “transmission, routing, provision of connec-
tions, or storage” must have been carried out by “an
automatic technical process without selection of the material

517 U.S.C.A. § 512(a).

8Service provider for purposes of the transitory digital network com-
munications safe harbor means “an entity offering the transmission, rout-
ing, or providing of connections for digital online communications, be-
tween or among points specified by a user, of material of the user’s
choosing, without modification to the content of the material as sent or
received.” 17 U.S.C.A. § 512(k)(1)(A). The term service provider is defined
more narrowly when used in connection with the liability limitation cre-
ated by section 512(a) than for the other DMCA safe harbors. Compare 17
U.S.C.A. § 512(k)(1)(A) (narrowly defining the term service provider for
purposes only of the transitory digital network communications safe
harbor created by section 512(a)) with 17 U.S.C.A. § 512(k)(1)(B) (broadly
defining the same term for purposes of the user storage, information loca-
tion tools and caching safe harbors); see generally supra § 4.12[2] (analyz-
ing the definition of service provider in different contexts under the
DMCA).

In Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020,
1041-42 (9th Cir. 2013), the Ninth Circuit held that the operator of a Bit-
Torrent tracker did not qualify as a service provider for purposes of the
transitory digital network communications safe harbor because trackers
select the “points” to which a user’s client will connect in order to download
a file using the BitTorrent protocol and a service provider for purposes of
this safe harbor must provide “connections . . . between or among points
specified by a user.” 17 U.S.C.A. § 512(k)(1)(A) (emphasis added).

The district court in A&M Records, Inc. v. Napster, Inc., No. C
99-05183 MHP, 2000 WL 573136, at *3 n.5 (N.D. Cal. May 12, 2000)
expressed skepticism in dicta that Napster, which provided a peer-to-peer
software application that relied on an index located on a central server,
qualified for the narrower definition of service provider set forth in section
512(k)(1)(B), but since the plaintiffs had not challenged Napster’s eligibil-
ity on this basis the court proceeded to deny Napster’s motion for sum-
mary adjudication on the issue of its entitlement to the DMCA defense on
other grounds (ruling that to benefit from the safe harbor, transmitting,
routing, or providing connections must occur “through” a service provider’s
system or network and, because users exchanged infringing files directly—
not through Napster’s servers—Naptser did not “transmit, route, or
provide connections through its system . . . .”).

717 U.S.C.A. § 512(a)(1).
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by the service provider.”

Third, the service provider may not select the recipients of
the material except “as an automatic response to the request
of another person.”

Fourth, the service provider may not maintain any stored
copy of the material made in the course of intermediate or
transient storage on its system or network in a manner
DT . S

ordinarily accessible to anyone other than anticipated
recipients” or for longer than “reasonably necessary” to allow
for the transmission, routing, or provision of connections."

Fifth, the content of the material may not have been mod-
ified while it was transmitted through the service provider’s
“system or network . . . "

According to the legislative history, subsections “(a)(1)
through (5) limit the range of activities that qualify under
this subsection to ones in which a service provider plays the

817 U.S.C.A. § 512(a)(2). According to a House Report accompanying
an earlier version of the bill, selection of the material means “the editorial
function of determining what material to send, or the specific sources of
material to place on-line (e.g., a radio station), rather than ‘an automatic
technical process’ of responding to a command or request, such as one
from a user, an Internet location tool, or another network.” H.R. Conf.
Rep. No. 551, 105th Cong., 2d Sess. 51 (1998). The term automatic re-
sponse to the request of another, according to this same source, “is intended
to encompass a service provider’s actions in responding to requests by a
user or other networks, such as requests to forward e-mail traffic or to
route messages to a mailing list agent (such as a ‘Listserv’) or other discus-
sion group.” Id.

°17 US.C.A. § 512(a)(3).

917 U.S.C.A. § 512(a)(4). A House Report accompanying an earlier
version of the bill explained:

The Committee intends subsection (a)(4) to cover copies made of material while
it is en route to its destination, such as copies made on a router or mail server,
storage of a web page in the course of transmission to a specific user, store and
forward functions, and other transient copies that occur en route. The term
“ordinarily accessible” is intended to encompass stored material that is
routinely accessible to third parties. For example, the fact that an illegal in-
truder might be able to obtain access to the material would not make it ordinar-
ily accessible to third parties. Neither, for example, would occasional access in
the course of maintenance by service provider personnel, nor access by law
enforcement officials pursuant to subpoena make the material “ordinarily
accessible.” However, the term does not include copies made by a service
provider for the purpose of making the material available to other users. Such
copying is addressed in subsection (b) [the caching safe harbor].

H.R. Conf. Rep. No. 551, 105th Cong., 2d Sess. 51 (1998).
17 US.C.A. § 512(a)(5).
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role of a ‘conduit’ for the communications of others.”? Ac-
cordingly, some courts have referred to section 512(a) in
dicta as creating a safe harbor for service providers that act
as “conduits” for the transmission of information.™

The safe harbor created by section 512(a) is consistent
with and was influenced by the court’s analysis in Religious
Technology Center. v. Netcom On-Line Communication Ser-
vices, Inc.," which was the leading Internet secondary li-
ability case at the time the DMCA was crafted and which
influenced the development of the statute. In that case, the
court held that Netcom, an ISP that provided Internet ac-
cess to a Usenet group where infringing material allegedly
had been posted, was a passive participant in the infringe-
ment, and thus could not be held directly liable for copyright
infringement in the absence of any evidence of “direct ac-
tion” on its part to further the infringement. The court based
its holding in part on the fact that Netcom did not “initiate”
the transmissions and its acts of copying and transmitting
infringing content were “automatic and indiscriminate.”*

"2H R. Conf. Rep. No. 551, 105th Cong., 2d Sess. 51 (1998).

13See, e.g., In re Charter Communications, Inc., Subpoena Enforce-
ment Matter, 393 F.3d 771, 775-76 (8th Cir. 2005) (characterizing section
512(a) as limiting “the liability of ISPs when they do nothing more than
transmit, route, or provide connections for copyrighted material—that is,
when the ISP is a mere conduit for the transmission” and applying when
a service provider “merely acts as a conduit for infringing material without
storing, caching, or providing links to copyrighted material.”); Columbia
Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1041 (9th Cir. 2013) (stat-
ing that section “512(a) applies to service providers who act only as
‘conduits’ for the transmission of information.”). But see A&M Records,
Inc. v. Napster, Inc., No. C 99-05183 MHP, 2000 WL 573136, at *6 (N.D.
Cal. May 12, 2000) (“the words ‘conduit’ or ‘passive conduit’ appear
nowhere in 512(a), but are found only in the legislative history and sum-
maries of the DMCA. The court must look first to the plain language of
the statute.”).

Among other services, “[glenerally, ISPs . . . fit this definition.”
Windstream Services, LLC v. BMG Rights Management (US) LLC, 16 Civ.
5015 (KMW) (RLE), 2017 WL 1386357, at *5 (S.D.N.Y. Apr. 17, 2017)
(dicta) (dismissing Windstream’s suit for a declaratory judgment that
Windstream was entitled to the safe harbors created by sections 512(a)
and 512(c), for lack of subject matter jurisdiction), appeal dismissed,
Docket No. 17-1515, 2017 WL 5329346 (2d Cir. Sept. 25, 2017).

14Religious Technology Center v. Netcom On-Line Communication
Services, Inc., 907 F. Supp. 1361 (N.D. Cal. 1995); see generally supra
§§ 4.11[2], 4.11[8]([B].

®In Ellison v. Robertson, 357 F.3d 1072, 1081 (9th Cir. 2004), the
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There have been few court opinions that have analyzed
the applicability of the safe harbor created by section 512(a)
since it was signed into law in 1998. Courts have held that
services where the defendant, rather than the user, specifies
the point of connection (such as a BitTorrent tracker'®) or
where transmissions occur directly between users, rather
than “through a system or network controlled or operated by
or for” a service provider' (such as a Peer-to-Peer network'),
are ineligible for the safe harbor. On the other hand, the
Ninth Circuit clarified that, where applicable, the safe
harbor for transitory digital network communications ap-
plies to all transmissions and not merely for those that a
service provider can show are directly infringing." Thus, if a
service provider qualifies for the safe harbor created by sec-
tion 512(a), it is entitled to safe harbor protection regardless
of whether it could also qualify for another safe harbor under

Ninth Circuit ruled that AOL was entitled to benefit from this liability
limitation for Usenet posts that, as in Netcom, originated on a different
service and were only accessible for a limited time period (fourteen days,
in comparison to eleven days in Netcom).

®See Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020,
1041-42 (9th Cir. 2013).

717 U.S.C.A. § 512(a).

8In A&M Records, Inc. v. Napster, Inc., No. C 99-05183 MHP, 2000
WL 573136 (N.D. Cal. May 12, 2000), the court held that Napster was not
eligible for the liability limitation for transmitting, routing or providing
connections, because users exchanged infringing files directly—mnot
through Napster’s servers. Napster was a service that facilitated infringe-
ment by providing software and an index on a central server that users
could access to exchange files directly with each other. The court explained
that to qualify for the safe harbor created by subsection 512(a), transmit-
ting, routing, or providing connections must occur “through” a service
provider’s system or network and Napster did not “transmit, route, or
provide connections through its system . . . .” Id. at *8.

®See Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1115-16 (9th
Cir.), cert. denied, 522 U.S. 1062 (2007). In Perfect 10, the Ninth Circuit
remanded for consideration whether a Web hosting company that
transmitted “digital online communications” in the form of credit card
payments and proof of payments was entitled to this safe harbor. In so do-
ing, the panel rejected the plaintiff’'s argument that the defendant was not
entitled to protection under section 512(a) because it did not itself trans-
mit the allegedly infringing material. It also rejected as “perverse” the
argument that while the safe harbor might extend to infringing material
it would not insulate a service provider from liability for noninfringing
content that could form the basis of a claim of contributory infringement.
Eligible service providers “are immune for transmitting all digital online
communications, not just those that directly infringe.” 488 F.3d at 1116.
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section 512.%2°

If a service provider initiates or modifies®" a transmission,
stores it? so that it becomes generally accessible or posts
third-party content through a process involving some ele-
ment of selection, presumably it would be unable to benefit
from the liability limitation for transitory digital network
communications.

In short, the statute’s multipart test to evaluate whether a
communication is genuinely transitory is directed specifi-
cally—and narrowly—at circumstances where liability could
be imposed by virtue of MAI Systems Corp. v. Peak Com-
puter, Inc.® and its extension to the Internet, where a ser-
vice provider could not reasonably be expected to be able to
monitor, control or prevent such communications. Moreover,
because the DMCA should be broadly construed, and because
transmission, routing and providing communications do not
occur in a vacuum, a service should not be deemed to fall
outside the safe harbor based on internal processes incident
to transmission, routing or providing communications.

On the other hand, merely because a service provider
monitors content that passes over its system or network
should not provide sufficient grounds—absent additional
facts—for concluding that the liability limitation is
inapplicable. The House Report makes clear that the “legisla-

20See, e.g., Rosen v. PCCW Global, Inc., Case No. CV 10-2248 ODW
(CWx), 2010 WL 11597955, at *5-6 (C.D. Cal. Dec. 29, 2010) (granting
summary judgment for the defending, holding that it was entitled to the
safe harbor created by section 512(a)).

21n In re Aimster Copyright Litig., 252 F. Supp. 2d 634 (N.D. I1l.
2002), aff'd on other grounds, 334 F.3d 643 (7th Cir. 2003), the court wrote
in dicta that the Aimster peer-to-peer service “modified” content by
encrypting all information transferred between users.

22800 Rosen v. Global Net Access, LLC, No. CV 10-2721-DMG (E),
2014 WL 2803752, at *4 (C.D. Cal. June 20, 2014) (holding that “[b]ecause
GNAX stores clients’ data on its servers, its connection to its clients’ mate-
rial is not transient, and thus GNAX’s affirmative defense under Section
512(a) fails.”).

BrAT Systems Corp. v. Peak Computer, Inc., 991 F.2d 511 (9th Cir.
1993), cert. dismissed, 510 U.S. 1033 (1994); see generally supra § 4.03.
The temporary copies created by some transmissions may not be action-
able if they are not fixed for a period of more than merely “a transitory
duration.” See Cartoon Network LP, LLLP v. CSC Holdings, Inc., 536 F.3d
121, 129-30 (2d Cir. 2008), cert. denied, 557 U.S. 946 (2009); see generally
supra § 4.03. What constitutes a transitory duration may be evaluated dif-
ferently outside the Second Circuit. See generally supra § 4.03.
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4.12[4] E-CoMMERCE AND INTERNET Law

tion [wals not intended to discourage the service provider
from monitoring its service for infringing material. Courts
should not conclude that the service provider loses eligibility
for limitations on liability . . . solely because it engaged in a
monitoring program.”?

Where a service provider qualifies for the safe harbor cre-
ated by section 512(a) it may not be held liable for damages
or attorneys’ fees and may only be subject to narrow injunc-
tive relief.®

It also may not be required to comply with DMCA subpoe-
nas served pursuant to section 512(h).%®

#*H R. Conf. Rep. No. 796, 105th Cong., 2d Sess. 73 (1998), reprinted
in 1998 U.S.C.C.A.N. 639, 649.

®Service providers that meet the requirements to qualify for the

transitory digital network communications safe harbor may only be subject
to the following injunctive relief:

(1) An order restraining the service provider from providing access to a sub-

scriber or account holder of the service provider’s system or network who is us-

ing the provider’s service to engage in infringing activity and is identified in

the order, by terminating the accounts of the subscriber or account holder that

are specified in the order.

(i1) An order restraining the service provider from providing access, by taking

reasonable steps specified in the order to block access, to a specific, identified,

online location outside the United States.
17 U.S.C.A. § 512(j)(1)(B). Broader relief may be obtained against service
providers that qualify for the other three safe harbors. See 17 U.S.C.A.
§ 512(j)(1)(A). The considerations relevant to whether injunctive relief
should issue and provisions for notice and ex parte relief are set forth in
sections 512(j)(2) and 512(j)(3), respectively. At least in the Ninth Circuit,
an injunction compelling a service provider to remove user content is
deemed to be a mandatory injunction, which is disfavored. Garcia v.
Google, Inc., 786 F.3d 733, 740 & n.4 (9th Cir. 2015) (en banc); see gener-
ally infra § 4.13[1] (setting forth the standards for obtaining injunctive
relief). It may also be viewed as an impermissible prior restraint. See
Garcia v. Google, Inc., 786 F.3d 733, 746-47 (9th Cir. 2015) (en banc) (dis-
solving a previously entered preliminary injunction compelling YouTube to
take down copies of the film “Innocence of Muslims” and take all reason-
able steps to prevent further uploads, which the en banc panel held had
operated as a prior restraint), citing Alexander v. United States, 509 U.S.
544, 550 (1993) (“Temporary restraining orders and permanent
injunctions—i.e., court orders that actually forbid speech activities—are
classic examples of prior restraints.”); infra § 4.13[1].

26See, e.g., In re Charter Communications, Inc., Subpoena Enforce-
ment Matter, 393 F.3d 771, 781-82 (8th Cir. 2005); Recording Industry As-
sociation of America, Inc. v. Verizon Internet Services, Inc., 351 F.3d 1229,
1237-38 (D.C. Cir. 2003), cert denied, 543 U.S. 924 (2004); In re Subpoena
To University of North Carolina at Chapel Hill, 367 F. Supp. 2d 945,
948-56 (M.D.N.C. 2005); see generally infra § 4.12[9][E] (analyzing section
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4.12[5] System Caching

4.12[5][A] System Caching—In General

The DMCA also potentially limits the liability of a service
provider (which otherwise meets the four general threshold
requirements set forth in section 4.12[3]) for the “intermedi-
ate and temporary storage of material on a system or
network”—commonly referred to as caching.' This provision
is a logical compliment to the liability limitation created for
transitory digital network communications, which only ap-
plies to the temporary storage of copyrighted material that
occurs during transmission, routing, or provision of
connections. Both limitations address the potential liability
which inadvertently could be imposed on a service provider
by virtue of the MAI Systems Corp. v. Peak Computer, Inc.
case.?

To limit liability for system caching, eight specific require-
ments must be satisfied (in addition to the four threshold
prerequisites). The first four conditions are intended to limit
the provision to system caching rather than other types of
caching. The last four requirements are intended to ensure
that copyright owners and third-party content providers are
not disadvantaged by the caching safe harbor in circum-
stances such as where material is frequently updated and
the cached copy could grow stale, where a rights owner
implements content protection technology to deter infringe-
ment, where content is only made available for a fee or where
access is password protected or otherwise restricted, or
where the original material has been taken down as infring-
ing but a cached copy remains online. While the first four
conditions are generally applicable, the last four will apply
only to particular types of services. The first three, which
are set forth in section 512(b)(1), may be thought of as

512(h) subpoenas).
[Section 4.12[51[All

17 U.S.C.A. § 512(b)(1). The limitation applies both where a system
or network is controlled by the service provider and where it is merely
operated by or for the provider. See id.

2MAI Systems Corp. v. Peak Computer, Inc., 991 F.2d 511 (9th Cir.
1993), cert. dismissed, 510 U.S. 1033 (1994); see generally supra §§ 4.03
(analyzing MAI and more recent case law), 4.12[4] (discussing why
Congress was aware of the MAI case and intended to address potential
exposure that could be created for temporary, cached copies by the li-
ability limitations created in sections 512(a) and 512(b)).

Pub. 12/2021 4-613

PAGE PROOFS - SUBJECT TO REVISION
© 2022 lan C. Ballon, www.lanBallon.net



4.12[5][A]

E-CoMMERCE AND INTERNET Law

eligibility requirements, whereas the last five, which are
enumerated in section 512(b)(2), are characterized as
“conditions.”

Section 512(b) provides that a service provider shall not be
liable for monetary relief, or except as provided in subsection
(j) for injunctive or equitable relief,® “for infringement of

4-614

*With respect to the caching safe harbor, section 512(j) provides:
@

Injunctions.— The following rules shall apply in the case of any
application for an injunction under section 502 against a service
provider that is not subject to monetary remedies under this
section:

(6))

(2

A)

B)

©

Scope of relief.—

(A) With respect to conduct other than that which qualifies
for the limitation on remedies set forth in subsection
(a), the court may grant injunctive relief with respect to
a service provider only in one or more of the following
forms:

63} An order restraining the service provider from
providing access to infringing material or activity
residing at a particular online site on the provid-
er’s system or network.

>ii) An order restraining the service provider from
providing access to a subscriber or account holder
of the service provider’s system or network who is
engaging in infringing activity and is identified in
the order, by terminating the accounts of the sub-
scriber or account holder that are specified in the
order.

(iii) Such other injunctive relief as the court may
consider necessary to prevent or restrain infringe-
ment of copyrighted material specified in the or-
der of the court at a particular online location, if
such relief is the least burdensome to the service
provider among the forms of relief comparably ef-
fective for that purpose . . . .

Considerations.— The court, in considering the relevant
criteria for injunctive relief under applicable law, shall con-
sider—

whether such an injunction, either alone or in combination
with other such injunctions issued against the same service
provider under this subsection, would significantly burden
either the provider or the operation of the provider’s system
or network;

the magnitude of the harm likely to be suffered by the copy-
right owner in the digital network environment if steps are
not taken to prevent or restrain the infringement;

whether implementation of such an injunction would be
technically feasible and effective, and would not interfere
with access to noninfringing material at other online loca-
tions; and
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copyright by reason of the intermediate and temporary stor-
age of material on a system or network controlled or oper-
ated by or for the service provider” if the following require-
ments and conditions are met:

(1) The allegedly infringing material at issue in a given
suit must have been “made available online by a
person other than the service provider.”

(2) The material must have been “transmitted from the
person described in subparagraph (A)"—i.e., “a person
other than the service provider”—“through the [ser-
vice provider’s] system or network® to a person other
than the person described in subparagraph (A) at the

(D) whether other less burdensome and comparably effective
means of preventing or restraining access to the infringing
material are available.

(8) Notice and ex parte orders.— Injunctive relief under this
subsection shall be available only after notice to the service
provider and an opportunity for the service provider to appear
are provided, except for orders ensuring the preservation of evi-
dence or other orders having no material adverse effect on the
operation of the service provider’s communications network.

17 U.S.C.A. § 512(j). At least in the Ninth Circuit, an injunction compel-
ling a service provider to remove user content is deemed to be a manda-
tory injunction, which is disfavored. Garcia v. Google, Inc., 786 F.3d 733,
740 & n.4 (9th Cir. 2015) (en banc); see generally infra § 4.13[1] (setting
forth the standards for obtaining injunctive relief). It may also be viewed
as an impermissible prior restraint. See Garcia v. Google, Inc., 786 F.3d
733, 746-47 (9th Cir. 2015) (en banc) (dissolving a previously entered pre-
liminary injunction compelling YouTube to take down copies of the film
“Innocence of Muslims” and take all reasonable steps to prevent further
uploads, which the en banc panel held had operated as a prior restraint),
citing Alexander v. United States, 509 U.S. 544, 550 (1993) (“Temporary
restraining orders and permanent injunctions—i.e., court orders that
actually forbid speech activities—are classic examples of prior restraints.”);
infra § 4.13[1].

417 U.S.C.A. § 512(b)(1)(A).
17 U.S.C.A. § 512(b)(1)(A).

®The statute does not define what constitutes a system or network
controlled or operated by or for the service provider. The lower court in In
re Aimster Copyright Litig., 252 F. Supp. 2d 634 (N.D. Ill. 2002), aff'd on
other grounds, 334 F.3d 643 (7th Cir. 2003), wrote in dicta that a peer-to-
peer service could not benefit from this limitation in part because material
passed between users was not transmitted “through” the system within
the meaning of 17 U.S.C.A. § 512(b)(1)(B); see also A&M Records, Inc. v.
Napster, Inc., No. C 99-05183 MHP, 2000 WL 573136 (N.D. Cal. May 12,
2000) (reaching a similar conclusion in analyzing the safe harbor created
by section 512(a) for transitory digital network communications); see gen-
erally supra § 4.12[4].
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direction of that other person”—such as when a user
calls up a third-party website that is transmitted
through the service provider’s system or network.
This requirement is poorly drafted and is explained
in greater detail below in section 4.12[5][B].

(3) The storage is carried out “through an automatic
technical process for the purpose of making the
[cached] material available to users of the system or
network” who requested it from the original location
that was cached.®

(4) The material must have been transmitted (by the
service provider) to subsequent users without modifi-
cation “to its content from the manner in which the
material was transmitted from the person . . .” (i.e.,
the content must not have been changed even if, from
a technical standpoint, the form may have been mod-
ified as part of the process of caching).’

The legislative history does not provide much guidance other than
emphasizing that material stored on a system or network controlled or
operated by or for the service provider refers to the service provider’s own
system or network. The House Report accompanying the DMCA states
that “[t]he material in question is stored on the service provider’s system
or network for some period of time to facilitate access by users subsequent
to the one who previously sought access to it.” H.R. Rep. No. 105-551,
105th Cong., 2d Sess. (1998). The Senate Report also explains that “[t]he
liability limitations apply to networks ‘operated by or for the service
provider,” thereby protecting both service providers who offer a service and
subcontractors who may operate parts of, or an entire, system or network
for another service provider.” S. Rep. No. 105-190, 105th Cong., 2d Sess.
(1998).

717 U.S.C.A. § 512(b)(1)(B).

8See 17 U.S.C.A. § 512(b)(1)(C). The exact statutory language is:

[Tlhe storage is carried out through an automatic technical process for the
purpose of making the material available to users of the system or network
who, after the material is transmitted as described in subparagraph (B), request
access to the material from the person described in subparagraph (A). . . .
Id. In other words, the material must be stored automatically for the
purpose of allowing users who subsequently request the original material
to be given access to the cached copy.

%See 17 U.S.C.A. § 512(b)(2)(A) (stating that “the material described
in paragraph (1) is transmitted to the subsequent users described in
paragraph (1)(C) without modification to its content from the manner in
which the material was transmitted from the person described in
paragraph (1)(A); . . . ”). The terms content and material are not defined
in the statute but content should be understood to mean the creative
contents of a cached file (such as a photograph, motion picture or song,
which could not be modified), as opposed to the file itself (the material, in
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(5) The service provider must have complied with “rules
concerning the refreshing, reloading, or other updat-
ing of the material when specified by the person mak-
ing the material available online in accordance with
a generally accepted industry standard data com-

which the content is stored, which may be modified technically by a ser-
vice provider in the process of caching). At the time the DMCA was
enacted, content generally meant the “essential meaning; substance,”
while material was defined as “what a thing is, or may be, made of.”
Webster’s New World College Dictionary (3d ed. 1997).

The DMCA'’s legislative history further supports the view that the
focus is on the contents, and not the form of the cached material. See H.R.
Rep. 105-551 (II) at 52. In explaining section 512(b), the Report states
that “the material must be transmitted to subsequent users without
modification to its content in comparison to the way it was originally
transmitted from the originating site. The Committee intends that this re-
striction apply, for example, so that a service provider who caches mate-
rial from another site does not change the advertising associated with the
cached material on the originating site without authorization from the
originating site.” Id. This suggests that modification to “content” refers to
changes to the substance, but not the “form,” of the material.

In construing the same language under the safe harbor in section
512(a)(5) requiring that “the material is transmitted through the system
or network without modification of its content . . . ,” the court in Perfect
10, Inc. v. Amazon.com, Inc., No. CV 05-4753 AHM (SHX), 2008 WL
11336890, at *7 (C.D. Cal. Nov. 4, 2008), ruled that this requirement does
not, according to the legislative history, “pertain to modifications of the
‘form’ of the material, citing as an example an e-mail transmission that
appears to the recipient without bolding or italics resulting from format
codes contained in the sender’s message.” Id., citing H.R. Rep. 105-551 (II)
at 52. The court held that “differences in the appearance of URLs, such as
the omission of ‘http:/,’. . . are in the format, not content, of the URLs,”
and “[t]he same goes for differences in layout and fonts.” 2008 WL
11336890, at *7. By contrast, added text and differences in the number of
search results that effectively displayed different search results created at
least a triable issue of fact on whether content had been modified. Id. at
*8.

In In re Aimster Copyright Litig., 252 F. Supp. 2d 634 (N.D. Il
2002), aff’d on other grounds, 334 F.3d 643 (7th Cir. 2003), the court held
that Aimster was not eligible for the caching safe harbor in part because
Aimster encrypted all data transferred between users, including music
files, and therefore could not satisfy the requirement that material be
transmitted without modification. 252 F. Supp. 2d at 660-61 & nn.19, 21.
The district court wrote in dicta that Aimster’s peer-to-peer service “modi-
fied” content by encrypting all information transferred between users. In
light of the legislative history cited above, the district court’s analysis in
Aimster appears to be incorrect. Merely encrypting files should not be
understood to modify the content of material.
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munications protocol’ for the system or network
through which that person makes the material avail-
able. . . .”™

(6) The service provider must not “interfere with the abil-
ity of technology associated with the material” to
return information to the party that originally posted
or transmitted it that would have been available to
the site owner if the material had been accessed
directly, rather than from a cached copy (such as
returning user statistics to a website owner when the
cached copy of its site is accessed).'? This sixth
requirement only applies, however, when the
technology: (a) does not significantly interfere with
the performance of the service provider’s system or
network or the intermediate storage of the material;
(b) is consistent with generally accepted industry
standard communications protocols; and (c) does not
extract information from the service provider’s system
or network other than information that would other-
wise have been available to the person who originally
posted or transmitted the material (i.e., “the person
described in paragraph (1)(A) . . .,” which is defined

""The House Report accompanying the statute acknowledged that
these protocols and related technologies were only in the early stages of
development at the time the DMCA was under consideration. The Report
clarifies that the House and Senate conferees expected that “the Internet
industry standards setting organizations, such as the Internet Engineer-
ing Task Force and the World Wide Web Consortium, will act promptly
and without delay to establish these protocols so that . . . [the subsection
providing the system caching limitation] can operate as intended.”

17 U.S.C.A. § 512(b)(2)(B). This specific requirement is not ap-
plicable if the person who originally posted or transmitted the content
(i.e., “the person described in paragraph (1)(A) . . .”) uses these rules “to
prevent or unreasonably impair the intermediate storage” that is the
subject of the caching limitation set forth in section 512(b). See id. In
other words, if “the person described in paragraph (1)(A) . . . ,” which is
defined to be “a person other than the service provider” (id. § 512(b)(1)(A))
and therefore typically refers to the owner or operator of a website or
other online content that may be cached, uses rules concerning refreshing,
reloading or other updating of material “to prevent or unreasonably
impair” intermediate storage, the service provider will not lose safe harbor
protection under the caching liability limitation created by section 512(b)
if it fails to comply with those rules with respect to material from that
owner or operator.

1217 U.S.C.A. § 512(b)(2)(C).
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(7

(8)

to be “a person other than the service provider”?),

had subsequent users gained access to the material
directly from that person, rather than from the ser-
vice provider’s cached copy."

If the site owner (or other “person other than the ser-
vice provider”) has in effect a condition that a person
must meet prior to gaining access to the material—
such as payment of a fee or provision of a password
or other information—the service provider must
permit access to the stored material “in significant
part” only to users of its system or network that have
met those conditions and only in accordance with
those conditions.” In other words, a service provider
may not permit unrestricted access to cached content
if the same material could not be accessed without
restrictions, and must ensure that the same condi-
tions imposed by a site owner or service provider are
met (such as payment of a fee or provision of login
credentials) before giving a user access to the cached
version. Substantial compliance with this condition,
not strict adherence, is required, as evidenced by the
use of the qualifier “in significant part” in describing
a service provider’s compliance obligation, likely out
of recognition that systems can fail and software
malfunction. A service provider therefore will not lose
safe harbor protection so long as this condition is met
“in significant part.”

Where a site or service (or other “person other than
the service provider”) makes material available online
without the authorization of the copyright owner, the
service provider must respond expeditiously to
remove, or disable access to, the material upon receipt
of a notification pursuant to section 512(c)(3), which
sets forth the requirement for responding to copy-
right owner notifications in compliance with the user
storage safe harbor (which is discussed below in
subsection 4.12[9][B]).'"® This requirement only ap-
plies, however, if the material has previously been
removed from the site where it originated from (or

1317 U.S.C.A. § 512(b)(1)(A).
1417 U.S.C.A. § 512(b)(2)(C).
%17 U.S.C.A. § 512(b)(2)(D).
8See 17 U.S.C.A. § 512(b)(2)(E).
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access to that site has been disabled) or a court has
ordered that the material be removed (or access be
disabled) and the party giving notice includes a state-
ment confirming these facts."”

There is very little case law construing the caching safe
harbor. The most detailed analysis is found in Field v Google,
Inc.”® In that case, a district court in Nevada held that Google
was entitled to the safe harbor created by section 512(b) for
caching websites incident to the operation of its search
engine and granted summary judgment in Google’s favor on
that basis. At issue was Google’s practice of caching almost
the entire Internet to allow users to access material when an
original page was inaccessible, thus providing archival cop-
ies of value to academics, researchers and journalists. Google
cached websites using a bot (or intelligent agent software) to
automatically copy and store the HTML code for webpages,
which were then indexed and made accessible to users via
links displayed in response to user search queries."

In ruling that Google’s practices were protected by the
caching safe harbor, the court rejected the plaintiff’s argu-
ment that by retaining cached copies for fourteen to twenty
days Google was ineligible for the safe harbor because copy-
ing material for that period of time did not involve “interme-
diate and temporary storage” within the meaning of section
512(b)(1). Relying on the Ninth Circuit’s prior construction
of the terms intermediate and transient in section 512(a) to
include storage of Usenet postings for fourteen days,? the
court deemed Google’s retention of cached copies for fourteen
to twenty days to be merely “intermediate and temporary
storage” within the meaning of section 512(b).*’

4.12[5][B] Transmission from a “Person Other
than the Service Provider” Through the
Service Provider’s System or Network
to A “Person Other than” that Person

Subsection 512(b)(1)(B) is inartfully drafted and must be

717 U.S.C.A. § 512(b)(2)(E).
BField v. Google Inc., 412 F. Supp. 2d 1106, 1123-25 (D. Nev. 2006).
®See Field v. Google Inc., 412 F. Supp. 2d 1106, 1111 (D. Nev. 2006).

DGee Ellison v. Robertson, 357 F.3d 1072, 1081 (9th Cir. 2004); supra
§ 4.12[4].

Y'What constitutes intermediate and temporary storage is further
analyzed below in section 4.12[5][C].
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read in conjunction with section 512(b)(1)(A) to be
understood. Read literally, the double negatives and cross-
references included in subsection 512(b)(1)(B) may sound
like a riddle from Lewis Carroll’s “Jabberwocky” poem, al-
though on close analysis the requirement is actually
straightforward. The provision requires that a transmission
be from a person other than the service provider (such as a
third-party website or a service provider’s user) and be made
through the service provider’s system or network to a “person
other than the person” who in described in subsection
512(b)(1)(A) as the “person other than the service provider’—
which by virtue of the use of double negatives may be the
service provider or some other website or user. While
Congress undoubtedly could have done a better job drafting
the language of this section so as not to require that the
transmission be to a “person other than a person” who is “a
person other than a service provider,” sadly it did not do so.

Subparts 512(b)(1)(A) and 512(b)(1)(B) literally require
that the material at issue be:

(A) . . . made available online by a person other than the ser-
vice provider; and
(B) . . . transmitted from the person described in subpara-

graph (A) through the system or network to a person other
than the person described in subparagraph (A) at the direction
of that other person.’

The statute is confusing in that subpart 512(b)(1)(B) refers
to a “person other than the person described in subparagraph
(A)” which in turn refers to “a person other than the service
provider.” In holding that Google was entitled to the caching
safe harbor for material that Google itself cached from third-
party websites, the court in Field v Google, Inc.? assumed
that the “other person” referred to in subpart 512(b)(1)(B)
could be the service provider given that subpart (A) includes
any person other than the service provider (and, by exten-
sion, anyone other than that person could include the service
provider). This interpretation also is supported by the plain
text of section 512(b)(1)(B).

The legislative history implies that to qualify for the cach-
ing safe harbor material must first have been requested by a

[Section 4.12[51[B]]
17 U.S.C.A. § 512(b)(1).
2Field v. Google Inc., 412 F. Supp. 2d 1106 (D. Nev. 2006).
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third party and could not be cached by a service provider on
its own initiative, although there is no support for this read-
ing on the face of the statute. The House and Senate Report
explain that:

The material in question is stored on the service provider’s
system or network for some period of time to facilitate access
by users subsequent to the one who previously sought access to
it. For subsection (b) to apply, the material must be made
available on an originating site, transmitted at the direction of
another person through the system or network operated by or
for the service provider to a different person, and stored
through an automatic technical process so that users of the
system or network who subsequently request access to the ma-
terial from the originating site may obtain access to the mate-
rial from the system or network.?

Based on this language in the legislative history, some
commentators have argued that Field v. Google was wrongly
decided and that “a person other than the person described
in subparagraph (A)” cannot be the service provider itself,
through whose system or network cached material is made
available at the direction of “that other person” and that to
fall within the caching safe harbor a third-party user must
first request material before it may be cached by a service
provider.*

However, there is no support on the face of the statute for
this interpretation. Legislative history generally cannot
provide a basis for construing the language of a statute on a
point that is not ambiguous.® While section 512(b)(1)(B) is
inartfully drafted, it is not confusing with respect to the
question of whether material must first have been requested
by a user before a service provider may create a cached copy
for use by subsequent users. The terms of the statute merely
require that the request be made by a person other than the

*H.R. Rep. No. 105-551, 105th Cong., 2nd Sess. (1998) (emphasis
added); S. Rep. No. 105-190, 105th Cong., 2nd Sess. (1998) (emphasis
added).

“See, e.g., Nimmer on Copyright § 12B.03.

%See, e.g., Murphy v. Millennium Radio Group LLC, 650 F.3d 295,
301-05 (3d Cir. 2011) (explaining that except in rare circumstances legisla-
tive history cannot trump the plain terms of a statute and construing a
different provision of the Digital Millennium Copyright Act based on the
terms of the statute, rather than imposing an additional requirement sug-
gested by legislative history); MDY Industries, LLC v. Blizzard Entertain-
ment, Inc., 629 F.3d 928, 951 (9th Cir. 2010) (holding that policy
considerations “cannot trump the statute’s plain text and structure” in
construing section 1201(a) of the Digital Millennium Copyright Act).
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person described in section 512(b)(1)(A), who is defined as a
“person other than the service provider.” If one substitutes
the words “third-party website” for the term “the person
described in subparagraph (A)” (since that subparagraph
merely requires that the material cached be made available
by “a person other than the service provider”) it is clear that
the material may be requested by the service provider itself
and the statute imposes no obligation that material be
cached only subsequent to a first user’s request. The mate-
rial merely must be transmitted from a third-party website
through a service provider’s system or network to a person
other than the third-party website at the direction of that
other person. “That other person” therefore may be either a
user or the service provider itself—just not the third-party
website (and, pursuant to subpart 512(b)(1)(A), the material
may not have been made available online by the service
provider itself, as opposed to a third-party website).

The unambiguous, albeit inartfully drafted words of the
statute make clear that third-party material may be cached
once requested by a user or it may be cached at the direction
of a service provider. The result compelled by the terms of
the statute also makes logical sense since caching is a
technique used by service providers to make material more
quickly and easily available to users.® Requiring that mate-
rial only be cached after another user first requests it—so
that the delivery to the first requester necessarily will be
slower and more inefficient than for all subsequent users—
finds no basis in logic or in the plain terms of the statute.

4.12[5][C] Intermediate and Temporary Storage

What constitutes intermediate and temporary storage is
not defined in the statute.

Intermediate storage means storage by an intermediary
that is neither the originating site nor the end user. The
House and Senate reports accompanying the DMCA explain
that “[t]he storage is intermediate in the sense that the ser-
vice provider serves as an intermediary between the originat-
ing site and the ultimate user.”

Precisely what length of storage time would be deemed

8See generally infra § 9.02 (analyzing caching).
[Section 4.12[5]1[C]]

'HR. Rep. No. 105-551, 105th Cong., 2d Sess. (1998); S. Rep. No.
105-190, 105th Cong., 2d Sess. (1998).
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temporary is not defined in the statute nor explained in the
DMCA'’s legislative history. The House and Senate reports,
unhelpfully, explain that temporary storage would last for
“some period of time.”® This likely reflects Congressional
reluctance to impose specific time limits on changing
technology.

In Field v Google, Inc.,® the court held that Google was
entitled to section 512(b)’s caching liability limitation where
it retained cached copies for fourteen to twenty days. In so
ruling, the court relied on the Ninth Circuit’s decision in El-
lison v. Robertson,* where a plaintiff sought to hold AOL li-
able for copyright infringement for hosting and allowing end
users to access copyrighted materials that third parties had
posted to a system of online bulletin boards.® In Ellison,
AOL had stored and allowed users to access user posts for
approximately fourteen days. Citing the DMCA’s legislative
history, the Ellison court found that AOL’s storage of the
materials was “intermediate” and “transient” as required by
section 512(a).® Based on this holding, the Field court found
that Google’s practice of caching material for approximately
fourteen to twenty days—Ilike the fourteen days the Ellison
court deemed “transient storage”—was “temporary” within
the meaning of section 512(b).”

The Field court’s decision rested on the statutory language
used in subsections 512(a) and 512(b), which is similar but
not identical.® Subsection 512(b) requires that cached copy-
ing be “intermediate and temporary” whereas subsection
512(a) uses the term “intermediate and transitory.” Tempo-
rary means “lasting for a limited time,” while transitory

H.R. Rep. No. 105-551, 105th Cong., 2d Sess. (1998); S. Rep. No.
105-190, 105th Cong., 2d Sess. (1998).

3Field v. Google Inc., 412 F. Supp. 2d 1106, 1123-24 (D. Nev. 2006).
*Ellison v. Robertson, 357 F.3d 1072 (9th Cir. 2004).

®Field v. Google Inc., 412 F. Supp. 2d 1106, 1123-24 (D. Nev. 2006),
citing Ellison v. Robertson, 357 F.3d 1072, 1075-76 (9th Cir. 2004).

®Field v. Google Inc., 412 F. Supp. 2d 1106, 1123-24 (D. Nev. 2006),
citing Ellison v. Robertson, 357 F.3d 1072, 1081 (9th Cir. 2004).

"Field v. Google Inc., 412 F. Supp. 2d 1106, 1124 (D. Nev. 2006).

8See Field v. Google Inc., 412 F. Supp. 2d 1106, 1124 (D. Nev. 2006)
(citing Gustafson v. Alloyd Co., 513 U.S. 561, 570 (1995) for the principal
that “identical words used in different parts of the same act are intended
to have the same meaning”).

9Compare 17 U.S.C.A. § 512(a) with 17 U.S.C.A. § 512(b).
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means only a “brief duration” of time." Thus, the difference
between temporary and transitory suggests that intermedi-
ate storage may last a longer time when material is cached
than when it is in transit.

4.12[6] Information Residing on Systems or
Networks at the Direction of Users (User
Storage)

4.12[61[A] In General

A service provider that meets the four threshold eligibility
requirements set forth in section 4.12[3] may avoid liability
for monetary relief “by reason of the storage at the direction
of a user of material that resides on a system or network
controlled or operated by or for” it, if it can meet four ad-
ditional prerequisites.

First, a service provider must “not receive a financial ben-
efit directly attributable to the infringing activity, in a case
in which the service provider has the right and ability to
control such activity.” To be ineligible for safe harbor protec-
tion, a service provider would have to have both a financial
benefit and the right and ability to control. If it had one but
not the other, the service provider would still be eligible for
the safe harbor (if it meets the other statutory
requirements).?

The financial interest prong has been construed in the
Ninth Circuit as requiring a showing that “ ‘the infringing
activity constitutes a draw for subscribers, not just an added
benefit.” 7

1oCompare Temporary Definition, Merriam-Webster Dictionary.com,
http://www.merriam-webster.com (last visited Apr. 29, 2013) with Transi-
tory Definition, Merriam-Webster Dictionary.com, http://www.merriam-
webster.com (last visited Apr. 29, 2013); see generally FDIC v. Meyer, 510
U.S. 471, 476 (1994) (using a dictionary to interpret a federal statute and
stating, in the absence of a statutory definition, “we construe a statutory
term in accordance with its ordinary or natural meaning”).

[Section 4.12[61[All
17 US.C.A. § 512(c).
2See infra § 4.12[6][D].

8Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1117-18 (9th Cir.),
cert. denied, 522 U.S. 1062 (2007); Ellison v. Robertson, 357 F.3d 1072,
1079 (9th Cir. 2004) (quoting legislative history).
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With respect to right and ability to control, the Second,*
Fourth® and Ninth® Circuits have held that the degree of
control required to disqualify a service provider from eligibil-
ity for the DMCA safe harbor is higher than what would be
required to prove right and ability to control to establish
common law vicarious liability (which is analyzed in section
4.11[4]). Prior disagreement between the Second and Ninth
Circuits over what constitutes right and ability to control
has been resolved in favor of the Second Circuit’s interpreta-
tion that right and ability to control does not presuppose
knowledge of specific infringing activity.” According to the
Second Circuit, what is required is “something more than
the ability to remove or block access to materials posted on a
service provider’s website.”® That “something more” is
understood in the Second and Ninth Circuits to involve exert-
ing “substantial influence” on the activities of users, which
may include high levels of control over user activities or
purposeful conduct.® Right and ability to control and financial
interest are analyzed in section 4.12[6][D].

Second, a service provider must designate an agent to
receive notifications of claimed infringement and publicize
the name and contact information of the agent on its website
and in a filing with the U.S. Copyright Office. Agent registra-
tion must be renewed every three years.” Issues involving
agent designation are briefly addressed in section 4.12[6][B]
and more thoroughly analyzed in section 4.12[9][A].

4See Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 37-38 (2d Cir.
2012).

5See CoStar Group, Inc. v. LoopNet, Inc., 373 F.3d 544, 555 (4th Cir.
2004).

8See UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1026-31 (9th Cir. 2013).

"Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 36 (2d Cir. 2012)
(disagreeing with the original Ninth Circuit opinion from 2011 in Shelter
Partners, which was replaced, following reconsideration, by UMG Record-
ings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006, 1026-31 (9th
Cir. 2013)).

iacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19, 38 (2d Cir. 2012),
quoting Capitol Records, Inc. v. MP3Tunes, LLC, 821 F. Supp. 2d 627, 645
(S.D.N.Y. 2011).

%See Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 38 (2d Cir. 2012);
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006,
1030 (9th Cir. 2013).

%See 37 CFR § 201.38.
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Third, in response to a substantially complying notifica-
tion, a service provider must disable access to or remove
content identified in the notification."” This requirement is
discussed in section 4.12[6][B] and analyzed more thoroughly
in section 4.12[9][B].

Fourth, even in the absence of a notification, a service
provider must, on its own initiative, disable access to or
remove material where it has (a) actual knowledge of infring-
ing activity or (b) awareness of facts or circumstances from
which infringing activity is apparent (referred to in case law
and the legislative history as material that raises a “red
flag”'®)—or risk losing DMCA protection for material stored
at the direction of a user. The requirements for knowledge,
awareness and corrective action are set forth in subsection
4.12[6][C]. As analyzed in that subsection, courts have held
that generalized knowledge or awareness that a site or ser-
vice may be used for infringing activity is not sufficient; only
knowledge or awareness of specific files or activity will
disqualify a service provider from the safe harbor’s protec-
tions pursuant to subsection 512(c)(1)(A)."

The Second and Ninth Circuits have held that actual
knowledge denotes subjective belief, whereas red flag aware-
ness is judged by an objective reasonableness standard.™

"What it means to disable access to or remove material is addressed
in section 4.12[6][C].

2Some courts refer to “red flag” knowledge but this terminology is
confusing given that the statute addresses “actual knowledge” and “aware-
ness of facts or circumstances from which infringing activity is apparent.”
This treatise uses the term “‘red flag’ awareness” which describes the
statutory provision more accurately.

3See, e.g., Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93 (2d
Cir. 2016); Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 30-32 (2d Cir.
2012); Ventura Content, Lid. v. Motherless, Inc., 885 F.3d 597, 609-10 (9th
Cir. 2018); Mavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045,
1057 (9th Cir. 2017); UMG Recordings, Inc. v. Shelter Capital Partners
LLC, 718 F.3d 1006, 1021-23 (9th Cir. 2013); BWP Media USA, Inc. v.
Clarity Digital Group, LLC, 820 F.3d 1175, 1182 (10th Cir. 2016) (quoting
Shelter Capital with approval on this point); infra § 4.12[6][C].

See Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 31 (2d Cir. 2012);
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006,
1025 (9th Cir. 2013) (quoting Viacom v. YouTube). The Ninth Circuit has
underscored that “whether ‘the specific infringement’ is ‘objectively’ obvi-
ous to a reasonable person’ may vary depending on the facts proven by the
copyright holder in establishing liability.” UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006, 1026 n.15 (9th Cir. 2013).
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Both Circuits have also clarified that copyright owners,
not service providers, have the obligation to investigate
whether material on a site or service is infringing."

While a service provider has no obligation to take down
material in response to a defective notification sent by a
copyright owner, and knowledge or awareness may not be
inferred from a notification that does not substantially
comply with the requirements of section 512(c)(3)," the
Ninth Circuit suggested in dicta that an unverified notice
sent by a third party (as opposed to the copyright owner who
filed suit against the service provider) potentially could
provide red flag awareness."” Hence, in litigation, red flag

BSee 17 U.S.C.A. § 512(m); EMI Christian Music Group, Inc. v.
MP3Tunes, LLC, 844 F.3d 79, 89 (2d Cir. 2016) (“the DMCA explicitly
relieves service providers from having to affirmatively monitor their users
for infringement . . . .”); Capitol Records, LLC v. Vimeo, LLC, 826 F.3d
78, 94, 98 (2d Cir. 2016) (“§ 512(m) makes clear that the service provider’s
personnel are under no duty to ‘affirmatively seek[ ]’ indications of
infringement.”; “§ 512(m) relieves the service provider of obligation to
monitor for infringements posted by users on its website.”); Viacom Int’l,
Inc. v. YouTube, Inc., 676 F.3d 19, 35 (2d Cir. 2012) (“Section 512(m) is
explicit: DMCA safe harbor protection cannot be conditioned on affirma-
tive monitoring by a service provider. For that reason, § 512(m) is
incompatible with a broad common law duty to monitor or otherwise seek
out infringing activity based on general awareness that infringement may
be occurring.”); Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 603
(9th Cir. 2018) (“The Digital Millennium Copyright Act places the burden
of policing infringement on the copyright owner, not on the person or firm
storing and hosting the material.”); UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006, 1022 (9th Cir. 2013) (holding that
the burden of policing for infringement is on the copyright owner; “Copy-
right holders know precisely what materials they own, and are thus better
able to efficiently identify infringing copies than service providers like
Veoh, who cannot readily ascertain what material is copyrighted and what
is not.”); Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1113 (9th Cir.)
(“The DMCA notification procedures place the burden of policing copyright
infringement—identifying the potentially infringing material and
adequately documenting infringement—squarely on the owners of the
copyright.”), cert. denied, 522 U.S. 1062 (2007).

®See 17 U.S.C.A. § 512(c)(3)(B){1); UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006, 1020-21 n.12 (9th Cir. 2013).

"See UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1024-25 (9th Cir. 2013). In Shelter Capital, UMG had argued that
Veoh had red flag awareness of infringing material based on emails sent
to Veoh executives by copyright owners, including an email sent by
Disney’s CEO to Michael Eisner, a Veoh investor, stating that unautho-
rized copies of the movie Cinderella III and various episodes from the tele-
vision show Lost were posted on Veoh’s site. The Ninth Circuit panel
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awareness potentially could be shown by communications
from third parties (other than the owner of a copyright alleg-
edly infringed) or service provider records memorializing or
referring to those communications, among other things.

Courts also have held that, even in the absence of proof of
actual knowledge or red flag awareness, a service provider
may be deemed to have knowledge or awareness where will-
ful blindness is shown.™

Actual knowledge, red flag awareness or willful blindness
may be shown, among other things, by internal communica-
tions—such as email messages, texts or communications on
Slack, for example—evidencing that employees were aware
of infringing material on a site."

Knowledge or awareness also may be shown where a site
proactively uses human review to monitor for infringing
material. Service providers, under the DMCA, are not

explained that “[i]f this notification had come from a third party, such as a
Veoh user, rather than from a copyright holder, it might meet the red flag
test [assuming the material was not taken down in response to the notice]
because it specified particular infringing material. As a copyright holder,
however, Disney is subject to the notification requirements in § 512(c)(3),
which this informal email failed to meet.” Id. (footnote omitted).

®See, e.g., Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 98-99
(2d Cir. 2016) (holding that Vimeo was not willfully blind); Viacom Int’l,
Inc. v. YouTube, Inc., 676 F.3d 19, 35 (2d Cir. 2012) (holding that knowl-
edge or awareness may be established by evidence of willful blindness,
which the court characterized as a deliberate effort to avoid guilty knowl-
edge); Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1043
(9th Cir. 2013) (explaining that “inducing actions”—or measures deemed
to induce copyright infringement—were relevant to the court’s determina-
tion that the defendant had red flag awareness); Capitol Records, Inc. v.
MP3Tunes, LLC, No. 07 Civ. 9931 (WHP), 2013 WL 1987225, at *3-4
(S.D.N.Y. May 14, 2013) (reconsidering its earlier ruling granting sum-
mary judgment for the service provider on plaintiff’s claim for contribu-
tory infringement of those songs not subject to DMCA-compliant takedown
notices, in light of the importance the Second Circuit placed on explicit
fact-finding in evaluating willful blindness as a potential bar to DMCA
protection in Viacom v. YouTube, and holding that a jury could reasonably
interpret several documents as imposing a duty to make further inquiries
into specific and identifiable instances of possible infringement); see also
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006,
1023 (9th Cir. 2013) (citing Viacom v. YouTube for the proposition that “a
service provider cannot willfully bury its head in the sand to avoid obtain-
ing . . . specific knowledge.”).

19See, e.g., EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844
F.3d 79, 90, 93, 97 (2d Cir. 2016).

Pub. 12/2021 4-629

PAGE PROOFS - SUBJECT TO REVISION
© 2022 lan C. Ballon, www.lanBallon.net



4.12[61[A] E-CoMMERCE AND INTERNET Law

required to search for infringement.? Nevertheless, proac-
tive monitoring can help keep infringement off a site, which
in turn may discourage copyright owners from filing suit.
Proactive monitoring also can help rebut any inference of
willful blindness. While automated filtering can help insulate
a service provider from liability, systematic human review of
all files on a site could deprive a service provider of safe
harbor protection for red flag material, as discussed further
in section 4.12[6][C].

Encouragement to users to upload certain material could
be evidence of willful blindness if the material is known to
be infringing. Merely encouraging uploads of creative
content, such as photographs or music, would not evidence
willful infringement—especially if a service has a license for
material in a given category.?

Although responding to red flag material is plainly a
requirement under section 512(c) to benefit from the user
storage safe harbor in a suit brought over that material, the
Ninth Circuit, in Perfect 10, Inc. v. CCBill, LLC,? effectively
made ongoing compliance with notice, knowledge or aware-
ness requirements under section 512(c) part of the threshold
requirements for entitlement to any of the DMCA’s safe
harbors.

In CCBill, the Ninth Circuit construed the threshold
requirement in section 512(i)(1) that, to qualify for any of
the liability limitations, a service provider adopt, notify
subscribers about and reasonably implement a policy of

0Gee 17 U.S.C.A. § 512(m).

HSee, e.g., UMG Recordings, Inc. v. Shelter Capital Partners LLC,
718 F.3d 1006, 1022-23 (9th Cir. 2013) (having a music category was not
evidence of willful blindness where the site had licenses to numerous
music videos; “merely hosting a category of copyrightable content, such as
music videos, with the general knowledge that one’s services could be
used to share infringing material, is insufficient to meet the actual knowl-
edge requirement under § 512(c)(1)(A)(i)” or to establish red flag aware-
ness); BWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175,
1182 (10th Cir. 2016) (encouraging users to upload photographs was not
evidence of willful blindness where the site offered a database of licensed
photographs that users could copy; “Although BWP is correct in stating
AXS encouraged Examiners to incorporate photographs into articles, AXS
provided Examiners a legal means by which to accomplish this. Examin-
ers have access to a photo bank full of images for which AXS owns the
licenses.”); see generally infra § 4.12[6][C].

2perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1111 (9th Cir.), cert.
denied, 522 U.S. 1062 (2007).
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terminating “repeat infringers” in “appropriate circum-
stances” to require consideration of whether a service
provider has responded to material where it had actual
knowledge or “red flag” awareness (as well as notifications
from third parties) to determine whether it is in fact keeping
track of repeat infringers and reasonably implementing its
termination policy. Thus, as a practical matter, a service
provider that fails to disable access to material in response
to notice, knowledge or red flag awareness, potentially could
run the risk, at least in the Ninth Circuit under CCBill, of
not only losing the benefit of the user storage safe harbor in
a suit over material that was not taken down, but being
stripped of DMCA protection for any of the safe harbors in
litigation brought by any copyright owner.

Thus far, no other circuit has read the requirements of
section 512(c) into the threshold requirements of section
512(i)(1) in the same manner as the Ninth Circuit.?® Indeed,
a different Ninth Circuit panel, without addressing this
aspect of CCBIll, explained eleven years later, in 2018, that
while subsection (i) limits the eligibility for safe harbor treat-
ment—even to sites that honor DMCA notices and remove
material where they have actual knowledge or red flag
awareness— “subsection (c) of the safe harbor provision aims
at individual infringements, not the service as a whole.”
The court explained:

It uses the phrase “the material”—that is, the material for
which an infringement remedy is sought—in the context of
setting out what a service provider needs to do to avoid li-
ability for the infringement of the copyrighted material at
issue. Our sister circuit and we both read it this way. If subsec-
tion (c) were read to apply to all the material on the website,
instead of the material for which a remedy was sought by the
victim of infringement, then no large site would be protected
by the safe harbor. It is unimaginable that any website with
hundreds of thousands or millions of user uploads could suc-
cessfully screen out all of the copyright infringing uploads, or
even all of the uploads where infringement was apparent.?

The obligation to disable access to or remove material in

BGee supra § 4.12[3] (analyzing the threshold requirements of section
51231)(1)).

MVentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 614 (9th Cir.
2018).

BVentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 614 (9th Cir.
2018) (footnote omitted; citing UMG Recordings, Inc. v. Shelter Capital
Partners LLC, 718 F.3d 1006, 1021-22 (9th Cir. 2013); Capitol Records,
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response to notice, knowledge or red flag awareness is ad-
dressed in connection with the user storage liability limita-
tion in sections 4.12[6][C] (knowledge and red flag aware-
ness) and 4.12[6][B] (notifications), and under CCBill, as
part of the threshold requirement to reasonably implement a
repeat infringer policy, in section 4.12[3][B][iv].

The respective burdens placed on copyright owners (to
search for infringement and provide notice) and service
providers (to respond to notifications and act on their own in
response to knowledge or red flag awareness) encourage
copyright owners and service providers to cooperate with one
another.?®

From a practical perspective, the user storage limitation
benefits service providers by potentially allowing them to
avoid litigation, and if sued to get out of a case on a motion
for summary judgment based on their entitlement to the
user storage safe harbor, rather than having to go to trial or
otherwise litigate the ultimate issue of liability. Copyright
owners, in turn, benefit to the extent that service providers
are given a tangible incentive to provide them with a quick
and easy remedy when infringing content has been posted
online, in lieu of having to seek injunctive relief simply to
have material taken down from a site or service.

By its terms, section 512(c) applies to “material that
resides on a system or network controlled by or for the ser-
vice provider . . . by reason of the storage at the direction of
a user.”” In Hendrickson v. eBay, Inc.,® however, a federal
court in California ruled, based on the express language of
17 U.S.C.A. § 512(c)(1)(A)({1),*® that section 512(c) applies
both to (a) cases where a plaintiff seeks to hold a service

LLC v. Vimeo, LLC, 826 F.3d 78, 93 (2d Cir. 2016); Viacom Int’l, Inc. v.
YouTube, Inc., 676 F.3d 19, 31 (2d Cir. 2012)).

®The legislative history provides that the Act is intended to “preserve
strong incentives for service providers and copyright owners to cooperate
to detect and deal with copyright infringements” in cyberspace, while “[a]t
the same time . . . provid[e] greater certainty to service providers concern-

ing their legal exposure for infringements that may occur in the course of
their activities.” H. Rep. No. 105-796, 105th Cong. 2d Sess. 1, 72 (1998).

217 U.S.C.A. § 512(c)(1).
BHendrickson v. eBay, Inc., 165 F. Supp. 2d 1082 (C.D. Cal. 2001).

®That section provides that a service provider may limit its liability
under the user storage limitation if it “does not have actual knowledge
that the material or an activity using the material on the system is infring-
ing.”
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provider responsible for infringing “material” stored and
displayed on the service provider’s website and (b) infringing
“activity using the material” on a service provider’s system,
such as merely listing infringing works for sale. Without cit-
ing Hendrickson, the Ninth Circuit subsequently agreed.*

In all cases, however, the material at issues must have
been stored at the direction of a user—not the service
provider itself or a third party.* In BWP Media USA, Inc. v.
Clarity Digital Group, LLC,** the Tenth Circuit broadly
construed the term user to apply to paid, independent
contractors who contributed articles that were solicited by
the service provider and posted on its site.*® In so ruling, the
court rejected the copyright owner’s argument that the term
user should exclude “an ISP’s owners, employees, and agents,
. . . [or] anyone who entered into a contract and received
compensation from an ISP.”® Instead, the appellate court
explained that “a ‘user’ is anyone who uses a website—no

80See Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1042
(9th Cir. 2013) (holding that section 512(c), by virtue of the express terms
of subsection 512(c)(1)(A)(i), “explicitly covers not just the storage of
infringing material, but also the infringing ‘activit[ies]’ that ‘us[e] the ma-
terial [stored] on the system or network.””).

$1Gee, e.g., Capitol Records, Inc. v. MP3Tunes, LLC, No. 07 Civ. 9931
(WHP), 2013 WL 1987225, at *6 (S.D.N.Y. May 14, 2013) (holding that
MP3Tunes was not entitled to the user storage safe harbor for album art
copied from Amazon.com because “while MP3Tunes’ cover art algorithm
retrieved and copied cover art solely in response to a user’s song collec-
tion, the cover art itself was provided by Amazon.com, not other MP3Tunes
users.”).

2BWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175
(10th Cir. 2016).

BAccording to the plaintiff, the service provider issued instructions
on the general topics Examiners were to write about, actively solicited
new articles, and suggested that Examiners include slide shows or pictures
to accompany articles. In rejecting plaintiff’s arguments, the court
explained that:
BWP. . . fails to explain how this evidence crosses the chasm between encourag-
ing the Examiners to post pictures with articles and encouraging Examiners to
post infringing content. Not only did AXS make clear copyright infringement
was prohibited, it also provided Examiners with licensed photographs to ac-
company their articles. No reasonable trier of fact could find that the infringe-
ment was at the direction of AXS.

BWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175, 1181

(10th Cir. 2016).

¥BWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175,
1180 (10th Cir. 2016).
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class of individuals is inherently excluded.”® Although it
ruled that the paid contributors were independent contrac-
tors, the court noted in dicta that even employees may be
users for purposes of section 512(c).*

On the other hand, the Ninth Circuit, in Mavrix Photo-
graphs, LLC v. LiveJournal, Inc.,*” held that whether mate-
rial submitted by users of the LiveJournal site qualified as
material stored at the direction of a user within the meaning
of the DMCA depended on whether volunteer, unpaid
moderators who reviewed user submissions under the direc-
tion of a LiveJournal employee, and approved them for post-
ing to the site, were acting as agents of LiveJournal such
that the user submissions were actually uploaded by
LiveJournal itself, rather than users.

The Ninth Circuit found the question raised a disputed
fact precluding summary judgment, where LiveJournal used
volunteer moderators to screen posts with varying levels of
authority. LiveJournal allowed “moderators” to review posts
to ensure that they contained celebrity gossip and did not
include pornography or harassing content. “Maintainers”
were given further authority to delete posts and remove
moderators. Finally, “owners” were authorized to remove
maintainers. While LiveJournal argued that it did not as-
sent to moderators acting on its behalf, the court found there
was a disputed issue of fact over whether moderators had
actual authority for purposes of establishing common law
agency.® In so ruling, the court explained that in evaluating
safe harbor protection under section 512(c), “public acces-

BBWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175,
1180 (10th Cir. 2016).

¥BWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175,
1181 (10th Cir. 2016).

Mavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045 (9th
Cir. 2017).

B\ avrix Photographs, LLC v. LivedJournal, Inc., 873 F.3d 1045,
1054-55 (9th Cir. 2017). The panel found the issue of control exercised by
LiveJournal was disputed. Moderators were free to leave, not required to
volunteer their time and could reject submissions for reasons other than
those provided by LivedJournal. On the other hand, the court found that
LiveJournal selected moderators, provided them with specific directions
and exercised some degree of control. The appellate panel also found that
at least some users believed that moderators acted with apparent author-
ity—although this should not be relevant to the question of whether user
material on the site was stored “at the direction of a user . . . .” 17
U.S.C.A. § 512(c). The proper focus of section 512(c) should be on direction
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sibility is the critical inquiry.”®

LiveJournal is wrongly decided in holding that agency
principles should control in evaluating whether material is
stored by a user or by the service itself. The relevant inquiry
under section 512(c) is not whether material is stored by a
user (or uploading vs. submission, in the language of the
court) but rather whether it is stored “at the direction of a
user . . . . ”* Thus, pre-upload review by a third party
reviewer, an independent contractor or even an employee
should not transform the nature of material if, prior to
review, a user directed that the material be stored. Whether

from the user, not the user’s perception of whether moderators are agents
of the site or independent third parties.

SMavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045, 1053
(9th Cir. 2017). The Ninth Circuit disagreed with the Tenth Circuit’s ap-
proach in BWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d
1175 (10th Cir. 2016) to the extent that BWP, in holding that even employ-
ees or agents could be users, conflicted with this Ninth Circuit panel’s
view that “common law principles of agency apply to the DMCA such that
a service provider is liable for the acts of its agents, including employees
. . . .” Mavrix Photographs, LLC v. LivedJournal, Inc., 873 F.3d 1045,
1053 n.8 (9th Cir. 2017).

The Ninth Circuit initially held that “posting rather than submis-
sion” was the critical issue, but subsequently withdrew and reissued its
opinion to clarify that “public accessibility” was the critical issue. See
Mavrix Photographs, LLC v. LiveJournal, Inc., 853 F.3d 1020, 1029-31
(9th Cir.), withdrawn and replaced by, 873 F.3d 1045, 1054-55 (9th Cir.
2017). In fact, the critical issue is whether the material was stored at the
direction of a user, not whether it was publicly accessible. The Ninth
Circuit’s analysis on this point is inconsistent with the plain terms of the
statute.

In view of its ruling on the issue of whether the volunteer modera-
tors acted as agents for LiveJournal, the appellate panel also vacated and
remanded the lower court’s order denying motions to compel responses to
interrogatories seeking discovery from LiveJournal’s unnamed volunteer
moderators. The appellate court directed that:

Whether the moderators are agents should inform the district court’s analysis
of whether Mavrix’s need for discovery outweighs the moderators’ interest in
anonymous internet speech. Given the importance of the agency analysis to the
ultimate outcome of the case, and the importance of discovering the modera-
tors’ roles to that agency analysis, the district court should also consider
alternative means by which Mavrix could formally notify or serve the modera-
tors with process requesting that they appear for their deposition at a date and
time certain.
873 F.3d at 1059-60; see generally infra § 37.02 (analyzing the opinion in
the context of the balancing test applied by courts in the Ninth Circuit in
seeking to unmask the identity of anonymous or pseudonymous actors
online).

%017 U.S.C.A. § 512(c) (emphasis added).
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material is directly uploaded by a user or by a reviewer
might be relevant if the statute focused on whether material
was stored by a user or the service provider. However, the
statute provides that the relevant consideration is whether
material is stored at the direction of a user, not by a user, so
it should not matter who actually stores it, so long as it is
stored at the user’s direction.

The statute likewise does not provide that the term user
should be construed narrowly or under principles of agency.
The Tenth Circuit’s analysis in BWP Media USA, Inc. v.
Clarity Digital Group, LLC, rather than the Ninth Circuit’s
construction in LivedJournal, is more consistent with the
plain terms of the statute.

In addition to narrowly construing the term user, the
Ninth Circuit, in dicta in LiveJournal, further elaborated on
how, on remand, the lower court should construe the term
“direction of the user.” The panel wrote that “accessibility-
enhancing activities” would not take a service provider
outside the safe harbor, but “extensive, manual, and substan-
tive activities” that go “beyond the automatic and limited
manual activities we have approved as accessibility-
enhancing” would mean the uploaded content was not stored
at the direction of a user.*' The court explained that “[plosts
are at the direction of the user if the service provider played
no role in posting them on its site or if the service provider
carried out activities that were “narrowly directed towards
enhancing the accessibility of the posts.”*? The panel
elaborated that

[a]ccessibility-enhancing activities include automatic pro-
cesses, for example, to reformat posts or perform some
technological change. Shelter Capital, 718 F.3d at 1020 (refer-
ring to accessibility-enhancing activities as those where the
service provider did “not actively participate in or supervise
file uploading”). Some manual service provider activities that
screen for infringement or other harmful material like
pornography can also be accessibility-enhancing. Id. at 1012
n.2. Indeed, § 512(m) of the DMCA provides that no liability
will arise from “a service provider monitoring its service or af-

"Mavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045, 1056
(9th Cir. 2017).

2\ avrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045, 1056
(9th Cir. 2017).
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firmatively seeking facts indicating infringing activity.” Id. at

1022 (quoting 17 U.S.C. § 512(m)).®

Needless to say, this analysis is unsupported by the plain
terms of the statute. It also constitutes terrible public
policy—by discouraging service providers from manually
reviewing material submitted by users for infringement or
harmful content, at least before the material is uploaded to
the site.*

LivedJournal was read more narrowly by a subsequent
Ninth Circuit panel in Ventura Content, Ltd. v. Motherless,

BMavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045, 1056
(9th Cir. 2017). In LiveJournal, the court found the issue disputed because
moderators manually reviewed submissions for their content (approving
only those posts relevant to “new and exciting celebrity gossip”) and
publicly posted only about one-third of them. Id. The court remanded with
instructions for the factfinder to determine “whether LiveJournal’s man-
ual, substantive review process went beyond the automatic processes we
have approved as accessibility-enhancing activities such that the posts
were still at the direction of the user.” Id. n.12.

*A narrow reading of LiveJournal could allow post-upload review,
but not pre-upload review, for material to qualify as stored “at the direc-
tion” of a user. Pre-upload review, under LiveJournal, could at the very
least create a factual question precluding summary judgment, if not
entirely taking material outside the safe harbor, if the upload process is
not automated. Post-upload review should not put in jeopardy the status
of material as stored “at the direction of a user” if the material is uploaded
automatically, rather than manually, by a site or service. Thus, LiveJour-
nal suggests that it would be better for a service provider to review mate-
rial after it has been uploaded, rather than to review submissions prior to
upload and manually determine which ones to post (even though there is
no basis in the language of the DMCA or its legislative history to counte-
nance this approach, which actually increases the likelihood that infring-
ing material will be uploaded to a site and potentially copied or further
distributed by other users before it is reviewed and proactively removed).

Yet, even post-upload review is not entirely risk free under LiveJour-
nal. If a reviewer inspects but fails to recognize and remove material, this
could raise questions about whether the service had knowledge or red flag
awareness of material reviewed but left online, depending on the facts of a
case. See infra § 4.12[6][C].

Ultimately, the safest approach for a service provider could be to
simply include a button next to each user submission for the community
to report material that appears to be infringing. In this way, the service
would escape entirely questions of knowledge or awareness by not review-
ing every user upload, even though there are both legal and business
reasons for many sites to take a more proactive approach, where it is
feasible to do so (including to negate any inference of willful blindness,
even though under section 512(m) service providers have no obligation to
proactively monitor for infringement). See infra § 4.12[6][C].

Pub. 12/2021 4-637

PAGE PROOFS - SUBJECT TO REVISION
© 2022 lan C. Ballon, www.lanBallon.net



4.12[6]1[A] E-CoMMERCE AND INTERNET Law

Inc.,” which held LiveJournal inapplicable where a service
provider monitors uploaded content solely to screen for ille-
gal material, rather than to apply a discretionary standard
of what type of material to allow to be posted to a site. In
Motherless, defendant Lange had uploaded 700,000 files from
a previous website, Hidebehind.com, when he established
the Motherless website in 2008. By the time of the lawsuit,
these files amounted to 6% of the content on the site. The
court emphasized, however, that none of the 33 video clips at
issue in the suit had been uploaded by Lange or his one
contractor. Nor was there any evidence that any of the
700,000 files transferred from Hidebehind.com were
infringing.

The panel explained that section 512(m) requires that the
DMCA not be construed to eliminate safe harbor protection
for monitoring for infringement or disabling access to illegal
material. In Motherless, the service provider had adopted a
policy that anything legal would remain on the site. Lange
and his contractor screened out child pornography, which is
illegal under U.S. law, and bestiality, which is prohibited by
some European countries. The panel explained that it found
it “counterintuitive, to put it mildly, to imagine that
Congress intended to deprive a website of the safe harbor
because it screened out child pornography and bestiality
rather than displaying it.”* Instead, it “read section 512(m)
to say that Congress expressly provided that such screening
does not deprive a website of safe harbor protection.” The
court also rejected plaintiff’'s argument that by using
software to highlight the “Most Popular” material, and by
giving credits to users who posted the most material, Mother-
less was responsible for user uploads, as inconsistent with
UMG as well as “inconsistent with the meaning of the words
‘at the direction of the user’ ”*

Thus, as modified by Motherless, LiveJournal appears to
apply only where a site or its agents potentially pick and

SVentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 604-08 (9th
Cir. 2018).

®Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 605 (9th Cir.
2018).

MVentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 605 (9th Cir.
2018).

BVentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 606 (9th Cir.
2018).
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choose which user submitted content to be displayed on a
site based on subjective criteria. Where material is reviewed
solely for compliance with the law, Motherless holds that a
service provider will not be deprived of potential safe harbor
protection for material stored “at the direction of a user”
solely for undertaking this type of review.

Subsequently, a district court in the Southern District of
New York (in the Second Circuit) granted summary judg-
ment for Oath, holding that a user-submitted photo added to
a Huffington Post article by the user constituted material
stored at the direction of a user notwithstanding “cursory
screening” by Oath for offensive and illegal content, and
Oath’s addition of content tags and related video links.*

The Second Circuit, while not specifically addressing the
Ninth Circuit’s analysis, added its own potential wrinkle to
the definition of what constitutes material stored at the
direction of a user in BWP Media USA Inc. v. Polyvore, Inc.,*
in which one member of the appellate panel that decided the
case raised the specter of a service provider losing DMCA
protection for making more than one copy of user-submitted
content. In Polyvore, the Second Circuit remanded the case
for consideration of whether the service provider could be
held directly liable for making additional copies of user-
uploaded photographs, in a case where the district court had
not needed to address the issue of the provider’s possible
entitlement to the DMCA safe harbor (because it entered
summary judgment for the defendant on different grounds)
and where the appellate panel lacked a sufficiently detailed
factual record to evaluate its potential entitlement. The
Second Circuit did not hold that a service provider could lose
safe harbor protection for making multiple copies, but this
possibility was suggested by one of the judges in a concur-
ring opinion.

Polyvore is a messy decision. It includes a short per curiam
opinion, remanding the case for consideration of the ap-
plicability of the DMCA without any direction on this issue,
and three separate concurring opinions—one by each
member of the appellate panel—addressing different aspects
of the decision where there was disagreement.

*9See Downs v. Oath Inc., 385 F. Supp. 3d 298, 303-05 (S.D.N.Y. 2019)
(granting summary judgment for Oath on its entitlement to the DMCA
safe harbor).

SBWP Media USA Inc. v. Polyvore, Inc., 922 F.3d 42 (2d Cir. 2019).
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Judge Walker, in his concurring opinion, wrote that mak-
ing copies “solely to facilitate user access” was protected by
the safe harbor, but considered there to be a factual question
over whether copies beyond the first copy made by Polyvore
were made “solely to facilitate access by users” because
Polyvore, as the party with the burden of proof to establish
its entitlement to the safe harbor, had not pointed to evi-
dence in the record explaining why these copies had been
made.®" Polyvore, through its “Clipper” tool, allowed users to
“clip” images from other websites that they could store,
modify, crop, or superimpose on top of other images to make
a digital photo collage. Polyvore’s software, in turn, automati-
cally made multiple copies of each image in varying sizes,
each of which was assigned a unique URL on the site.

Judges Newman and Pooler did not address this issue in
their separate opinions, and agreed with Judge Walker only
to the extent that they concurred that remand to the district
court was appropriate to evaluate Polyvore’s entitlement to
the DMCA safe harbor. Judge Pooler, however, expressed
skepticism that Polyvore’s practice of automatically making
multiple copies of images should result in liability, in
discussing the volitional conduct requirement for direct in-
fringement,” which by analogy should be relevant as well to
safe harbor analysis. Judge Pooler cited the amicus curiae
brief of the Electronic Frontier Foundation for the proposi-
tion that it was “routine” and “very common” for websites to
automatically generate copies of images in different sizes to
allow users to view images on various devices, questioning
the logic of treating a single copy as protected but further
copies as potentially infringing.”® By extension, there does
not appear to be any logical reason to treat an initial copy as
material stored at the direction of a user but to treat
subsequent copies automatically generated on the same site
as potentially stored without user direction. Likewise, there
is nothing in the DMCA or its legislative history to support
Judge Walker’s crimped view that the safe harbor applies
solely to copies made to facilitate user access. Ultimately,
Judge Walker’s lone concurrence should not be viewed as

SIBWP Media USA Inc. v. Polyvore, Inc., 922 F.3d 42, 58 (2d Cir.
2019) (Walker, J. concurring).

2See supra § 4.11[2] (analyzing direct liability).

%See BWP Media USA Inc. v. Polyvore, Inc., 922 F.3d 42, 69 (2d Cir.
2019) (Pooler, J. concurring).
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persuasive authority.

Notwithstanding some aberrational viewpoints on what
constitutes material stored at the direction of a user, Second
and Ninth Circuit case law is actually very favorable to ser-
vice providers. Where applicable, both the Second and Ninth
Circuits have construed the user storage safe harbor broadly
to apply not only literally to the act of a user storing mate-
rial but to any instance where liability is sought to be
imposed “by reason of the storage at the direction of a user
of material that resides on a system or network controlled or
operated by or for the service provider . . . .”* In parallel
cases involving user generated video sites, both circuits re-
Jected the argument that transcoding videos uploaded by us-
ers—or converting them into a standard display format so
that they could be viewed by other users regardless of the
software used to create the video—and creating a “playback”
feature (delivering a copy of a video to a user’s browser cache
so that an uploaded video, once transcoded, could be viewed
by others), transformed the uploaded works from material
stored at the direction of a user (and therefore subject to the
safe harbor) into new works for which the site itself could be
held liable.*

The Second Circuit further held that YouTube’s “related
video” function—which displayed thumbnail images of clips
determined automatically by a search algorithm to be “re-
lated” to a video selected for viewing by a user—did not bring
YouTube outside the safe harbor, but remanded for further
consideration the narrow question of whether third-party
syndication of videos uploaded to YouTube was covered by
the DMCA’s user storage safe harbor (if in fact any of the
videos at issue had been syndicated, which was a fact issue
to be considered on remand).®® On remand, the district court
held that YouTube’s practice of syndicating user content to
third-party mobile providers did not take YouTube outside
the safe harbor because the videos syndicated to Apple, Sony,
Panasonic, TiVo and AT&T remained stored on YouTube’s
servers and merely provided an alternative way to view ma-

%17 U.S.C.A. § 512(c)(1).

%See Viacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19, 38-40 (2d Cir.
2012); UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 101520 (9th Cir. 2013).

%See Viacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19, 38-40 (2d Cir.
2012).
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terial stored by users.”

The Ninth Circuit did not address the “related video”
feature or syndication, but did consider other functions of a
user generated video site, holding that a service provider did
not lose safe harbor protection for creating chunked and
flash files or allowing users to stream or even download
videos from the site.*®

The Second and Ninth Circuits have, in effect, set a bright
line standard for determining whether a service provider is
entitled to the user storage liability created by section 512(c)
for material initially stored by a user which looks to whether
liability is sought to be imposed “by reason of” material
stored “at the direction of a user”—and not what the site or
service does with the material once stored by a user, or
where on a site or service it is stored (or how prominently),
so long as it “resides on a system or network controlled or

¥See Viacom Int’l, Inc. v. YouTube, Inc., 940 F. Supp. 2d 110, 122-23
(S.D.N.Y. 2013). YouTube’s syndication agreements with these companies
allowed them to access videos directly from YouTube’s servers to make
user-submitted videos accessible to their customers using mobile devices,
tablets and Internet-enabled television sets. Pursuant to these agree-
ments, YouTube automatically transcoded user-uploaded videos into
formats compatible with third party devices. YouTube’s standard syndica-
tion licenses involved “no manual selection of videos by YouTube, and the
videos accessible via the third-party devices at all times remain[ed] stored
on and accessed only from YouTube’s system.” Id. at 122. Judge Stanton
therefore concluded that “[t]his ‘syndication’ serves the purpose of § 512(c)
by ‘providing access to material stored at the direction of users,. . . and
entails neither manual selection nor delivery of videos.” Id. (citations
omitted). In rejecting Viacom’s argument that YouTube’s syndication agree-
ments took YouTube outside the safe harbor because the agreements were
entered into for YouTube’s own business purposes, Judge Stanton wrote
that “the critical feature of these transactions is not the identity of the
party initiating them, but that they are steps by a service provider taken
to make user-stored videos more readily accessible (without manual
intervention) from its system to those using contemporary hardware. They
are therefore protected by the § 512(c) safe harbor.” Id. at 123.

Judge Stanton did not address YouTube’s separate practice of manu-
ally selecting videos to copy and remove from YouTube’s system, which
were hand delivered to Verizon to make available on its own system,
because none of the allegedly infringing videos at issue in the case had
been syndicated to Verizon. See id. at 122.

8See UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 101520 (9th Cir. 2013).

%917 U.S.C.A. § 512(c)(1).
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operated by or for the service provider . . . .”®® The Ninth
Circuit explicitly, and the Second Circuit implicitly, apply a
broad “but for” standard of general causation, rather than a
proximate cause test, in evaluating whether a claim is based
on material stored at the direction of a user, and therefore
subject to the safe harbor.®' If, but for the act of user storage,
a service provider would not be exposed to liability for copy-
right infringement, then the service provider is entitled to
the safe harbor (assuming it meets the other requirements
for eligibility) regardless of what else it does with the mate-
rial stored by the user on its site or service. To benefit from
the liability limitation, a claim need not relate narrowly to a
user’s act of storing material. Rather, the safe harbor applies
if liability is premised on material that was stored at the
direction of a user. Accordingly, a service provider that
otherwise meets the eligibility requirements for the safe
harbor will be insulated from liability for material stored at
the direction of a user regardless of whether it is buried in a
private storage locker in the cloud or prominently featured
for public display on the homepage of a website®*—or
anywhere in between—and may be made available for users
to stream (and in the Ninth Circuit, even download),
provided that liability is premised on material stored at the
direction of a user and the service provider does not do
something with the material to bring itself outside the safe
harbor, such as compiling user material for distribution on a
DVD or broadcast television or otherwise outside of “a system
or network controlled or operated by or for the service

017 U.S.C.A. § 512(c)(1).

' This analogy was articulated expressly by the Ninth Circuit. See
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006,
1017 n.6 (9th Cir. 2013). It is also consistent with the way the Second
Circuit construed the DMCA’s user storage safe harbor in Viacom Int’l,
Inc. v. YouTube, Inc., 676 F.3d 19 (2d Cir. 2012); see also BWP Media USA,
Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175, 1180-82 (10th Cir. 2016)
(broadly defining user for purposes of storage “at the direction of a user,”
in affirming summary judgment for the operator of Examiner.com based
on its entitlement to the DMCA safe harbor).

%21 material that appears to be infringing is prominently made avail-
able on a site or service it could raise red flag awareness issues if observed
by a service provider’s employees and not removed (see infra § 4.12[6][C]),
but the prominence of its display would not change its character as mate-
rial stored at the direction of a user.
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provider . . .,”® beyond which DMCA safe harbor protection
does not extend.®

8317 U.S.C.A. § 512(c)(1).

®In another case, the Ninth Circuit went further, ruling that the
user storage safe harbor potentially even applies in narrow circumstances
where the infringing material itself is not resident on a defendant’s
“system or network” because subsection 512(c)(1)(A)(1) “explicitly covers
not just the storage of infringing material, but also the infringing ‘activi-
tlies]’ that ‘us[e] the material [stored] on the system or network.”” Colum-
bia Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1042 (9th Cir. 2013)
(explaining that “the infringing activity associated with Fung—the peer-
to-peer transfer of pirated content—relied upon torrents stored on Fung’s
websites.”). In the context of the Fung case itself, however, this analysis
was faulty. Section 512(c), by its terms, is limited to situations where li-
ability is based on “storage at the direction of a user of material that
resides on a system or network controlled or operated by or for the service
provider . . . .” 17 U.S.C.A. § 512(c)(1). The reference to activity in sec-
tion 512(c)(1)(A)(i) accounts for the fact that the material residing on a
system or network may not inherently be infringing. For example, a user
lawfully may store a copy of a work in a cloud storage locker, but the act
of selling access to that otherwise noninfringing copy to numerous third
parties may amount to infringing activity in the form of unauthorized
reproduction of an otherwise noninfringing copy. Hence, section
512(c)(1)(A)(1) stipulates that to be entitled to the safe harbor a service
provider may “not have actual knowledge that the material or an activity
using the material on the system or network is infringing . . . .” Id.
§ 512(c)(1)(A)(1) (emphasis added). This statement of one of several eligibil-
ity requirements for the safe harbor cannot reasonably be seen to modify
the unambiguous provision at the outset of section 512(c)(1) that, if the
various eligibility requirements (including section 512(c)(1)(A)(1)) are met,
a service provider “shall not be liable for monetary relief, or, except as
provided in subsection (j), for injunctive or other equitable relief, for in-
fringement of copyright by reason of the storage at the direction of a user
of material that resides on a system or network controlled or operated by
or for the service provider . . . .” Id. § 512(c)(1) (emphasis added).

Even if this were not the case, the Ninth Circuit’s implicit defini-
tion of material to include torrent files, rather than material that may be
infringed or infringing (or form the basis for liability for infringement),
does not make sense in the context of section 512(c). Section 512(c)(1)(A)(),
by its terms, requires that any “activity” involve material on the service
provider’s system or network. See id. § 512(c)(1)(A)(i) (mandating that a
service provider “not have actual knowledge that the material or an activ-
ity using the material on the system or network is infringing . . .”;
emphasis added). While liability for copyright infringement could be
imposed for activities that use torrent files stored on a defendant’s serv-
ers, the safe harbor, by its terms, applies where liability is premised on
“infringement of copyright by reason of the storage at the direction of a
user of material that resides on a system or network controlled or oper-
ated by or for the service provider . . . .” Id. § 512(c)(1) (emphasis added).
The “materials” identified by the Ninth Circuit in Fung were tracker files,
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Case law on the scope of the user storage liability limita-

which are index files that enable works to be assembled using the BitTor-
rent file sharing protocol but which themselves contain no copyrighted
content. See Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020,
1027 (9th Cir. 2013). Torrent files on their own are more akin to links (or
“information location tools,” covered by section 512(d)) since they do not
contain copyrighted material. Liability in Fung was not pursued by
plaintiffs by reason of the storage of tracker files, but based on active
inducement by the defendants (see supra § 4.11[5]), of which the presence
of tracker files was merely once component that alone could not have
formed the basis for copyright liability.

By contrast, in Hendrickson v. eBay, Inc., 165 F. Supp. 2d 1082
(C.D. Cal. 2001), the district court found that the DMCA applied to sales
by eBay where the activity was “infringing activity—the sale and distribu-
tion of pirated copies of ‘Manson’ [a DVD]—using ‘materials’ posted eBay’s
website [a user’s sales listing] . . . .” Id. at 1088. Unlike the presence of
trackers in Fung, the material at issue in Hendrickson was the basis for
plaintiff’'s copyright infringement suit. But for those listings, eBay could
not have been held liable. On the other hand, in Fung, even without the
presence of tracker files stored by users the defendants still would have
been found liable for copyright inducement. See supra § 4.11[5] (discussing
the Fung case in greater detail).

The district court in Fung ultimately may have been correct in
concluding that section 512(c) simply was inapplicable in Fung. While the
Ninth Circuit was correct in noting that section 512(c) is not limited to
material stored on a defendant’s server (because the statute, by its terms,
references a “system or network controlled or operated by or for the ser-
vice provider, . . .” id. § 512(c)(1)), the panel’s interpretation that section
512(c) extends to activities that use material (with material defined
broadly to mean torrent files, and not more narrowly material for which
direct copyright liability may be imposed), based on language used in a
subsection defining an eligibility requirement for the safe harbor, appears
to be incorrect.

It may be possible that on these facts or others that a “system or
network” could be construed to cover BitTorrent trackers or swarms or
other systems or networks where collectively material is stored in pieces
and thereafter reassembled. The mere reference in section 512(c)(1)(A)(i)
to an activity, however, is not the proper rationale for holding that the
user storage safe harbor may be applicable in a case where merely some
torrents may have been stored on Fung’s website.

In Masck v. Sports Illustrated, 5 F. Supp. 3d 881, 888 (E.D. Mich.
2014), the court, without much elaboration, denied Walmart’s motion for
summary judgment on its entitlement to the DMCA safe harbor, seem-
ingly crediting the plaintiff’s argument that unlike Amazon.com, Walmart
operates both online and in physical stores, and that the DMCA safe
harbor may not be available for retail operations in the physical world, al-
though the court was not entirely clear on the basis for its denial.

Similarly, in Atari Interactive, Inc. v. Redbubble, Inc., 515 F. Supp.
3d 1089, 1114 (N.D. Cal. 2021), the court ruled, without much analysis,
that print-on-demand service Redbubble was not entitled to safe harbor
protection because, although the images at issue had been uploaded by
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tion for user-uploaded video sites evolved from a pair of Cal-
ifornia district court rulings in 2008, both of which shaped
the law in the Ninth Circuit and were subsequently relied
upon by the Second Circuit as well. In the first case to
consider the applicability of the DMCA user storage safe
harbor to a user generated video site, o Group, Inc. v. Veoh
Networks, Inc.,”* Northern District of California Magistrate
Judge Howard Lloyd rejected the argument that a service
provider’s actions in transcoding user submitted videos
changed the character of the material from that stored at
the direction of a user (and therefore within the safe harbor)
to material that “resides on the system or network operated
by or for the service provider through its own acts or deci-
sions and not at the direction of a user.”®® Among other
things, Veoh transcoded uploaded videos so that they would
play in flash format. It also extracted a still image from the
video that it displayed along with information about the
video to more effectively index the videos. The court,
however, held that Veoh was not disqualified from the protec-
tions of the safe harbor on these grounds.

In granting summary judgment for the defendant based
on its entitlement to the DMCA user storage safe harbor,
Magistrate Judge Lloyd ruled that the “structure and
language” of the safe harbor make clear that section 512(c)
is “not limited to merely storing material.”®” Judge Lloyd
noted that whereas the definition of service provider for
purposes of the “conduit only” functions under section

third party artists to the Redbubble platform, Redbubble had not met its
burden on summary judgment to establish that the images were stored
“at the direction of the user” because “Redbubble actively participate[d] in
modifying the files uploaded by users to display the designs on Redbubble-
selected physical products.” Id. This analysis is suspect, however, given
the broad but for analysis adopted by the Ninth Circuit (which was not
discussed in the opinion, and may not have been raised in Atari). See
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006,
1017 n.6 (9th Cir. 2013). It is likewise difficult to reconcile this holding
with Shelter Capital given the similarity between automated print-on-
demand services and the downloading approved of by the Ninth Circuit in
that case. See id. at 1015-20.

1o Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132 (N.D.
Cal. 2008).

) Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1146
(N.D. Cal. 2008) (quoting legislative history).

To Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1147
(N.D. Cal. 2008).
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512(a)®® is very narrow (only applying to an entity “offering
the transmission, routing, or providing of connections for
digital online communications, between or among points
specified by a user, of material of the user’s choosing, without
modification to the content of the material as sent or re-
ceived”),®® “no such limitation as to the modification of mate-
rial is included in the broader definition of ‘service provider,” ”
that is applicable under section 512(c),” which the parties
stipulated applied to Veoh. The court concluded that “[h]ad
Congress intended to include a limitation as to a service
provider’s modification of user-submitted information, it
would have said so expressly and unambiguously.”’

Judge Lloyd also noted that case law supported “the
conclusion that Veoh is not precluded from [the] safe harbor
under Section 512(c) by virtue of its automated processing of
user-submitted content.””® He explained that in CoStar
Group, Inc. v. LoopNet, Inc.,”® the court held that the
defendant was entitled to the user storage limitation even
though its employees manually reviewed photos submitted
by users and posted to the website only those that met the
defendant’s criteria (photos that depicted real estate and did
not appear to be obviously copyrighted). Judge Lloyd
explained that the LoopNet court “concluded that the photos
were uploaded, in the first instance, at the volition of users
and that defendant’s employees simply performed a ‘gateway’
function that furthered the goals of the DMCA.”™

%8Gee supra § 4.12[4].
%9586 F. Supp. 2d at 1147, quoting 17 U.S.C.A. § 512(k)(1)(A)
(emphasis added by the court).

017 U.S.C.A. § 512(k) creates two different definitions for service
provider, a broad one generally applicable to the various DMCA safe
harbors and a narrower one applicable only to the transitory digital
network communications safe harbor created by section 512(a). See gener-
ally supra § 4.12[2].

"Io Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1147
(N.D. Cal. 2008).

o Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1147
(N.D. Cal. 2008).

BCoStar Group Inc. v. LoopNet, Inc., 164 F. Supp. 2d 688 (D. Md.
2001), affd, 373 F.3d 544, 556 (4th Cir. 2004).

) Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1147-48
(N.D. Cal. 2008), citing CoStar Group Inc. v. LoopNet, Inc., 164 F. Supp.
2d 688, 702 (D. Md. 2001), aff'd on other grounds, 373 F.3d 544 (4th Cir.
2004).
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In Io Group, Inc. v. Veoh Networks, Inc., Judge Lloyd
similarly reasoned that Veoh had simply established a
system whereby software automatically processes user-
submitted content and recasts it in a format that is readily
accessible to users. Veoh preselects the software parameters

. . [b]Jut Veoh does not itself actively participate or
supervise the uploading of files. Nor does it preview or select
the files before the upload is completed. Instead, video files
are uploaded through an automated process which is initi-
ated entirely at the volition of Veoh’s users.”

Later that year, in UMG Recordings, Inc. v. Veoh Networks,
Inc.,”® Judge Howard Matz of the Central District of Califor-
nia, denied Universal Music Group’s motion for partial sum-
mary judgment in its suit against Veoh, based on an even
broader challenge to its entitlement to the user storage li-
ability limitation, in an opinion that subsequently was af-
firmed by the Ninth Circuit in 2013.”” Whereas Io Group
involved the issue of transcoding (or creating flash-formatted
copies of video files), UMG argued that four of the things
Veoh did to uploaded videos to make them viewable and
downloadable on its site (including transcoding) did not
involve “storage” and were not undertaken “at the direction
of a user.” Specifically, UMG challenged software functions
that: (1) automatically created “flash-formatted” copies of
video files uploaded by users; (2) automatically created cop-
ies of uploaded video files that were comprised of smaller
256-kilobyte “chunks” of the original file; (3) allowed users to
access uploaded videos via streaming; and (4) allowed users
to download entire video files. While the court did not ad-
dress the question of whether these functions were actually
infringing, Judge Matz noted that it was undisputed that all

"o Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1148
(N.D. Cal. 2008).

UMG Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d 1081
(C.D. Cal. 2008), aff'd sub nom. UMG Recordings, Inc. v. Shelter Capital
Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

""The Ninth Circuit originally affirmed Judge Matz’s decision in UMG
Recordings, Inc. v. Shelter Capital Partners LLC, 667 F.3d 1022 (9th Cir.
2011), which was withdrawn and replaced by a new opinion on motion for
reconsideration in light of the Second Circuit’s disagreement with Shelter
Capital Partners on the issue of what constitutes right and ability to
control. The panel’s subsequent opinion affirming Judge Matz’s order
revised its prior analysis to conform to the Second Circuit. See UMG
Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th Cir.
2013).
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of these software functions were directed toward facilitating
access to materials stored at the direction of users.

In denying UMG’s motion, the district court rejected
UMG’s argument for a narrow interpretation of the user
storage liability limitation that would have extended protec-
tion to operational features only if they provided or consti-
tuted storage. Judge Matz did not deem it necessary to define
the outermost limits of the safe harbor, but agreed with Veoh
that the language of section 512(c) is “broad” and that Veoh
was not disqualified from protection because of automated
processing of user uploaded material to allow users to be
able to view and access it when stored on Veoh’s site. He
explained that:

The critical statutory language really is pretty clear. Common
sense and widespread usage establish that “by reason of”
means “as a result of” or “something that can be attributed
to.” So understood, when copyrighted content is displayed or
distributed on Veoh it is “as a result of” or “attributable to”
the fact that users uploaded the content to Veoh’s servers to
be accessed by other means. If providing access could trigger
liability without the possibility of DMCA immunity, service
providers would be greatly deterred from performing their ba-
sic, vital and salutary function—namely, providing access to
information and material for the public.”®

Judge Matz noted that section 512(c) “codifies the ‘notice
and takedown’ procedure Congress instituted so that service
providers and copyright owners could cooperate to protect
copyrights.””® Under UMG’s theory, he wrote, the “ ‘safe
harbor’ would in fact be full of treacherous shoals if the copy-
right owner still could recover damages because the service
provider remained liable for having provided access to the
stored material that had been removed.”

Judge Matz found that the legislative history and case
law®® bolstered his interpretation of the plain text of section
512(c), which he found “extend[s] to functions directly

BUMG Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d 1081,
1089 (C.D. Cal. 2008), aff’d sub nom. UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

UMG Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d 1081,
1089 (C.D. Cal. 2008), aff’d sub nom. UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

88ee UMG Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d
1081, 1091-92 (C.D. Cal. 2008) (discussing prior case law), aff’'d sub nom.
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th
Cir. 2013).
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involved in providing access to material stored at the direc-
tion of a user.”® Citing to the House Report’s explanation
that section 512 was intended to preserve strong incentives
for service providers and copyright owners to cooperate to
detect and deal with copyright infringement, he wrote that
“this cooperative process would be pointless if service provid-
ers who provide access to material stored on their systems at
the direction of users were precluded from limiting their
potential liability merely because their services enabled us-
ers to access such works.” The threat of this liability “would
create an enormous disincentive to provide access, thereby
limiting the ‘variety and quality of services on the
Internet.” 7%

The following year, Judge Matz granted summary judg-
ment in favor of Veoh, finding that the DMCA user storage
safe harbor insulated Veoh from all of UMG’s copyright
claims.®

On appeal, the Ninth Circuit characterized the question as
“whether the functions automatically performed by Veoh’s
software when a user uploads a video fall within the mean-
ing of ‘by reason of the storage at the direction of a user.” ”®
The appellate panel answered this question in the affirma-
tive, rejecting UMG’s argument that storage did not encom-

e Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d 1081,
1090 (C.D. Cal. 2008), aff’d sub nom. UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

e Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d 1081,
1091 (C.D. Cal. 2008), aff’d sub nom. UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

Buma Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d 1081
(C.D. Cal. 2008) (citing S. Rep. 105-190, at 8 (“In the ordinary course of
their operations service providers must engage in all kinds of acts that ex-
pose them to potential copyright infringement liability . . . . [Bly limiting
the liability of service providers, the DMCA ensures that the efficiency of
the Internet will continue to improve and that the variety and quality of
services on the Internet will continue to expand.”)), aff'd sub nom. UMG
Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th Cir.
2013).

8See UMG Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d
1099 (C.D. Cal. 2009) (granting Veoh’s motion for summary judgment,
holding that Veoh was entitled to the DMCA safe harbor), aff'd sub nom.
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th
Cir. 2013).

BUMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1015 (9th Cir. 2013).
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pass the automatic processes undertaken by Veoh to allow
public access to user-uploaded videos, based on the court’s
reading of “the language and structure of the statute, as well
as the legislative intent that motivated its enactment
. .”% Although the Ninth Circuit did not identify the
outer reaches of the term by reason of the storage at the
direction of a user, in rejecting UMG’s argument for a nar-
row construction the appellate panel implied in dicta that
“by reason of” in the context of the DMCA “should be read to
require only ‘but for’ rather than proximate causation.”’

Judge Raymond C. Fisher, writing for himself and Judges
Harry Pregerson and Marsha S. Berzon, emphasized that
their doubts about UMG’s narrow reading of the statutory
term were confirmed by the fact that UMG’s interpretation
would lead to internal statutory conflicts:

By its terms, § 512(c) presupposes that service providers will
provide access to users’ stored material, and we would thus
contravene the statute if we held that such access disqualified
Veoh from the safe harbor. Section 512(c) codifies a detailed
notice and takedown procedure by which copyright holders
inform service providers of infringing material accessible
through their sites, and service providers then “disable access
to” such materials. 17 U.S.C. § 512(c)(1)(A)(ii), (e)(1)(C) &
(c)(3)(A)(iii) (emphasis added). This carefully considered
protocol, and the statute’s attendant references to “disabl[ing]
access” to infringing materials, see id., would be superfluous if
we accepted UMG’s constrained reading of the statute. See
Greenwood v. CompuCredit Corp., 615 F.3d 1204, 1209 (9th
Cir. 2010) (“We must, if possible, interpret a statute such that
all its language is given effect, and none of it is rendered
superfluous.” (citing TRW Inc. v. Andrews, 534 U.S. 19, 31
(2001))). Indeed, it is not clear how copyright holders could

8UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1016 (9th Cir. 2013).

¥UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1017 n.6 (9th Cir. 2013) (citing and discussing cases interpreting
similar language in other statutes). The court explained that:
“‘But for’ causation is a short way of saying ‘[t]he defendant’s conduct is a
cause of the event if the event would not have occurred but for that conduct.” It
is sometimes stated as ‘sine qua non’ causation, i.e., ‘without which not . . . .”
Boeing Co. v. Cascade Corp., 207 F.3d 1177, 1183 (9th Cir. 2000). “In determin-
ing whether a particular factor was a but-for cause of a given event, we begin
by assuming that that factor was present at the time of the event, and then
ask whether, even if that factor had been absent, the event nevertheless would
have transpired in the same way.” Price Waterhouse v. Hopkins, 490 U.S. 228,
240 (1989) (plurality opinion) . . . .

Id.
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even discover infringing materials on service providers’ sites
to notify them as the protocol dictates if § 512(c) did not con-
template that there would be access to the materials.?®

The appellate panel likewise rejected what it character-
ized as UMG’s “novel theory” that Congress intended for the
user storage safe harbor to apply only to web hosting ser-
vices, citing the Electronic Frontier Foundation’s amicus cu-
riae brief for the proposition that “these accessing activities
define web hosting—if the web host only stored information
for a single user, it would be more aptly described as an
online back-up service.”®® The panel emphasized that the
language of the statute itself contemplated activities that
went beyond mere storage in immunizing both infringing
material and activity®® and in providing that, to comply with
the safe harbor for infringing activity, service providers must
remove or disable access to allegedly infringing material,
“suggesting that if the material were still being stored by
the service provider, but was inaccessible, it might well not
be infringing.”' The court also noted that if Congress had
wanted to confine section 512(c) exclusively to web hosts,
rather than reach a wider range of service providers, it likely
would have made that clear in the definition of service
provider which is narrowly defined only for section 512(a)
(the safe harbor for routing) but more broadly defined for the
other safe harbors, including section 512(c).** Quoting from
Judge Lloyd’s opinion in Io Group, Inc. v. Veoh Networks,
Inc., the Ninth Circuit concluded that:

“Veoh has simply established a system whereby software

automatically processes user-submitted content and recasts it

in a format that is readily accessible to its users.” Id. at 1148.

Veoh does not actively participate in or supervise file upload-

ing, “[n]or does it preview or select the files before the upload

is completed.” Id. Rather, this “automated process” for making
files accessible “is initiated entirely at the volition of Veoh’s

users.” Id.; see also CoStar Grp., Inc. v. LoopNet, Inc., 373

BUMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1018 (9th Cir. 2013).

®uMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1018 (9th Cir. 2013).

9Gee 17 U.S.C.A. §§ 512(c)(1)(A)1), 512(c)(1)(A)i).

UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1019 (9th Cir. 2013), citing 17 U.S.C.A. § 512(c)(1)(A)(iii).

2UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1019 & n.9 (9th Cir. 2013), citing 17 U.S.C.A. §§ 512(k)(1)(A), 512(k)
(1)(B).
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F.3d 544, 555 (4th Cir. 2004). We therefore hold that Veoh has
satisfied the threshold requirement that the infringement be
“by reason of the storage at the direction of a user of material”
residing on Veoh’s system. 17 U.S.C. § 512(c)(1).%

The Second Circuit, in Viacom Int’l, Inc. v. YouTube, Inc.,*
likewise relied on Judge Lloyd’s analysis in o Group, Inc. v.
Veoh Networks, Inc.,”® as well as the Ninth Circuit’s decision
in UMG Recordings, Inc. v. Shelter Capital Partners LLC*®
and district court Judge Matz’s earlier opinion in that case,
in construing the term by reason of storage similarly
broadly.” Circuit Judge José Cabranes, on behalf of himself
and Judge Livingston,®® cited Io Group for the proposition
that “service providers seeking safe harbor under [section]
512(c) are not limited to merely storing material.”®® The
panel also cited the broader definition of service provider ap-
plicable to the user storage safe harbor as evidence that sec-
tion 512(c) “is clearly meant to cover more than mere storage
lockers.”’® The panel further explained that section 512(c)
“extends to software functions performed for the purpose of
facilitating access to user-stored material.”""'

BUuMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1020 (9th Cir. 2013), quoting Io Group, Inc. v. Veoh Networks, Inc.,
586 F. Supp. 2d 1132, 1148 (N.D. Cal. 2008).

*Viacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19 (2d Cir. 2012).

0 Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132 (N.D.
Cal. 2008).

%UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006 (9th Cir. 2013).

"Viacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19, 38-40 (2d Cir. 2012).

98Judge Roger J. Miner, who had also been assigned to the panel,
passed away prior to the resolution of the case. See Viacom Int’l, Inc. v.
YouTube, Inc., 676 F.3d 19, 25 n.1 (2d Cir. 2012).

Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 39 (2d Cir. 2012),
quoting Io Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1147
(N.D. Cal. 2008).

19iacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 39 (2d Cir. 2012),
quoting UMG Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d
1081, 1088 (C.D. Cal. 2008), aff’d sub nom. UMG Recordings, Inc. v. Shelter
Capital Partners LLCC, 718 F.3d 1006 (9th Cir. 2013).

"YViacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 39 (2d Cir. 2012),
quoting UMG Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d
1081, 1088 (C.D. Cal. 2008), aff’d sub nom. UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013) and citing UMG
Recordings, Inc. v. Shelter Capital Partners LLC, 667 F.3d 1022, 1031-35
(9th Cir. 2011), opinion withdrawn and replaced, 718 F.3d 1006 (9th Cir.

Pub. 12/2021 4-653

PAGE PROOFS - SUBJECT TO REVISION
© 2022 lan C. Ballon, www.lanBallon.net



4.12[61[A] E-CoMMERCE AND INTERNET Law

The Second Circuit panel held that three of YouTube’s
challenged software functions—transcoding videos into a
standard display format, playback, which allowed users to
view videos on “watch” pages, and the “related videos” func-
tion, which automatically displayed thumbnail images of re-
lated videos—did not cause YouTube to lose safe harbor
protection.

With respect to transcoding and playback, the Second
Circuit agreed with the Ninth Circuit in Shelter Capital and
district court Judge Louis L. Stanton’s decision below that
“to exclude these automated functions from the safe harbor
would eviscerate the protection afforded to service providers
by § 512(c).”'®

The panel concluded that a similar analysis applied to
YouTube’s “related video” function, by which an algorithm
identified and displayed thumbnail images of clips that were
deemed “related” to videos viewed by a user. The Second
Circuit declined to decide whether the phrase by reason of
required a finding of proximate causation between the act of
storage and the infringing activity, as Viacom had urged,
because even if that showing was required, “the indexing
and display of related videos retain a sufficient causal link
to the prior storage of those videos.”'®

The Second Circuit remanded the case, however, on the
narrow question of whether any of the videos uploaded to
YouTube had been syndicated to third parties and, if so,
whether potential liability for third-party syndication was
outside the scope of the user storage safe harbor. The appel-

2013).

192Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 39 (2d Cir. 2012),
opinion withdrawn and replaced, 718 F.3d 1006 (9th Cir. 2013) (citing the
district court opinion in the case).

"%Viacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19, 40 (2d Cir. 2012).
The panel explained:
The record makes clear that the related videos algorithm “is fully automated
and operates solely in response to user input without the active involvement of
YouTube employees.” Supp. Joint App’x 1:237. Furthermore, the related videos
function serves to help YouTube users locate and gain access to material stored
at the direction of other users. Because the algorithm “is closely related to, and
follows from, the storage itself,” and is “narrowly directed toward providing ac-
cess to material stored at the direction of usersl[]”
Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 40 (2d Cir. 2012), quoting
UMG Recordings, Inc. v. Veoh Networks, Inc., 620 F. Supp. 2d 1081, 1092
(C.D. Cal. 2008), aff'd sub nom. UMG Recordings, Inc. v. Shelter Capital
Partners LLC, 718 F.3d 1006 (9th Cir. 2013).
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late panel explained that YouTube had transcoded a select
number of videos into a format compatible with mobile de-
vices and syndicated (or licensed) those videos to Verizon
Wireless and other companies. Plaintiffs had argued that
business transactions do not occur at the direction of a user
within the meaning of section 512(c)(1) “when they involve
the manual selection of copyrighted material for licensing to
a third party.”® It was undisputed that none of the videos
at issue in the lawsuit had been syndicated to Verizon
Wireless. Accordingly, to “avoid rendering an advisory
opinion on the outer bounds of the storage provision,” the
panel remanded for the narrow determination of whether
any of the videos at issue in the lawsuit in fact had been
syndicated to any third party.'®

As noted earlier in this subsection, on remand, the district
court again granted summary judgment for YouTube, hold-
ing that YouTube’s practice of syndicating user content to
third-party mobile providers did not take YouTube outside
the safe harbor because the videos syndicated to Apple, Sony,
Panasonic, TiVo and AT&T remained stored on YouTube’s
servers and merely provided users with an alternative way
to view material stored by users.'®

Second and Ninth Circuit case law ultimately make clear
that section 512(c) does not distinguish between how widely
accessible or prominently presented a work is once it is
stored on a website at the direction of a user. Whether mate-
rial is hidden inconspicuously or prominently displayed on
the homepage of a site—or indeed on every single page of
the site—should not affect safe harbor protection (even
though it could affect damages'” or potentially even second-
ary liability, where safe harbor protection is inapplicable'®)
if it was stored at the direction of a user, rather than by the
site itself, and if copyright liability is sought to be imposed
on the service provider by reason of that stored material or
the act of storing it and making it available for others.' The
relevant consideration is whether the allegedly infringing

1%Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 40 (2d Cir. 2012).
195Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 40 (2d Cir. 2012).

1%See Viacom Int’l, Inc. v. YouTube, Inc., 940 F. Supp. 2d 110, 122
(S.D.N.Y. 2013).

197Gee infra § 4.14[3].
198Gee supra § 4.11.
1%The greater prominence given to material may be relevant to
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material or activity, regardless of how characterized, is at-
tributable to material stored by a service provider—i.e., “that
resides on a system or network controlled or operated by or
for the service provider . . .”""® —at the direction of a user.
If it is, the user storage safe harbor applies, and the liability
limitation is not lost regardless of the manner in which the
material is stored by the service provider on its website or
the various uses made of it (including even enabling user
downloads, at least in the Ninth Circuit) so long as the ma-
terial resides on a system or network controlled or operated
by or for the service provider.

On the other hand, Viacom v. YouTube underscores that if
material is transferred by a service provider from its site or
service to a third party, where it no longer “resides on a
system or network controlled or operated by or for the ser-
vice provider . . . ,”""" an open question may arise about
whether the safe harbor applies to that transfer (and that
material), at least in the Second Circuit. Material initially
stored at the direction of a user but then redistributed by a
service provider in the physical world, rather than on a ser-
vice provider’s system or network, for example, could place a
service provider outside the safe harbor with respect to phys-
ical world distribution of that material. A service provider
might not have protection for material redistributed over
traditional radio or television, for example, even if that ma-
terial originated with a user and originally was stored on a
system or network controlled or operated by a service
provider. If the content was accessed on a television or radio
(or on a mobile device) from the service provider’s system or
network (or a system or network operated for the service
provider), however, the safe harbor should apply.

Courts, in a number of cases, have held service providers
entitled to DMCA protection, typically in response to a mo-
tion for summary judgment,'? granted or affirmed partial

whether the service provider has a financial interest (infra § 4.12[6][D]) or
red flag awareness (infra § 4.12[6][C]) but is not per se disqualifying and
does not change its character as user-stored material if it was in fact
stored at the direction of a user.

1017 U.S.C.A. § 512(c)(1).
™17 US.C.A. §512(c)(1).

"250e, e.g., Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78 (2d Cir.
2016) (holding the service provider entitled to DMCA protection); Ventura
Content, Ltd. v. Motherless, Inc., 885 F.3d 597 (9th Cir. 2018) (affirming
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relief,' or held service providers to be ineligible,"* or found
factual issues in dispute, precluding the entry of summary
judgment.'®

Many people—especially non-lawyers—think of the user
storage limitation as merely requiring the implementation of
a notice and takedown mechanism. As underscored in the
following subsections, a service provider also must meet
other eligibility requirements to benefit from the safe harbor

summary judgment for the service provider, holding that it was entitled to
DMCA safe harbor protection); UMG Recordings, Inc. v. Shelter Capital
Partners LLC, 718 F.3d 1006 (9th Cir. 2013) (affirming summary judg-
ment for the defendant-operator of a user submitted video site); Kinsley v.
Udemy, Inc., Case No. 19-cv-04334-JSC, 2021 WL 1222489 (N.D. Cal. Mar.
31, 2021) (granting summary judgment for Udemy on its DMCA defense);
Dona’t v. Amazon.com/ Kindle, 482 F. Supp. 3d 1137, 1140-41 (D. Colo.
2020) (granting summary judgment for Amazon.com, where plaintiff failed
to present evidence that it sent a DMCA notification to Amazon.com for
the material at issue, or to refute Amazon.com’s evidence that Amazon.com
was entitled to the DMCA safe harbor); Hempton v. Pond5, Inc., Case No.
3:15-¢v-05696-BJR, 2016 WL 6217113 (W.D. Wash. Oct. 25, 2016) (grant-
ing summary judgment for Pond5, the operator of a website through which
media producers may license and distribute content to third parties); Milo
& Gabby, LLC v. Amazon.com, Inc., No. C13-1932 RSM, 2015 WL 4394673,
at ¥*6-9 (W.D. Wash. July 16, 2015) (granting summary judgment in favor
of Amazon.com on its DMCA defense), aff’d on other grounds, 693 F. App’x
879 (Fed. Cir.), cert. denied, 138 S. Ct. 335 (2017); Avdeef v. Google, No.
4:14-CV-788-A, 2015 WL 5076877, at *1, 3-4 (N.D. Tex. Aug. 26, 2015),
aff’d, 678 F. App’x 239 (5th Cir. 2017); Hendrickson v. eBay, Inc., 165 F.
Supp. 2d 1082 (C.D. Cal. 2001) (granting summary judgment for eBay).

113See, e.g., Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19 (2d Cir.
2012) (affirming in part, vacating and remanding in part, the lower court’s
order granting summary judgment for YouTube).

M4See, e.g., Werner v. Evolve Media, LLC, 2:18-cv-7188-VAP-SKx, 2020
WL 3213808, at *8 (C.D. Cal. Apr. 28, 2020) (granting summary judgment
for the copyright owner on Evolve’s DMCA defense where Evolve, not a
third-party user, posted all but one of the images at issue and, with re-
spect to the last one, the image had been uploaded before Evolve had
registered its DMCA agent).

"3See, e.g., EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844
F.3d 79, 88-91 (2d Cir. 2016) (vacating the lower court’s entry of summary
judgment for the service provider and remanding for further proceedings);
Sid Avery and Associates, Inc. v. Pixels.com, LLC, 479 F. Supp. 3d 859,
869 (C.D. Cal. 2020) (holding fact issues precluded summary judgment on
Pixels’ DMCA defense where, among other things, “unlike eBay and Ama-
zon, Pixels may have an active role in designing, listing, selling,
manufacturing, and delivering products.”); Ring v. Doe-1, Civil Action No.
09-563 (GMS), 2015 WL 307840 (D. Del. Jan. 23, 2015) (granting sum-
mary judgment for Google on its DMCA defense, holding 14 days expedi-
tious).
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provided by section 512(c).

4.12[6][B] Designation of an Agent and the
Obligation to Disable Access to or
Remove Material in Response to
Substantially Complying Notifications
To qualify for the user storage safe harbor (as well as the
caching and information location tools provisions of the
DMCA), a service provider must designate an agent and re-
spond to notifications. These obligations are addressed in
greater detail in sections 4.12[9][A] (designation of an agent)
and 4.12[9][B] (notifications).

In brief, a service provider must designate an agent to
receive notifications (and potentially counter notifications)
by filing a form with the U.S. Copyright Office and publiciz-
ing certain contact information about its designated agent
on its website “in a location accessible to the public.” Ad-
ditional requirements are set forth in section 4.12[9][A]. A
list of all registered DMCA agents may be found on the Copy-
right Office website.? In addition, as discussed in section
4.12[9][A], agent designation forms filed between 1998 and
2016 were deemed to have expired on December 31, 2017,
potentially leaving some service providers outside the protec-
tions of the safe harbor unless and until they re-registered
under new rules for agent designation that took effect at the
end of 2016.%

To benefit from the user storage liability limitation, a ser-
vice provider must expeditiously disable access to or remove
material identified in a substantially complying notification.
The requirements for a notification and a service provider’s
obligations in responding to a notification are analyzed in
detail in section 4.12[9][B].

Case law construing the statute makes clear that the
DMCA places the initial burden on copyright owners to
search the Internet for infringing material (which presum-
ably they are best able to identify) and advise service provid-

[Section 4.12[6]1[B]]
17 U.S.C.A. § 512(c)(2).
2http://wvvvv.copyright.gov/onlinesp/lis‘c/s_agents.html
3See https://www.copyright.gov/rulemaking/onlinesp/NPR/faq.html
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ers by sending notifications.* A copyright owner cannot shift
its obligation to search for material and send notifications by
instructing a service provider prospectively to disable access
to or remove material stored in the future (or to remove “all
copies” that ever may appear on a site or service).’®

Once a notification has been sent to a service provider’s
designated agent, the DMCA shifts the burden to service
providers to respond by expeditiously® disabling access to or
removing material identified in substantially complying noti-
fications’ (and, as described below in section 4.12[6][C], by
disabling access to or removing material that they know to
be infringing or which raises a “red flag,” even if no notifica-
tion has been sent). If a service provider does so, or if a copy-
right owner fails to send a substantially complying notifica-
tion, the service provider will be shielded by the DMCA from
liability for damages or attorneys’ fees (assuming that it
otherwise meets the other technical requirements under the

“See, e.g., EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844
F.3d 79, 89 (2d Cir. 2016) (“the DMCA explicitly relieves service providers
from having to affirmatively monitor their users for infringement . . . .”);
Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 603 (9th Cir. 2018)
(“The Digital Millennium Copyright Act places the burden of policing in-
fringement on the copyright owner, not on the person or firm storing and
hosting the material.”); Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1113
(9th Cir.) (“The DMCA notification procedures place the burden of policing
copyright infringement—identifying the potentially infringing material
and adequately documenting infringement—squarely on the owners of the
copyright.”), cert. denied, 522 U.S. 1062 (2007).

5See, e.g., Hendrickson v. Amazon.com, Inc., 298 F. Supp. 2d 914, 918
(C.D. Cal. 2003); see also Wolk v. Kodak Imaging Network, Inc., 840 F.
Supp. 2d 724, 746-47 (S.D.N.Y. 2012) (rejecting plaintiff’s contention that
the defendant was required to proactively search for copies of the same
work in the future once a notification is sent), aff’d mem., 569 F. App’x 51
(2d Cir. 2014); see generally infra § 4.12[9][B] (analyzing the issue in
greater detail).

®See, e.g., Kinsley v. Udemy, Inc., Case No. 19-cv-04334-JSC, 2021
WL 1222489, at *5 (N.D. Cal. Mar. 31, 2021) (granting summary judgment
for Udemy on its DMCA defense, finding 3 days and same day for removal
expeditious); Hempton v. Pond5, Inc., Case No. 3:15-¢v-05696-BJR, 2016
WL 6217113, at *8 (W.D. Wash. Oct. 25, 2016) (granting summary judg-
ment for the defendant, where content was removed within 1 day of receiv-
ing notification of infringement); Avdeef v. Google, Inc., No. 4:14—CV—
788-A, 2015 WL 5076877, at *1, 3-4 (N.D. Tex. Aug. 26, 2015) (granting
summary judgment for Google on its DMCA defense, holding 14 days ex-
peditious), aff’d, 678 F. App’x 239 (5th Cir. 2017).

717 U.S.C.A. § 512(c)(1)(C).
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statute).® By contrast, if the service provider fails to expedi-
tiously disable access to or remove material identified in a
substantially complying notification, it will not enjoy the
benefits of the user storage safe harbor.®

8See, e.g., UMG Recordings, Inc. v. Shelter Capital Partners LLC,
718 F.3d 1006, 1021, 1024-25 (9th Cir. 2013) (affirming summary judg-
ment for Veoh, the service provider, where prior to the litigation UMG had
not identified to Veoh any specific infringing video available on Veoh’s
system and Veoh otherwise satisfied the eligibility requirements for the
user storage safe harbor); Dona’t v. Amazon.com/ Kindle, 482 F. Supp. 3d
1137, 1140-41 (D. Colo. 2020) (granting summary judgment for
Amazon.com, where plaintiff failed to present evidence that it sent a
DMCA notification to Amazon.com for the material at issue, or to refute
Amazon.com’s evidence that Amazon.com was entitled to the DMCA safe
harbor); Long v. Dorset, 369 F. Supp. 3d 939, 944-47 (N.D. Cal. 2019)
(dismissing plaintiff’s complaint, in which he alleged that Facebook was
not entitled to DMCA safe harbor protection, where the court found that
Facebook acted expeditiously in removing over 100 images (and also
responding to plaintiff’s demand that his administrator rights be restored)
within five business days, where “Facebook promptly responded to
plaintiff’s initial email and, over the next several days, continued to
exchange emails with plaintiff to resolve the issue.”); Capitol Records,
LLC v. Vimeo, LLC, 972 F. Supp. 2d 500, 535-36 (S.D.N.Y. 2013) (holding
that Vimeo was not obligated to disable access to or remove material in re-
sponse to notices that were not substantially complying but in any case
expeditiously removed videos where it took down material on the same
day on two occasions and within 3 /2 weeks in response to a notice that
covered 170 videos), aff'd in part on other grounds, 826 F.3d 78 (2d Cir.
2016); Wolk v. Kodak Imaging Network, Inc., 840 F. Supp. 2d 724, 732-34,
746-47 (S.D.N.Y. 2012) (holding that Photobucket was protected by the
safe harbor where it disabled access to 700 photographs identified in
substantially complying notifications within five days or less, finding
notifications that did not include URLs to be noncomplying and holding
that Photobucket had no ongoing obligation to proactively search for other
copies of the same works identified in the earlier DMCA notices), aff’d
mem., 569 F. App’x 51 (2d Cir. 2014); Hendrickson v. eBay, Inc., 165 F.
Supp. 2d 1082 (C.D. Cal. 2001) (granting summary judgment for the ser-
vice provider where the copyright owner failed to submit a substantially
complying notification).

%See, e.g., 17 U.S.C.A. § 512(c)(1)(C); CoStar Group Inc. v. LoopNet,
Inc., 164 F. Supp. 2d 688, 703-04 (D. Md. 2001) (holding that factual
disputes over whether removal was expeditious precluded summary
judgment for either party), aff’d on other grounds, 373 F.3d 544, 556 (4th
Cir. 2004); see also Rosen v. Global Net Access, LLC, No. 10-2721-DMG
(E), 2014 WL 2803752, at *4-5 (C.D. Cal. June 20, 2014) (holding that a
delay in removing photographs identified in a DMCA notice for more than
two months, until after the defendant was served with a copy of the com-
plaint in the lawsuit, was not expeditious within the meaning of the
DMCA). But see Capitol Records, LLC v. Vimeo, LLC, 972 F. Supp. 2d 500,
535-36 (S.D.N.Y. 2013) (holding that removing 170 videos in response to a
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What it means to disable access to or remove material is
addressed in section 4.12[6][C].

Copyright owner and service provider obligations with re-
spect to notifications are analyzed in greater detail in section
4.12[9][B]. A sample notification is included in the Appendix
to this chapter.

4.12[6][C] Knowledge, Awareness or Corrective
Measures

To be eligible for the user storage safe harbor, a service
provider must disable access to or remove material in re-
sponse to a substantially complying notification, actual
knowledge that material is infringing or awareness of facts
or circumstances from which infringing activity is apparent
(referred to as “red flag” awareness). Case law makes clear
that knowledge or awareness must be of specific files or activ-
ity, not generalized knowledge that a site or service may be
used for infringement.” Knowledge or awareness are judged
by objective and subjective criteria, based on evidence such

single notice within 3 weeks was expeditious), aff’d in part on other
grounds, 826 F.3d 78 (2d Cir. 2016).

[Section 4.12[6]1[C]]

'See, e.g., Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93 (2d
Cir. 2016); Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 30-32 (2d Cir.
2012); Ventura Content, Litd. v. Motherless, Inc., 885 F.3d 597, 609-10 (9th
Cir. 2018); Mavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045,
1057 (9th Cir. 2017) (“Both actual and red flag knowledge refer to knowl-
edge of the specific infringement alleged.”); UMG Recordings, Inc. v.
Shelter Capital Partners LLC, 718 F.3d 1006, 1021-23 (9th Cir. 2013);
BWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175, 1182
(10th Cir. 2016) (quoting Shelter Capital with approval on this point); see
also Atlantic Recording Corp. v. Spinrilla, LLC, 506 F. Supp. 3d 1294,
1317 (N.D. Ga. 2020) (“Both actual and red flag knowledge relate to
specific instances of copyright infringement. Viacom Int’l. v. YouTube, 676
F.3d 19, 31 (2d Cir. 2012). A general awareness that infringing activity oc-
curs on the provider’s site does not preclude use of the safe harbor
defense.”); Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1109
(W.D. Wash. 2004) (holding, in a pre-Shelter Capital district court opinion
that later influenced the Ninth Circuit, that general knowledge of infring-
ing activity is not “red flag awareness,” which must be based on specific
acts of infringement); CoStar Group Inc. v. LoopNet, Inc., 164 F. Supp. 2d
688, 704 (D. Md. 2001) (writing that it was impossible for LoopNet, the
service provider, to know that particular images were infringing prior to
receiving a notification from CoStar because the works did not include
copyright notices, CoStar’s own expert could not identify a given CoStar
photograph simply by reviewing it, and LoopNet would have had no way
to know about CoStar’s licensing arrangements with its customers prior to
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as internal emails or other messages that reflect knowledge
or awareness of particular files at issue in a lawsuit (if not
removed, once that knowledge or awareness is obtained).
Whether a service provider has actual knowledge turns on
whether it “ ‘subjectively’ knew of specific infringement,
while the red flag provision turns on whether the provider
was subjectively aware of facts that would have made the
specific infringement ‘objectively’ obvious to a reasonable
person.” The Ninth Circuit suggested in dicta that notice
from a third party may create red flag awareness, although
the statute makes clear that knowledge or awareness may
not be inferred from a defective notification sent by a copy-
right owner.® A service provider has no obligation to
proactively search for infringing material.® At the same time,
knowledge or awareness may be shown by evidence of willful
blindness.® Significantly, in Capitol Records, LLC v. Vimeo,

receiving notice), aff’d on other grounds, 373 F.3d 544 (4th Cir. 2004).

2Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 31 (2d Cir. 2012);
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006,
1025 (9th Cir. 2013) (quoting Viacom v. YouTube). The Ninth Circuit has
underscored that “whether ‘the specific infringement’ is ‘objectively’ obvi-
ous to a reasonable person’ may vary depending on the facts proven by the
copyright holder in establishing liability.” UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006, 1026 n.15 (9th Cir. 2013).

3See 17 U.S.C.A. § 512(c)(3)(B)(i) (stating that neither knowledge nor
awareness may be inferred from a notice that fails to meet statutory
requirements); UMG Recordings, Inc. v. Shelter Capital Partners LLC,
718 F.3d 1006, 1024-25 (9th Cir. 2013). In Shelter Capital, UMG had
argued that Veoh had red flag awareness of infringing material based on
emails sent to Veoh executives by copyright owners, including an email
sent by Disney’s CEO to Michael Eisner, a Veoh investor, stating that un-
authorized copies of the movie Cinderella III and various episodes from
the television show Lost were posted on Veoh’s site. The Ninth Circuit
panel explained that “[ilf this notification had come from a third party,
such as a Veoh user, rather than from a copyright holder, it might meet
the red flag test [assuming the material was not taken down in response
to the notice] because it specified particular infringing material. As a
copyright holder, however, Disney is subject to the notification require-
ments in § 512(c)(3), which this informal email failed to meet.” Id. (foot-
note omitted).

17 US.CA.$ 512(m); see also, e.g., UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006, 1022 (9th Cir. 2013).

5See Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 35 (2d Cir. 2012)
(holding that knowledge or awareness may be established by evidence of
willful blindness, which the court characterized as a deliberate effort to
avoid guilty knowledge); Columbia Pictures Industries, Inc. v. Fung, 710
F.3d 1020, 1043 (9th Cir. 2013) (explaining that “inducing actions”—or
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LLC® the Second Circuit, in an opinion written by Judge
Leval, framed the issues of knowledge, red flag awareness
and imputed knowledge based on willful blindness, in terms
of the parties’ respective burdens of proof in litigation, hold-
ing that the burden to show “disqualifying knowledge . . .
falls on the copyright owner . . . .”” Although the DMCA is
an affirmative defense, where a service provider meets its
initial burden of proving entitlement to the DMCA safe
harbor, the burden shifts to the copyright owner to prove
that the service provider is not entitled to safe harbor protec-
tion based on knowledge or red flag awareness. If that
subsequent burden is not met by the copyright owner, the
service provider is deemed subject to the safe harbor.? In
Vimeo, the Second Circuit also held that in evaluating an
employee’s actual knowledge or red flag awareness, “[t]he
hypothetical “reasonable person” to whom infringement must
be obvious is an ordinary person—not endowed with special-
ized knowledge or expertise concerning music or the laws of
copyright.”

The structure of the DMCA may at first glance seem dif-

conduct deemed to induce copyright infringement—were relevant to the
court’s determination that the defendant had red flag awareness); Capitol
Records, Inc. v. MP3Tunes, LLC, No. 07 Civ. 9931 (WHP), 2013 WL
1987225, at *3—4 (S.D.N.Y. May 14, 2013) (reconsidering its earlier ruling
granting summary judgment for the service provider on plaintiff’s claim
for contributory infringement of those songs not subject to DMCA-
compliant takedown notices, in light of the importance the Second Circuit
placed on explicit fact-finding in evaluating willful blindness as a potential
bar to DMCA protection in Viacom v. YouTube, and holding that a jury
could reasonably interpret several documents as imposing a duty to make
further inquiries into specific and identifiable instances of possible in-
fringement); see also UMG Recordings, Inc. v. Shelter Capital Partners
LLC, 718 F.3d 1006, 1023 (9th Cir. 2013) (citing Viacom v. YouTube for the
proposition that “a service provider cannot willfully bury its head in the
sand to avoid obtaining . . . specific knowledge.”).

6Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78 (2d Cir. 2016).

"Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 95 (2d Cir. 2016);
see also Atlantic Recording Corp. v. Spinrilla, LLC, 506 F. Supp. 3d 1294,
1317 (N.D. Ga. 2020) (following Vimeo on this point, writing that,
“[ilmportantly, if a service provider is otherwise eligible for the safe harbor
defense, the burden of proof is on the copyright owner to show that the
service provider failed to respond appropriately to actual or red flag
knowledge.”).

8Gee Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93-95 (2d Cir.
2016).

gCapitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93-94 (2d Cir.
2016).
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ficult to follow. In addition to responding to notifications, a
service provider, to benefit from section 512(c), must either
lack actual knowledge of the infringing material or “not be
aware of facts and circumstances from which the infringing
activity is apparent” on its system or network or, if it has
such knowledge or awareness, act expeditiously to disable
access to or remove the material or activity. Awareness short
of actual knowledge, according to a committee report ac-
companying an earlier version of the DMCA, may be thought
of as facts or circumstances “which raise a ‘red flag’ that . . .
users are infringing.”"

Although the statute lists each of the three ways in which
the first requirement for the limitation may be satisfied in
the alternative using the disjunction “or,” in fact a service
provider must show that neither of the two requirements
that are phrased in negative terms (that the service provider
“not have actual knowledge” and that the service provider
“in the absence of such actual knowledge, is not aware of
facts or circumstances from which infringing activity is ap-
parent”) apply or that, if the service provider has either
actual knowledge or awareness, it has satisfied the affirma-
tive requirement to act expeditiously to remove or disable
access to such material. Since a cardinal rule of statutory
construction is that every word in a statute should be read
in such a way as to give it meaning," this is the only logical
reading of the two double negatives and one affirmative
obligation listed as alternative requirements in subsection
(c)(1)(A). If literally read as requiring compliance with any
one of the three alternatives listed in the subsection, a ser-
vice provider could qualify for the limitation merely by alleg-
ing that it lacked actual knowledge, which would render the
other two provisions meaningless.

The user storage safe harbor thus applies (assuming that
the other eligibility requirements have been met) where a
service provider expeditiously' disables access to or removes
material upon learning of infringement through a notifica-

YCoStar Group Inc. v. LoopNet, Inc., 164 F. Supp. 2d 688, 702, (D.
Md. 2001), aff’d on other grounds, 373 F.3d 544, 556 (4th Cir. 2004).

"See, e.g., United States v. Nordic Village Inc., 503 U.S. 30, 35-36
(1992); Bailey v. United States, 516 U.S. 137, 145 (1995) (noting the “as-
sumption that Congress intended each of its terms to have meaning”);
United States v. Bass, 404 U.S. 336, 344 (1971).

In Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 612 (9th
Cir. 2018), the Ninth Circuit held that a service provider acted expedi-

4-664

PAGE PROOFS - SUBJECT TO REVISION
© 2022 lan C. Ballon, www.lanBallon.net



CopYRIGHT PROTECTION IN CYBERSPACE 4.12[6][C]

tion, actual knowledge or awareness of facts or circumstances
from which infringement is apparent (i.e., awareness which
raise a “red flag”). Conversely, it applies where material may
have been overlooked but where the service provider did not
receive a notification and had neither knowledge nor aware-
ness that the material or activity was on its site or was
infringing.

Knowledge or awareness may not be imputed to a service
provider based on the contents of a defective notification.™
Whether a notification is defective is separately addressed in
section 4.12[9][B]. If, however, a service provider fails to dis-
able access to or remove material expeditiously, based on no-
tice, knowledge or awareness, its inaction will render it inel-
igible for the safe harbor.™

The requirement to disable access to or remove material is
just that—a requirement that a service provider “remove or
disable access to” material in response to notice, knowledge
or red flag awareness.” There are legitimate reasons why a
service provider may prefer to disable access to material,
rather than removing it, including so that a link may be
restored in response to a counter notification or a court order

tiously in removing video clips where the plaintiff provided no advance no-
tice before filing suit and initially ignored a request from the service
provider to provide URLs, where the service provider removed files on the
same day that the copyright owner eventually provided the URLs. The
court noted that the video clips did not identify the plaintiff as the copy-
right owner and that there were more than half a million videos on the
defendants’ site, implicitly finding that, in those circumstances, it was
reasonable for the service provider to wait for the copyright owner to
provide URLs before taking down the video clips.

3See 17 U.S.C.A. § 512(c)(3)(B)(i) (a notification that is not substan-
tially complying “shall not be considered under paragraph (1)(A) in
determining whether a service provider has actual knowledge or is aware
of facts or circumstances from which infringing activity is apparent”).
Where a notification is deficient but nonetheless substantially complies
with the requirements for identifying the infringed work and the infring-
ing material and includes sufficient contact information to allow the ser-
vice provider to contact the complainant, the service provider must at-
tempt to do so or “tak[e] other reasonable steps to assist” in obtaining a
substantially complying notification before it may benefit from this
provision. See 17 U.S.C.A. § 512(c)(3)(B)(ii); see generally infra § 4.12[9][B].

14See, e.g., ALS Scan, Inc. v. Remar® Communities, Inc., 239 F.3d 619
(4th Cir. 2001).

8See 17 U.S.C.A. § 512(c)(1)(C) (emphasis added).
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in a lawsuit between the copyright owner and poster' or to
preserve evidence."”

In Rosen v. eBay, Inc.,'® a district court in Los Angeles
held that eBay complied with the requirement to disable ac-
cess to or remove copyrighted photographs in response to
notifications from the plaintiff, a Paparazzi photographer
named Barry Rosen, even though Rosen contended that he
was able to call up the images by directly accessing the URLs
for links that had been removed in response to the notifica-
tions he had sent eBay and via search engine queries. In
that case, eBay had argued that it had disabled all “meaning-
ful public” access and that (1) the plaintiff conceded that he
might have accessed cached versions of the images from his
own computer that were no longer accessible on eBay’s serv-
ers, (2) the images accessed via search engine queries may
have been cached by third party search engines and would
disappear over time as those third party caches were
cleared,” and (3) even if the plaintiff had been able to access
the images directly from eBay’s servers, to do so he would
have had to use the unique URL taken from the listing when
it was live, which could not have been obtained by anyone
outside of the company short of copying that URL prior to
the time the link was disabled. In holding that eBay satis-
fied the requirement to disable access to or remove material
in response to valid DMCA notifications, the court explained

'®See infra § 4.12[9][C] (analyzing counter notifications and the corre-
sponding optional obligations imposed on service providers that choose to
comply with the requirements of 17 U.S.C.A. § 512(g)(1)).

""The DMCA does not affirmatively require that material be preserved
and indeed expressly authorizes that material be removed in response to
notice, knowledge or red flag awareness. A service provider’s failure to
preserve certain evidence necessary to establish its entitlement to the
DMCA safe harbor (such as records relating to termination of repeat
infringers), however, could result in evidentiary sanctions that could
disqualify the service provider from DMCA safe harbor protection. See
generally infra § 4.12[18].

®Rosen v. eBay, Inc., No. CV-13-6801 MWF (Ex), 2015 WL 1600081,
at *11-12 (C.D. Cal. Jan. 16, 2015).

®*The DMCA also provides a mechanism for copyright owners to
obtain injunctive relief requiring that a service provider disable access to
or remove cached copies of infringing material. See 17 U.S.C.A. §§ 512(b),
512(j); supra § 4.12[5][A] (analyzing the system caching safe harbor). In
practice, this remedy is rarely invoked because search engines regularly
refresh their caches—and usually do so more quickly than a court will act
on a request for injunctive relief. Copyright owners also may be able to
send DMCA takedown notifications directed at cached content.
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that “this copying is clearly not a normal or expected use of
eBay’s systems, and it is unclear that anyone not specifically
compelled to exploit this workaround—as Rosen is—would
ever use it.”® Accordingly, the court ruled that “[iln light of
the somewhat extraordinary lengths Rosen had to go to
obtain copies of his images, which may or may not have actu-
ally been accessed from eBay’s servers, eBay adequately dis-
abled access to his images when it took down the listings,
even when the record is viewed in the light most favorable to
Rosen.”

The user storage safe harbor’s focus on notice, knowledge
or awareness, and corrective action, is consistent with Reli-
gious Technology Center v. Netcom On-Line Communication
Services, Inc.,?* in protecting service providers from the pos-
sibility that direct liability otherwise could be imposed
without regard to their knowledge or intent.?® Netcom was
the leading case on secondary liability at the time Congress
enacted the DMCA and was influential in its development.

The DMCA limits liability for eligible service providers
based on a notice and take-down system, which the court in
Netcom acknowledged might in any event otherwise be
required in response to a cease and desist letter to avoid
contributory infringement. Further, by requiring that a ser-
vice provider not have actual knowledge or awareness, the
DMCA effectively precludes the user storage limitation from
being applied in most cases where a service provider could
otherwise be held liable for contributory infringement (to the
extent based on inducing, causing or materially contributing
to the infringing conduct of another, rather than imputed

®Rosen v. eBay, Inc., No. CV-13-6801 MWF (Ex), 2015 WL 1600081,
at *12 (C.D. Cal. Jan. 16, 2015).

#Rosen v. eBay, Inc., No. CV-13-6801 MWF (Ex), 2015 WL 1600081,
at *12 (C.D. Cal. Jan. 16, 2015).

22Religious Technology Center v. Netcom On-Line Communication
Services, Inc., 907 F. Supp. 1361, 1374 (N.D. Cal. 1995); see generally
supra § 4.11[2].

23Although no district court has imposed liability on this basis since
the time of the Netcom decision in 1995, the Clinton Administration in the
NII White Paper had argued (prior to the time Netcom was decided) that
direct liability could be imposed on that basis and some commentators
believe that it was in fact in Playboy Enterprises, Inc. v. Frena, 839 F.
Supp. 1552 (M.D. Fla. 1993). See supra §§ 4.11[2], 4.11[8][A], 4.11[9].
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knowledge)* or the more recent cause of action for inducing
copyright infringement® (both of which presuppose at least
actual awareness of the primary infringer’s conduct, if not
active encouragement).

The requirement that a service provider act in response to
red flag awareness is an obligation that did not exist prior to
the enactment of the DMCA under common law theories of
direct, contributory or vicarious liability, and therefore
compels service providers to do more than otherwise would
be required as a quid pro quo for being able to benefit from
the user storage safe harbor. It is for this reason, among oth-
ers, that Congress made clear that a service provider’s fail-
ure to meet the requirements of the DMCA could not be cited
as evidence of infringement.?®

Red flag awareness—when a service provider “in the
absence of actual knowledge, . . . is not aware of facts or
circumstances from which the infringing activity is apparent

. .”¥—may not be imputed merely because a service
prov1der arguably should have known that content was
infringing. Rather, it amounts to a requirement that a ser-
vice provider, although lacking actual knowledge, not have
awareness of facts or circumstances which would lead a rea-
sonable person to conclude that an infringement had
occurred. As explained by one court, “the question is not
‘what a reasonable person would have deduced given all the
circumstances.” . . . Instead, the question is whether the
service provider deliberately proceeded in the face of blatant
factors of which it was aware . . . [or] turned a blind eye to
‘red flags’ of obvious infringement.” 7%

The DMCA presupposes that users may post infringing
material on a site or service, which is why the safe harbor
for material stored at the direction of the user was created
in the first place. Accordingly, knowledge or awareness must
relate to specific material or activity. Generalized knowledge

2Gee supra § 4.11[3].
BGee supra § 4.11[6].

%17 U.S.C.A. § 512(1). Another reason for this provision is that DMCA
liability limitations are optional—service providers are not required to
comply but rather are induced to do so by the opportunity to limit their li-
ability through safe harbors.

2717 U.S.C.A. § 512(c)(1)(A).

BCorbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090, 1108 (W.D.
Wash. 2004) (citing Nimmer on Copyright and the legislative history).
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that a site or service could be used for infringement or that
infringing material may be found on the site is insufficient

to disqualify a service provider from the user storage safe
harbor.?

®See, e.g., Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93 (2d
Cir. 2016); Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 30-32 (2d Cir.
2012); Ventura Content, Litd. v. Motherless, Inc., 885 F.3d 597, 609-10 (9th
Cir. 2018); Mavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045,
1057 (9th Cir. 2017); UMG Recordings, Inc. v. Shelter Capital Partners
LLC, 718 F.3d 1006, 1021-23 (9th Cir. 2013); BWP Media USA, Inc. v.
Clarity Digital Group, LLC, 820 F.3d 1175, 1182 (10th Cir. 2016) (quoting
Shelter Capital with approval on this point); see also Atlantic Recording
Corp. v. Spinrilla, LLC, 506 F. Supp. 3d 1294, 1317 (N.D. Ga. 2020) (“Both
actual and red flag knowledge relate to specific instances of copyright
infringement. Viacom Int’l. v. YouTube, 676 F.3d 19, 31 (2d Cir. 2012). A
general awareness that infringing activity occurs on the provider’s site
does not preclude use of the safe harbor defense.”); Corbis Corp. v. Amazon.
com, Inc., 351 F. Supp. 2d 1090, 1109 (W.D. Wash. 2004) (holding, in a pre-
Shelter Capital district court opinion that later influenced the Ninth
Circuit, that general knowledge of infringing activity is not “red flag
awareness,” which must be based on specific acts of infringement); CoStar
Group Inc. v. LoopNet, Inc., 164 F. Supp. 2d 688, 704 (D. Md. 2001) (writ-
ing that it was impossible for LoopNet, the service provider, to know that
particular images were infringing prior to receiving a notification from
CoStar because the works did not include copyright notices, CoStar’s own
expert could not identify a given CoStar photograph simply by reviewing
it, and LoopNet would have had no way to know about CoStar’s licensing
arrangements with its customers prior to receiving notice), aff’d on other
grounds, 373 F.3d 544 (4th Cir. 2004).

The DMCA also mandates specificity, rather than generalized no-
tice, for DMCA notifications, by requiring substantial compliance with the
requirements for notifications before a service provider has the obligation
to disable access to or remove material. See 17 U.S.C.A. § 512(c)(3); see
also, e.g., Hendrickson v. eBay, Inc., 165 F. Supp. 2d 1082, 1090 (C.D. Cal.
2001) (holding that, based on the facts of that case, the plaintiff was
required to identify, among other things, specific listing numbers to meet
the requirement of substantial compliance, while noting in dicta that a
more general description could suffice if a plaintiff were identifying all
works of a particular nature on a site).

Courts in the Ninth Circuit and Southern District of New York
similarly have held that the knowledge required to establish contributory
infringement must be of specific infringing files, not merely general knowl-
edge that a site is used for infringement. See, e.g., Luvdarts, LLC v. AT&T
Mobility, LLC, 710 F.3d 1068, 1072 (9th Cir. 2013) (affirming that the
plaintiff did not state a claim for contributory infringement against mobile
phone carriers over the alleged infringement of their users in forwarding
text messages containing original content without authorization to do so
because a plaintiff must allege “more than a generalized knowledge . . .
of the possibility of infringement.”); Perfect 10, Inc. v. Amazon.com, Inc.,
508 F.3d 1146, 1172 (9th Cir. 2007) (“a computer system operator can be
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As explained by the Second Circuit, the text of the DMCA
itself compels the conclusion that the requisite level of actual
knowledge or awareness must be based on “specific and
identifiable instances of infringement.”® The Second Circuit
rejected the argument that red flag awareness requires less

held contributorily liable if it ‘has actual knowledge that specific infring-
ing material is available using its system . . .””; citation omitted,
emphasis in the original); A&M Records, Inc. v. Napster, Inc., 239 F.3d
1004, 1021-22 (9th Cir. 2001) (holding that a service provider could be
held contributorily liable where it had actual knowledge of specific infring-
ing material, but not merely because the structure of the system allowed
for the exchange of copyrighted material); Wolk v. Kodak Imaging Network,
Inc., 840 F. Supp. 2d 724, 751 (S.D.N.Y. 2012) (holding that for liability to
attach, actual or imputed knowledge must be based on specific and identifi-
able infringements of individual items, not a general awareness of in-
fringement), aff’d mem., 569 F. App’x 51 (2d Cir. 2014); see also Tiffany
(NJ) Inc. v. eBay, Inc., 576 F. Supp. 2d 463, 510 n.37 (S.D.N.Y. 2008) (writ-
ing in dicta in a secondary trademark infringement case that “[ulnder
copyright law, generalized knowledge that copyright infringement may
take place in an Internet venue is insufficient to impose contributory
liability.”), aff’d, 600 F.3d 93, 107 (2d Cir.) (“We agree with the district
court. For contributory trademark infringement liability to lie, a service
provider must have more than a general knowledge or reason to know
that its service is being used to sell counterfeit goods. Some contemporary
knowledge of which particular listings are infringing or will infringe in
the future is necessary.”), cert. denied, 562 U.S. 1082 (2010); see generally
supra § 4.11[3] (analyzing the requirements to prove contributory copy-
right infringement).

By contrast, a site owner with generalized knowledge could be held
liable for inducement if it actively encourages users to infringe (although
a defendant found liable for inducing copyright infringement likely would
be deemed to have red flag awareness and therefore be ineligible for the
DMCA safe harbors). See supra § 4.11[6].

*Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 30, 32 (2d Cir. 2012).
Judge José Cabranes, writing for himself and Judge Livingston, explained
that:

[TThe basic operation of § 512(c) requires knowledge or awareness of specific
infringing activity. Under § 512(c)(1)(A), knowledge or awareness alone does
not disqualify the service provider; rather, the provider that gains knowledge
or awareness of infringing activity retains safe-harbor protection if it “acts
expeditiously to remove, or disable access to, the material.” 17 U.S.C.
§ 512(c)(1)(A)(ii). Thus, the nature of the removal obligation itself contemplates
knowledge or awareness of specific infringing material, because expeditious re-
moval is possible only if the service provider knows with particularity which
items to remove. Indeed, to require expeditious removal in the absence of
specific knowledge or awareness would be to mandate an amorphous obligation
to “take commercially reasonable steps” in response to a generalized awareness
of infringement. Viacom Br. 33. Such a view cannot be reconciled with the
language of the statute, which requires “expeditious[ ]” action to remove or dis-
able “the material” at issue. 17 U.S.C. § 512(c)(1)(A)(iii) (emphasis added).

Id. at 30-31.
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specificity than actual knowledge, clarifying that the differ-
ence between actual knowledge and red flag awareness is
“not between specific and generalized knowledge, but instead
between a subjective and objective standard.” The panel
elaborated that:

[TThe actual knowledge provision turns on whether the
provider actually or “subjectively” knew of specific infringe-
ment, while the red flag provision turns on whether the
provider was subjectively aware of facts that would have made
the specific infringement “objectively” obvious to a reasonable
person.*

How red a “red flag” has to be before liability will be
imposed for inaction depends on whether the question is
adjudicated in the Second or Ninth Circuit and remains open
to debate in other courts. The standard in the Ninth Circuit
is the clearest (and most favorable to service providers) while
that applied in the Second Circuit is easier to recite than to
specifically apply and has yet to be fleshed out in case law.
Most opinions that address the issue have clarified what is
not red flag awareness, rather than elaborating on what it
is.

In Perfect 10, Inc. v. CCBill, LLC,® the Ninth Circuit set a
very high bar for when awareness short of actual knowledge
may be imputed to a service provider. In the Ninth Circuit, a
“red flag” must be “fire engine red” before a service provider
will be deemed to have an obligation to takedown material
on its own initiative (short of actual knowledge or receipt of
a substantially complying notification). Lighter shades of red
will not trigger a take down obligation, at least in the Ninth
Circuit.

In CCBIll, Perfect 10, the publisher of an adult magazine,
had alleged that CWIE, a website hosting company, and
CCBIill, a service that allowed consumers to use credit cards
or checks to pay for subscriptions or memberships to

NWiacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19, 31 (2d Cir. 2012).

2Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 31 (2d Cir. 2012);
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006,
1025 (9th Cir. 2013) (quoting Viacom v. YouTube). The Ninth Circuit
subsequently noted that “whether ‘the specific infringement’ is ‘objectively’
obvious to a reasonable person’ may vary depending on the facts proven
by the copyright holder in establishing liability.” UMG Recordings, Inc. v.
Shelter Capital Partners LLC, 718 F.3d 1006, 1026 n.15 (9th Cir. 2013).

®Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102 (9th Cir.), cert. denied,
522 U.S. 1062 (2007).
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e-commerce venues, were not entitled to the user storage
safe harbor because they were aware of a number of “red
flags” that signaled apparent infringement. Perfect 10
argued that defendants had awareness of infringement by
providing services to illegal.net and stolencelebritypics.com.
The Ninth Circuit, however, disagreed. Judge Milan D.
Smith, writing for himself and Chief Judge Alex Kozinski
and Judge Stephen Reinhardt, wrote that:
[W]lhen a website traffics in pictures that are titillating by
nature, describing photographs as “illegal” or “stolen” may be
an attempt to increase their salacious appeal, rather than an
admission that the photographs are actually illegal or stolen.
We do not place the burden of determining whether photo-
graphs are actually illegal on a service provider.®

Perfect 10 also had argued that password hacking websites
hosted by CWIE obviously hosted infringing content. While
the Ninth Circuit conceded that Perfect 10 might have claims
against password hacking sites for contributory infringe-
ment, it disagreed that providing service to sites that
purported to offer free passwords to subscriptions sites
meant that the defendants had awareness of infringing activ-
ity, which would have stripped them of protection under the
DMCA safe harbor. The panel held that “[p]assword-hacking
sites are . . . not per se ‘red flags’ of infringement.” Judge
Smith wrote that:

In order for a website to qualify as a “red flag” of infringe-
ment, it would need to be apparent that the website instructed
or enabled users to infringe another’s copyright . . . . We find
that the burden of determining whether passwords on a
website enabled infringement is not on a service provider. The
website could be a hoax, or out of date. The owner of the
protected content may have supplied the passwords as a short-
term promotion, or as an attempt to collect information from
unsuspecting users. The passwords might be provided to help
users maintain anonymity without infringing on copyright.
There is simply no way for a service provider to conclude that
the passwords enabled infringement without trying the
passwords, and verifying that they enabled illegal access to
copyrighted material. We impose no such investigative duties
on service providers.3®

The high bar set by the Ninth Circuit for when awareness

$Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1114 (9th Cir. 2007),
cert. denied, 522 U.S. 1062 (2007).

BPerfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1114 (9th Cir. 2007),
cert. denied, 522 U.S. 1062 (2007).

%Perfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1114 (9th Cir. 2007),
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or a “red flag” may be found was justified in CCBill by the
fact that the DMCA places the primary burden of investiga-
tion on copyright owners (although the awareness prong
plainly imposes some obligation on service providers to re-
strict access to or remove material that raises a red flag). In
addition, the legislative history makes it clear that while
service providers are not obligated to do so, they equally are
not discouraged and may not be penalized (in the form of a
finding of right and ability to control) from monitoring their
sites or services.*” A low threshold for finding red flag aware-
ness would deter voluntary monitoring (since the act of
reviewing files could lead to greater liability).

While CCBill established a standard for red flag aware-
ness in the Ninth Circuit that is very favorable to service
providers, it also imposes on them more stringent require-
ments for complying with the obligation to reasonably imple-
ment a repeat infringer policy under section 512(i). The
Ninth Circuit remanded the case to the district court for
consideration of whether potential red flags had been raised
by third-party content.®® The court concluded that the
requirements that a service provider disable access to or
remove material in response to notice, knowledge or aware-
ness were relevant not merely to the user storage safe harbor
but to the question of whether a service provider has reason-
ably implemented its repeat infringer policy, which is a
threshold eligibility requirement for all of the safe harbors
established in section 512(i). Thus, under CCBill, failure to
respond in the face of knowledge, notice or red flag aware-
ness could put at risk not merely a service provider’s entitle-
ment to the user storage liability limitation for the material
that was overlooked, but its very entitlement to any of the
safe harbors if challenged by any copyright owner. The sig-
nificance of the Ninth Circuit’s importing the requirement
that service providers disable access to and remove material
in response to notice, knowledge or awareness, into the
threshold requirement of reasonable implementation of a
repeat infringement policy, is addressed briefly in section
4.12[6][A] and extensively in section 4.12[3][B][iv].

Applying CCBill, the district court in Io Group, Inc. v.

cert. denied, 522 U.S. 1062 (2007).

¥See infra § 4.12[6][D] (discussing this issue in the context of right
and ability to control).

BPerfect 10, Inc. v. CCBill LLC, 488 F.3d 1102, 1114-15 (9th Cir.
2007), cert. denied, 522 U.S. 1062 (2007).
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Veoh Networks, Inc.* ruled that Veoh, the operator of the
UGC video site, could not be held to have had red flag aware-
ness of infringing material because it allowed professional
quality adult pornography to be posted to its site without the
labeling information required by 22 U.S.C.A. § 2257 (which
requires that certain records about the age of performers be
retained and that notice of compliance be provided).* Io
argued that Veoh should have known that no legitimate pro-
ducer of sexually explicit material would have omitted the
requisite labels from video clips and that the excerpts
uploaded therefore must be unauthorized. The court,
however, ruled that the absence of adult labels did not give
Veoh the requisite level of knowledge or awareness that
plaintiff’s copyrights were being violated. Among other
things, the court noted that none of the clips at issue
included copyright notices and although one clip had a
trademark notice several minutes into the clip there was no
evidence from which it could be inferred that Veoh was
aware of, but chose to ignore, this information.*

The court, citing the House Report and Corbis Corp. v.
Amazon.com,” emphasized that the question is not what a
reasonable person would have deduced given all the circum-
stances, but whether the service provider deliberately
proceeded in the face of blatant factors of which it was aware
(i.e., turned a blind eye to red flags of obvious infringement).*

In UMG Recordings, Inc. v. Veoh Networks, Inc.,** the
district court, in granting summary judgment for Veoh on all

*Io Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132 (N.D.
Cal. 2008).

See infra chapters 40, 41.

"o Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132, 1149
(N.D. Cal. 2008). The court also rejected plaintiff’s argument that Veoh
had failed to act expeditiously to disable access to or remove material, but
the facts of that case were unusual. Io did not notify Veoh of the allegedly
infringing works on its system. Independently, and for unrelated reasons,
Veoh removed all adult material from its site twenty-one days after the
first unauthorized Io clip allegedly was uploaded. Io also presented no ev-
idence suggesting that Veoh failed to act expeditiously once it acquired
knowledge or awareness of infringing material.

*Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090 (W.D. Wash.
2004).

BGee Io Group, Inc. v. Veoh Networks, Inc., 586 F. Supp. 2d 1132,
1148 (N.D. Cal. 2008).

“uma Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d 1099
(C.D. Cal. 2009), aff’d sub nom. UMG Recordings, Inc. v. Shelter Capital
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of UMG’s copyright claims, followed CCBill in holding that
Veoh did not have actual knowledge or red flag awareness of
infringing material on its UGC site, and when it received a
notification Veoh expeditiously disabled access to or removed
the material that was the subject of the notice.

Judge Matz rejected UMG’s argument that Veoh had
actual knowledge because it was hosting an entire category
of content—music—that was subject to copyright protection,
writing:

If merely hosting user-contributed material capable of copy-

right protection were enough to impute actual knowledge to a

service provider, the section 512(c) safe harbor would be a

dead letter because vast portions of content on the Internet

are eligible for copyright protection. UMG’s theory would also
make the DMCA’s notice-and-takedown provisions completely
superfluous because any service provider that hosted copy-

righted material would be disqualified from the section 512(c)

safe harbor regardless of whether the copyright holder gave

notice or whether the service provider otherwise acquired
actual or constructive knowledge of specific infringements.

The court noted that UMG’s argument was also undercut
by evidence that of the 244,205 videos on Veoh’s service
labeled “music videos,” 221,842 were not identified as unau-
thorized by the Audible Magic music filter that Veoh
employed on its site.*

Judge Matz further rejected the argument that Veoh had
knowledge based on a notice from the RIAA, where the no-
tice merely provided names of artists, which the court held
was not the same thing as a representative list of works and
therefore merely a defective DMCA notification. The notices
likewise did not identify the material claimed to be
infringing. The court wrote that “[a]n artist’s name is not in-
formation reasonably sufficient to permit the service provider
to locate [such] material.”®

Judge Matz held that Veoh did not have “red flag” aware-

Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

Buma Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d 1099,
1109 (C.D. Cal. 2009) (quoting Corbis Corp. v. Amazon.com, Inc., 351 F.
Supp. 2d 1090, 1105 (W.D. Wash. 2004)), aff'd on other grounds sub nom.
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th
Cir. 2013); see generally infra § 17.05[3] (discussing music video filters,
including the Audible Magic filter).

“uma Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d 1099,
1110 (C.D. Cal. 2009) (citing 17 U.S.C.A. § 512(c)(3)(A)(iii)), aff'd sub nom.
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th
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ness, which he construed narrowly, writing that “CCBill
teaches that if investigation of ‘facts and circumstances’ is
required to identify material as infringing, then those facts
and circumstances are not ‘red flags.” 7 UMG argued that
Veoh’s founders, employees and investors knew that wide-
spread infringement was occurring on the Veoh system. The
court held, however, that general awareness of infringement,
without more, was not enough to preclude protection pursu-
ant to section 512(c)’s safe harbor. Judge Matz wrote that
“[In]o doubt it is common knowledge that most websites that
allow users to contribute material contain infringing items.
If such general awareness were enough to raise a ‘red flag,’
the DMCA safe harbor would not serve its purpose of
‘facilitat[ing] the robust development and worldwide expan-
sion of electronic commerce, communications, research,
development, and education in the digital age,” and ‘balanc-
[ing] the interests of content owners, online and other ser-
vice providers, and information users in a way that will fos-
ter the continued development of electronic commerce and
the growth of the Internet.”®

Judge Matz also rejected the argument that Veoh avoided
gaining knowledge of infringement by delaying implementa-
tion of the Audible Magic fingerprinting system until October
2007, even though it was available in early 2005, and by
waiting nine months before filtering videos already on the
system. He noted that the DMCA did not require service
providers to implement filtering technology and that Veoh
had previously implemented “hash” filtering earlier and at-
tempted to develop its own filtering tool. When it could not
do so, it licensed Audible Magic’s technology. The court wrote
that these undertakings merely underscored Veoh’s good
faith efforts to avoid or limit storage of infringing content.

Finally, the district court rejected UMG’s argument that
Veoh could have searched its indices for the names of artists
whose videos were identified in the RIAA notices. The court
held that “the DMCA does not place the burden of ferreting

Cir. 2013).

YUMG Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d 1099,
1108 (C.D. Cal. 2009), aff’d sub nom. UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

BuMa Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d 1099,
1111 (C.D. Cal. 2009), aff’d sub nom. UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).
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out infringement on the service provider.”®

On appeal, the Ninth Circuit affirmed Judge Matz’s order
granting summary judgment to Veoh, noting that UMG did
not dispute that when Veoh became aware of allegedly
infringing material as a result of the RIAA’s DMCA notices,
it removed the files. Rather, UMG argued that Veoh had
knowledge or awareness of other infringing videos that it did
not remove.*

The Ninth Circuit rejected UMG’s argument that hosting
a music category evidenced knowledge. First, the court
pointed out that Veoh had licenses from Sony-BMG and
therefore could have hosted licensed music. Second, the panel
rejected the argument that generalized knowledge could take
a service provider outside the safe harbor. The panel held
that “merely hosting a category of copyrightable content,
such as music videos, with general knowledge that one’s ser-
vices could be used to share infringing material, is insuf-
ficient to the meet the actual knowledge requirement of

§ 512(c)(1)(A)(1)” or red flag awareness pursuant to section
512(c)(1)(A){1).*

The appellate court similarly rejected the argument that
tagging user submissions as “music videos” evidenced knowl-
edge or awareness given that the court had already concluded
that hosting music videos did not disqualify Veoh from safe
harbor protection.®

The court likewise rejected the argument that Veoh’s

®YUMG Recordings, Inc. v. Veoh Networks Inc., 665 F. Supp. 2d 1099,
1112 (C.D. Cal. 2009), aff’d sub nom. UMG Recordings, Inc. v. Shelter
Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

0See UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1020 (9th Cir. 2013). The appellate panel initially issued a decision
affirming the lower court’s entry of summary judgment in December 2011,
UMG Recordings, Inc. v. Shelter Capital Partners LLC, 667 F.3d 1022,
1036 (9th Cir. 2011), which subsequently was withdrawn and replaced by
a new opinion in 2013 that, on reconsideration, harmonized the Ninth
Circuit’s analysis with the Second Circuit’s intervening opinion in Viacom
Int’l, Inc. v. YouTube, Inc., 676 F.3d 19 (2d Cir. 2012). The Second Circuit’s
discussion of Shelter Partners in YouTube refers to the earlier, now
withdrawn 2011 opinion.

SUMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1021-23 (9th Cir. 2013), see also BWP Media USA, Inc. v. Clarity
Digital Group, LLC, 820 F.3d 1175, 1182 (10th Cir. 2016) (citing Shelter
Capital with approval on this point).

2UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1023 (9th Cir. 2013).
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purchase of key words including “50 Cent,” “Avril Lavigne”
and “Britney Spears” evidenced knowledge or awareness
both because these UMG artists also had recorded for Sony-
BMG, which had given Veoh a license for its artists’ videos,
and because “companies sometimes purchase search terms
they believe will lead potential customers to their websites
even if the terms do not describe the goods or services the
company actually provides.”®

The Ninth Circuit panel further rejected UMG’s argument
that Veoh’s compliance with RIAA takedown notices gave it
knowledge of infringement and should have caused it to take
the initiative to use search and indexing tools to locate and
remove other material by these same artists. Relatedly,
UMG had argued that Veoh should have known from the
MTYV or other television logos watermarked on some videos
removed from its site that unauthorized material had been
posted, which it could have searched for. Applying CCBill,
however, the appellate court refused to impose investigative
duties on service providers (and also noted that this ap-
proach likely would have resulted in the removal as well of
noninfringing content).**

Finally, the court rejected UMG’s argument that Veoh had
knowledge of infringement based on newspaper articles that
referred to unauthorized material on its site, in which Veoh’s
CEO acknowledged the problem and stated that Veoh took
infringement seriously and removed unauthorized content
when found. Judge Raymond C. Fisher, writing for the unan-
imous panel, explained:

The DMCA'’s detailed notice and takedown procedure assumes

that, “from time to time,” “material belonging to someone else

ends up” on service providers’ websites, and establishes a pro-
cess for ensuring the prompt removal of such unauthorized
material. If Veoh’s CEQO’s acknowledgment of this general
problem and awareness of news reports discussing it was
enough to remove a service provider from DMCA safe harbor

BUMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1023 (9th Cir. 2013). The court explained that:

For example, a sunglass company might buy the search terms “sunscreen” or
“vacation” because it believed that people interested in such searches would
often also be interested in sunglasses. Accordingly, Veoh’s search term
purchases do little to demonstrate that it knew it hosted infringing material.

Id.

MBUMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1023-24 (9th Cir. 2013), citing Perfect 10, Inc. v. CCBill LLC, 488
F.3d 1102, 1114 (9th Cir.), cert. denied, 522 U.S. 1062 (2007).
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eligibility, the notice and takedown procedures would make
little sense and the safe harbors would be effectively nullified.
We cannot conclude that Congress intended such a result, and
we therefore hold that this evidence is insufficient to warrant
a trial.*®

By contrast, as noted earlier in this section, Judge Fisher
wrote in dicta that notices sent by third parties could provide
red flag awareness, although the Ninth Circuit panel rejected
the argument that email evidence presented by UMG was
sufficient to create a factual dispute over Veoh’s entitlement
to the DMCA safe harbor because there was no evidence pre-
sented that Veoh in fact did not remove files when it received
these notices (and any notices from copyright owners, as op-
posed to third parties, had to satisfy the requirements for
DMCA notifications set forth in section 512(c)(3) before
knowledge could be imputed to a service provider if it failed
to disable access to or remove any material identified in the
notification).%®

In Viacom Int’l, Inc. v. YouTube, Inc.,”” the Second Circuit
was unwilling to set the bar for red flag awareness as high
as the Ninth Circuit previously had in CCBill, but it did set
out a clear explanation of the difference between actual
knowledge and red flag awareness, which the Ninth Circuit
subsequently also adopted.”® The Viacom v. YouTube panel
explained that actual knowledge denotes subjective belief,
whereas red flag awareness is judged by an objective

BSUMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1024 (9th Cir. 2013).

UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1025 (9th Cir. 2013). The court, in dicta, explained how a user email
informing a service provider of “infringing material and specifying its lo-
cation” could provide red flag notice:

Although the user’s allegations would not give Veoh actual knowledge under
§ 512(c)(1)(A){), because Veoh would have no assurance that a third party who
does not hold the copyright in question would know whether the material was
infringing, the email nonetheless could act as a red flag under § 512(c)(1)(A)(i1)
provided its information was sufficiently specific.
Id. In its revised opinion, the Ninth Circuit panel also adopted the Second
Circuit’s analysis of the difference between actual knowledge and red flag
awareness, as discussed below. See id. at 1025—-26.

Viacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19 (2d Cir. 2012).

8See UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1025-26 (9th Cir. 2013).
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reasonableness standard.5®

A standard of objective reasonableness requires service
providers to make sure that employees responsible for mate-
rial stored at the direction of a user are well trained.
Whether a service provider’s conduct in fact is objectively
reasonable, when challenged in litigation, may make
determinations of red flag awareness difficult to resolve short
of trial in some cases. Factual disputes over the propriety of
failing to remove particular material in particular instances
may be difficult to resolve on summary judgment, in at least
some cases.

In practice, courts in the Second Circuit, like those in the
Ninth Circuit, have imposed a high bar for when material
may be found to raise a red flag, as underscored in the
Viacom v. YouTube case itself.

Viacom v. YouTube, like UMG v. Shelter Capital Partners,
was a case involving user-submitted videos where summary
judgment had been granted in favor of the service provider
and, on appeal, the copyright owner did not dispute that the
service provider had removed every file identified in substan-
tially complying DMCA notices. Indeed, in Viacom v. You-
Tube, District Court Judge Stanton of the Southern District
of New York had observed that Viacom had accumulated in-
formation on approximately 100,000 videos and then sent
one mass take-down notice on February 2, 2007, in response
to which, by the next day, YouTube had removed virtually
all of the identified videos.*® The issue in each case was
whether, notwithstanding compliance with DMCA notifica-
tions asking that specific files be taken down, the service
provider nonetheless had knowledge or awareness that
would preclude safe harbor protection.

In Viacom v. YouTube, the Second Circuit concluded that
internal emails that referenced specific video files (as op-
posed to general percentages) could be viewed by a reason-
able juror to evidence knowledge or awareness of specific in-
stances of infringement. However, since the evidence did not
make clear whether any of the videos referenced in internal
emails were actually at issue in the lawsuit, the court
remanded the case to the district court to determine whether

%9See Viacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19, 31 (2d Cir. 2012).

Viacom Intl Inc. v. YouTube, Inc., 718 F. Supp. 2d 514 (S.D.N.Y.
2010), aff’d in part, vacated in part, rev’d in part, 676 F.3d 19 (2d Cir.
2012).
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any specific infringements of which YouTube had knowledge
or awareness corresponded to any of the works at issue in
the lawsuit.®

By contrast, the Second Circuit panel rejected as irrele-
vant internal surveys showing that YouTube employees
estimated that 75-80% of YouTube streams constituted
copyrighted material. While these estimates suggested that
defendants were aware that “significant quantities of mate-
rial on the YouTube website were infringing” the evidence
was insufficient to create a triable issue of fact about whether
YouTube “actually knew, or was aware of facts or circum-
stances that would indicate, the existence of particular in-
stances of infringement.”®

The Second Circuit panel remanded for further consider-
ation the issue of whether YouTube had knowledge or aware-
ness based on willful blindness. In Global-Tech Appliances,
Inc. v. SEB, S.A.,*®® the U.S. Supreme Court had held that
willful blindness is equivalent to knowledge for purposes of
evaluating patent infringement. Applying this principle to
the DMCA, the Second Circuit held that if a service provider
made a “deliberate effort to avoid guilty knowledge” the will-
ful blindness doctrine could be applied, in appropriate cir-
cumstances, to demonstrate knowledge or awareness of
specific instances of infringement under the DMCA.*

The appellate panel made clear that willful blindness
under the DMCA, like other forms of knowledge or aware-
ness, cannot be premised on generalized knowledge, but

®1See Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 33-34 (2d Cir.
2012). On remand, the district court again granted summary judgment for
YouTube, ruling, among other things, that YouTube did not have knowl-
edge or awareness of any specific acts of infringement and had not will-
fully blinded itself to specific acts of infringement. See Viacom Int’l, Inc. v.
YouTube, Inc., 940 F. Supp. 2d 110 (S.D.N.Y. 2013).

®Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 33 (2d Cir. 2012)
(emphasis added).

8Global-Tech Appliances, Inc. v. SEB S.A., 563 U.S. 754, 769-70
(2011); supra § 4.11[6][A] (analyzing the case and its applicability to the
doctrine of copyright inducement).

Viacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19, 35 (2d Cir. 2012),
quoting In re Aimster, 334 F.3d at 650. On remand, the district court
granted summary judgment for YouTube, holding that YouTube had not
willfully blinded itself to specific acts of infringement. See Viacom Int’l,
Inc. v. YouTube, Inc., 940 F. Supp. 2d 110 (S.D.N.Y. 2013).
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must be based on “specific instances of infringement . . . .”®®
Judge Cabranes also explained that service providers cannot
be compelled to monitor their sites or affirmatively seek facts
evidencing infringing activity as a condition for benefiting
from the safe harbor, concluding that section 512(m) limited,
but did not abrogate application of the willful blindness doc-
trine to the DMCA.®* Thus, willful blindness may provide
grounds for finding knowledge or awareness under the
DMCA, but involves a more limited inquiry than when
evaluating willful blindness to establish inducement because
under the DMCA willful blindness may not be premised on
either generalized knowledge or a failure to monitor or
proactively search a site or service for infringing activity.
Given this formulation, it is perhaps not surprising that
Judge Cabranes cautioned that willful blindness may be dif-
ficult to assess absent explicit fact finding.*

Although the Second Circuit characterized its analysis of
willful blindness as involving an issue of first impression, in
an earlier district court opinion, Columbia Pictures Indus-
tries, Inc. v. Fung,®® Judge Stephen Wilson in Los Angeles
had held that willful blindness amounted to red flag
awareness.” In Fung, which is an inducement case discussed
at length in section 4.11[6][F], the Ninth Circuit, applying

SViacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19, 35 (2d Cir. 2012).
Viacom Intl, Inc. v. YouTube, Inc., 676 F.3d 19, 35 (2d Cir. 2012).

*Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 35 n.10 (2d Cir.
2012), citing Tiffany (NeJ) v. eBay, Inc., 600 F.3d 93, 110 (2d Cir.), cert.
denied, 562 U.S. 1082 (2010).

88Columbia Pictures Industries, Inc. v. Fung, No. 06 Civ. 5578, 2009
WL 6355911 (C.D. Cal. Dec. 21, 2009), aff'd in relevant part, 710 F.3d 1020
(9th Cir. 2013).

®The district court had found red flag awareness in connection with
evaluating defendants’ argument that they were entitled to the informa-
tion location tools safe harbor, 17 U.S.C.A. § 512(d); infra § 4.12[7], because
they disabled links whenever they received notices. Judge Wilson had
found defendants ineligible for the user storage safe harbor set forth in 17
U.S.C.A. § 512(c) because the infringing material in Fung did not actually
reside on Fung’s servers. The Ninth Circuit disagreed with this analysis,
declining to read requirements into the safe harbor that are not contained
in the text of the DMCA and noting that section 512(c) “explicitly covers
not just the storage of infringing material, but also infringing ‘activit[ies]’
that ‘usle] the material [stored] on the system or network.”” Columbia
Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1042 (9th Cir. 2013). As
discussed earlier in this chapter, this analysis is incorrect. See supra
§ 4.12[6][A]. Section 512(c), while not limited to cases where material is
stored on a service provider’s servers, nonetheless is restricted to cases
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the Second Circuit’s objective/subjective analysis of actual
knowledge and red flag awareness from Viacom v. YouTube,
ultimately ruled that Fung had red flag awareness of a broad
range of infringing activity that precluded him from benefit-
ting from either the user storage or information location
tools safe harbors.”” Fung and his company, isoHunt Web
Technologies, Inc., operated the isohunt.com, torrentbox.com
and podtropolis.com torrent sites and associated BitTorrent
trackers, and the eDonkey site, ed2k-it.com.” Fung’s level of
knowledge and awareness was summarized by the Ninth
Circuit panel but explained in greater detail in the district
court’s opinion. The Ninth Circuit concluded that the record
was

replete with instances of Fung actively encouraging infringe-
ment, by urging his users to both upload and download partic-
ular copyrighted works, providing assistance to those seeking
to watch copyrighted films, and helping his users burn
copyrighted material onto DVDs. The material in question
was sufficiently current and well-known that it would have
been objectively obvious to a reasonable person that the mate-
rial solicited and assisted was both copyrighted and not
licensed to random members of the public, and that the
induced use was therefore infringing. Moreover, Fung does not
dispute that he personally used the isoHunt website to
download infringing material. Thus, while Fung’s inducing ac-
tions do not necessarily render him per se ineligible for protec-

involving “storage at the direction of a user of material that resides on a
system or network controlled or operated by or for the service provider
... 717 US.CA. §512(c)(1); supra § 4.12[6][A] (analyzing this aspect of
the court’s ruling). In Fung, the court did not find that the Bit Torrent
tracker sites at issue constituted “a system or network controlled or oper-
ated by or for” Fung. See 17 U.S.C.A. § 512(c)(1). As explained in section
4.12[6][A], the Ninth Circuit’s reading of section 512(c) on this point
therefore is not consistent with the plain terms of that statutory provision.

"Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1043—44,
1047 (9th Cir. 2013). The same panel that decided Fung also decided UMG
Recordings, Inc. v. Shelter Capital Partners LLC, 667 F.3d 1022 (9th Cir.
2011), opinion withdrawn and replaced, 718 F.3d 1006 (9th Cir. 2013).
Fung was written by Judge Marsha S. Berzon, on behalf of herself and
Judges Harry Preferson and Raymond C. Fisher. Shelter Partners was
authored by Judge Raymond C. Fisher, on behalf of himself and Judges
Harry Pregerson and Marsha S. Berzon.

"A technical explanation of how BitTorrent protocols generally, and
Fung’s sites in particular, operate, is set forth in section 4.11[6][F] in con-
nection with a discussion of the Fung court’s analysis of defendants’ li-
ability for copyright inducement.
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tion under § 512(c), they are relevant to our determination

that Fung had “red flag” knowledge of infringement.”

With respect to knowledge, the district court had noted
that although Fung’s sites were based in Canada, at the
height of their popularity they had 10 million visitors each
month, 25% of whom came from the United States to access
content, more than 90% of which was found to be infringing.
District Court Judge Wilson wrote that “unless Defendants
somehow refused to look at their own webpages, they invari-
ably would have known that (1) infringing material was
likely to be available and (2) most of Defendants’ users were
searching for and downloading infringing material.””® He
wrote that in light of the “overwhelming evidence, the only
way Defendants could have avoided knowing about their us-
ers’ infringement is if they engaged in ‘ostrich-like refusal to
discover the extent to which [their] system[s] w[ere] being
used to infringe copyright.””

More broadly, the district court emphasized that induce-
ment and the DMCA “are inherently contradictory. Induce-
ment liability is based on active bad faith conduct aimed at
promoting infringement; the statutory safe harbors are based
on passive” good faith conduct aimed at operating a legiti-

"2Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1043
(9th Cir. 2013).

BColumbia Pictures Industries, Inc. v. Fung, No. 06 Civ. 5578, 2009
WL 6355911, at *17 (C.D. Cal. Dec. 21, 2009), aff’d in relevant part, 710
F.3d 1020 (9th Cir. 2013). The extent of defendants’ knowledge and
encouragement of infringing activities is set forth in section 4.11[6][F],
which discusses the case in connection with the court’s entry of summary
judgment for the plaintiffs on their claim of copyright inducement.

"Columbia Pictures Industries, Inc. v. Fung, No. 06 Civ. 5578, 2009
WL 6355911, at *18 (C.D. Cal. Dec. 21, 2009) (quoting In re Aimster
Copyright Litig., 334 F.3d 643, 655 (7th Cir. 2003)), affd in relevant part,
710 F.3d 1020 (9th Cir. 2013).

"The district court’s reference to the safe harbor being based on
“passive” conduct by service providers may be criticized as perpetuating
the myth that the narrow definition of service provider applicable only to
the transitory digital network communications safe harbor set forth in
section 512(a) applies generally under the DMCA notwithstanding the
much broader definition of the term when used in connection with the
other safe harbors (which by no means is limited to passive service provid-
ers). Compare 17 U.S.C.A. § 512(k)(1)(A) (narrowly defining the term ser-
vice provider for purposes only of the safe harbor created by section 512(a))
with 17 U.S.C.A. § 512(k)(1)(B) (broadly defining the same term for
purposes of the user storage, information location tools and caching safe
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mate internet business.””® The Ninth Circuit declined to
endorse this view, agreeing instead with the Second Circuit”
that DMCA safe harbors at least in theory are available to
service providers in inducement cases.” In fact, however, the
district court’s observation that evidence establishing induce-
ment and proving entitlement to the user storage safe harbor
“are inherently contradictory” represents the better view as
a practical matter, even if theoretically safe harbor protec-
tion may be available, because of the requirement that a ser-
vice provider not have red flag awareness (at least for the
user storage and information location tools safe harbors and
in some cases the caching safe harbor).” In practice, the
level of knowledge that may be proven or imputed based on
a finding of inducement (which requires evidence both of
intent and affirmative steps) necessarily would establish
awareness of facts and circumstances from which infringing
activity is apparent and therefore preclude DMCA safe
harbor protection.

In the appellate court ruling in Fung, the Ninth Circuit
raised without deciding the question of whether red flag
awareness would broadly preclude safe harbor protection or
only for the specific files or activity at issue.’® The Ninth
Circuit panel found it unnecessary to resolve the question
because in Fung it also found defendants ineligible for the

harbors); see generally supra § 4.12[2] (analyzing the definition of service
provider in different contexts under the DMCA).

SColumbia Pictures Industries, Inc. v. Fung, No. 06 Civ. 5578, 2009
WL 6355911, at *18 (C.D. Cal. Dec. 21, 2009), aff’'d in part and rev'd in
part, 710 F.3d 1020 (9th Cir. 2013).

"See Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 41 (2d Cir. 2012)
(holding that “a finding of safe harbor application necessarily protects a
defendant from all affirmative claims for monetary relief.”).

8See Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020,
1039-40 (9th Cir. 2013) (holding that the DMCA potentially may be ap-
plied to a claim of inducement, although finding it inapplicable in that
case). The Fung court did not suggest that the DMCA safe harbors in fact
would be available in cases where a plaintiff otherwise could prove induce-
ment, stressing merely that it was “conceivable that a service provider li-
able for inducement could be entitled to protection under the safe harbors”
and explaining that it was “not clairvoyant enough to be sure that there
are no instances in which a defendant otherwise liable for contributory
copyright infringement could meet the prerequisites for one or more of the
DMCA safe harbors.” Id. at 1040 (emphasis in original).

See 17 U.S.C.A. § 512(c)(1)(A)i).

8Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1043
n.20 (9th Cir. 2013).
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safe harbor based on having a financial interest and the
right and ability to control.®

Subsequent cases have either found® or declined to find®
evidence of willful blindness.

Among the early Circuit Court opinions analyzing knowl-
edge or awareness, Fung, on the one hand, and CCBill,
Shelter Capital Partners and YouTube, on the other, bookend
the circumstances under which red flag awareness may be
found (or found lacking). While service providers have no
obligation to proactively search for or block infringing mate-
rial and cannot be deemed to have knowledge or awareness
based on a defective DMCA notice or generalized knowledge
that a site or service may be used for infringement, they
may not stick their heads in the sand or turn a blind eye to
specific instances of infringement and expect to claim entitle-
ment to safe harbor protection.

8Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020, 1043
n.20 (9th Cir. 2013). The financial interest/right and ability to control pro-
vision set forth in 17 U.S.C.A. § 512(c)(1)(B) is analyzed in section
4.12[6][D].

82See, e.g., Capitol Records, Inc. v. MP3Tunes, LLC, No. 07 Civ. 9931
(WHP), 2013 WL 1987225, at *3 (S.D.N.Y. May 14, 2013). In MP3Tunes,
the district court held that certain evidence created a factual dispute on
the issue of willful blindness, although the evidence described by the court
sounded like it would be have been more relevant to the issue of red flag
awareness based on subjective awareness judged by an objective standard
of reasonableness, than willful blindness. Specifically, the court found that
a jury could reasonably interpret several documents as imposing a duty to
make further inquiries into specific and identifiable instances of possible
infringement:

For example, an email received by MP3Tunes in April 2007 gives a specific blog
title and states, “[a]lthough I don’t like ratting myself out, everything I post is
in clear violation of the DMCA . . . . Another email from November 2007
states, “if you search for ‘the clash I fought the law’ . . . you will get 5 results
. . 2 of which point to the website www.oficerjellnutz.com[.] This website
blatantly acknowledges that it contains infringing MP3’s.” . . . In a third
email, an MP3tunes employee acknowledges that while ‘it’s not clear if [content
from a user’s site] is all copyright [six] material . . . it probablyis. . . .
Id. The court’s confusion of red flag awareness with imputed awareness
based on willful blindness merely underscores that red flag awareness in
the Second and Ninth Circuits may be shown by either subjective aware-
ness and an objectively unreasonable failure to disable access to or remove
material or based on a deliberate attempt to avoid acquiring knowledge.

8Gee, e.g., Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 98-99
(2d Cir. 2016); Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597,
611-12 (9th Cir. 2018); BWP Media USA, Inc. v. Clarity Digital Group,
LLC, 820 F.3d 1175, 1182 (10th Cir. 2016).
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Ultimately, by setting a high bar for what constitutes a
red flag, the Ninth Circuit, in CCBill, provided a measure of
protection to legitimate service providers on an issue that is
potentially very difficult to evaluate, subject to the caveat
from dicta in Shelter Capital Partners that notice from a
third party could provide red flag awareness. Fung, by
contrast, shows that pirate sites and services found liable for
inducement, may not benefit from the generous leeway given
to legitimate sites and services in evaluating whether they
had knowledge or red flag awareness.

When material is stored at the direction of a user on a
large site or service it may be very difficult in most instances
for a service provider, absent receipt of a notification, to
evaluate whether material is protected, in the public domain,
created by the user, copied without authorization from a
third party, licensed (expressly or impliedly) or employed as
a fair use.

The complexities associated with identifying potential red
flag material may be significant. For example, as of 2013,
more than 100 hours of video were uploaded to YouTube
every minute.®

Even where a service provider has knowledge or aware-
ness that a particular file is on its site, it may not be able to
easily determine if it is authorized or infringing. Aspiring
filmmakers, for example, may post seemingly amateurish
work on the Internet in which they nonetheless claim protec-
tion if it is copied without authorization and stored some-
where other than where it was posted originally by the copy-
right owner. Conversely, clips from protected professional
TV shows or music videos may be posted surreptitiously by
marketing people or promoters for viral marketing

#YouTube Statistics, http://www.youtube.com/yt/press/statistics.html
(visited Aug. 3, 2013). As of that time, more than six billion hours of video
were watched by YouTube users each month. See id. By comparison, as of
May 2009, on average there were twenty hours of video uploaded every
minute to YouTube. Timothy L. Alger, Deputy General Counsel, Google,
Inc., Speech, American Bar Association Annual Meeting, Chicago, Aug. 2,
2009; YouTube Blog Post, http://youtube-global.blogspot.com/2009/05/
zoinks-20-hours-of-video-uploaded-every_20.html (visited May 20, 2009).
As of March 2010, that number had grown to twenty four hours of new
video content uploaded every minute, with users partaking in more than 1
billion video views each day. Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d
19, 28 (2d Cir. 2012).
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purposes.®

Accordingly, proving knowledge or awareness may raise
evidentiary issues in litigation, especially where the number
of files potentially at issue is substantial. On remand from
the Second Circuit, the district court in Viacom Int’l, Inc. v.
YouTube, Inc.®® addressed the issue of which party has the
burden of proof when neither party can establish whether a
service provider had knowledge or awareness of specific clips.
In that case, YouTube had identified 63,060 video clips that
were alleged to be infringing, for which it claimed it never
received adequate notice from Viacom. At the time of the
lawsuit, more than one billion videos were viewed daily on
YouTube with more than 24 hours of new content uploaded
every minute. Viacom argued that because neither side pos-
sessed the kind of evidence that would allow a clip-by-clip
assessment of actual knowledge YouTube could not claim
safe harbor protection since the DMCA is an affirmative
defense. Judge Stanton disagreed, however, holding that the
burden of notifying service providers of infringement under
the DMCA is on copyright owners or their agents and cannot
be shifted to the service provider to disprove.*”

BGee infra § 28.05 (viral marketing).

8Viacom Int’l, Inc. v. YouTube, Inc., 940 F. Supp. 2d 110 (S.D.N.Y.
2013).

8Viacom Int’l, Inc. v. YouTube, Inc., 940 F. Supp. 2d 110, 113-15
(S.D.N.Y. 2013). Judge Stanton characterized Viacom’s argument as
“ingenious, but . . . an anachronistic, pre-Digital Millennium Copyright
Act (DMCA), concept.” Id. at 114. He explained:

Title II of the DMCA (the Online Copyright Infringement Liability Limitation
Act was enacted because service providers perform a useful function, but the
great volume of works placed by outsiders on their platforms, of whose contents
the service providers were generally unaware, might well contain copyright-
infringing material which the service provider would mechanically “publish,”
thus ignorantly incurring liability under the copyright law. The problem is

clearly illustrated on the record in this case, which establishes that “. . . site
traffic on YouTube had soared to more than 1 billion daily video views, with
more than 24 hours of new video uploaded to the site every minute” . . ., and

the natural consequence that no service provider could possibly be aware of the
contents of each such video. To encourage qualified service providers, Congress
in the DMCA established a “safe harbor” protecting the service provider from
monetary, injunctive or other equitable relief for infringement of copyright in
the course of service such as YouTube’s. The Act places the burden of notifying
such service providers of infringements upon the copyright owner or his agent.
It requires such notifications of claimed infringements to be in writing and
with specified contents and directs that deficient notifications shall not be
considered in determining whether a service provider has actual or construc-
tive knowledge. Id. § (3)(B)(1) . . . . If, as plaintiffs’ assert, neither side can
determine the presence or absence of specific infringements because of the vol-
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Where emails or other internal communications suggest
knowledge, awareness or willful blindness, the outcome may
be different.® Thus, for example, the Second Circuit held in
EMI Christian Music Group, Inc. v. MP3Tunes, LLC,* in
vacating the entry of summary judgment, that a jury could
infer (but, implicitly was not necessarily required to find)
red flag awareness where a service provider’s executives
admitted in public statements that legitimate copies of MP3
files had not been made commercially prior to January 2007
(or thereafter for some period of time, for songs by the
Beatles), where internal emails identified these files to em-
ployees as having been sideloaded (or downloaded to
sideload.com MP3 lockers) prior to January 2007 by users of
the service. The court also held that the jury could have

ume of material, that merely demonstrates the wisdom of the legislative

requirement that it be the owner of the copyright, or his agent, who identifies

the infringement by giving the service provider notice. 17 U.S.C. § 512(c)(3)(A).
Id. at 114-15 (footnote omitted). The court further noted that “[t]he system
is entirely workable: in 2007 Viacom itself gave such notice to YouTube of
infringements by some 100,000 videos, which were taken down by YouTube
by the next business day.” Id. at 115.

8""See, e.g., Capitol Records, Inc. v. MP3Tunes, LLC, No. 07 Civ. 9931
(WHP), 2013 WL 1987225, at *4 (S.D.N.Y. May 14, 2013) (“reluctantly”
concluding that the issue of red flag awareness under the DMCA could not
be resolved on summary judgment given that under Viacom v. YouTube
“[s]lomething less than a formal takedown notice may now establish red
flag knowledge” and EMI had introduced communications purporting to
acknowledge likely infringement); see also Capitol Records, Inc. v.
MP3Tunes, LLC, No. 07 Civ. 9931 (WHP), 2013 WL 1987225, at *3
(S.D.N.Y. May 14, 2013) (finding a factual dispute on the issue of willful
blindness based on emails received by MP3Tunes or composed by
MP3Tunes employees). But see Capitol Records, LLC v. Vimeo, LLC, 826
F.3d 78, 93-99 (2d Cir. 2016) (rejecting evidence of employee interaction
with allegedly infringing videos as evidence of knowledge, red flag aware-
ness or willful blindness); Capitol Records, LLC v. Vimeo, LLC, Nos. 09-
CV-10101 (RA), 09-CV-10105 (RA), 2021 WL 2181252 (S.D.N.Y. May 28,
2021) (granting summary judgment for Vimeo on all 281 user generated
videos at issue, and rejecting that employees interacted with user-
submitted videos—including, among other things, by applying music
credits and tags, liking videos or adding them to promotional channels, or
commenting on a video—as evidence that employees possessed facts mak-
ing infringement objectively obvious “[blecause . . . a service provider
cannot be presumed to know that content on its site is licensed or does not
qualify as fair use, Plaintiff’'s lack of evidence in that respect is
dispositive.”).

8EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d 79,
92-94 (2d Cir. 2016) (reversing a lower court ruling vacating a jury verdict
with respect to red flag awareness and willful blindness).
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found that the defendant’s service was “conceived of and
designed to facilitate infringement,” and that the defendant
therefore was ineligible for DMCA protection due to willful
blindness, based on trial testimony that MP3Tunes was
intended to allow users to sideload “everything that was on
the internet that was not locked down” and evidence that
MP3Tunes executives encouraged sideloading of infringing
music files (and in fact did so themselves).*

Knowledge or awareness also may be shown where a site
proactively monitors for infringing material. Service provid-
ers, under the DMCA, are not required to search for infringe-
ment®—they need only respond when they have knowledge
or red flag awareness or if they receive a substantially
complying notification. As a practical matter, however, many
sites that host user content seek to deter infringement by
reviewing user submissions, either before or after material
is uploaded to a site.

Proactive monitoring can help keep infringement off a site,
which in turn may discourage copyright owners from filing
suit. It also can help rebut any inference of willful blindness.
Where an agent or employee has reviewed material, however,
the failure to take down a file could be found to constitute
evidence of knowledge or awareness or to create a factual
dispute precluding summary judgment (and necessitating a
trial on the issue of a service’s entitlement to DMCA protec-
tion), depending on the facts of a given case, which could
substantially increase the costs and risks associated with
litigating a DMCA case.

Judges and juries, in practice, usually cut some slack to a
service that shows itself to be compliance oriented but may
not have recognized a given file as infringing and taken it
down, while not giving the benefit of the doubt to services
where infringement is rampant and the site does not appear
to actively deter or discourage it. Because red flag awareness
is judged by an objective standard, however, there is some
risk to monitoring and a perverse disincentive for service
providers to proactively deter infringement.

Sites that allow users to upload music, often use filters to
automatically identify attempted uploads of infringing music.

OEMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d 79,
91-92 (2d Cir. 2016).

91Gee 17 U.S.C.A. § 512(m).

4-690

PAGE PROOFS - SUBJECT TO REVISION
© 2022 lan C. Ballon, www.lanBallon.net



CopYRIGHT PROTECTION IN CYBERSPACE 4.12[6][C]

Assuming a site uses the filter to automatically block
uploads, it should not be deemed to have knowledge or
awareness of infringing material stored on the site. Of
course, if a service provider employs filtering but allows files
tagged as infringing to remain on the site, it likely would be
found to have red flag awareness of those files (absent other
facts such as confirmation that a particular file was flagged
as a “false positive”). Filtering to block or remove infringing
content, however, can reduce liability and rebut evidence of
willful blindness.

The same is not necessarily true for material subject to
human review. Where an agent or employee has reviewed
material, the failure to take down a file could be found to
constitute evidence of knowledge or awareness or to create a
factual dispute precluding summary judgment, which could
increase the costs and risks associated with litigating a
DMCA dispute.

The conundrum of whether to use human reviewers to
proactively monitor for infringement was brought into sharp
focus by the Ninth Circuit’s ruling in Mavrix Photographs,
LLC v. LiveJournal, Inc.*? In that case, LiveJournal allowed
“moderators” to review posts prior to upload to ensure that
they contained celebrity gossip and did not include pornogra-
phy or harassing content. “Maintainers” were given further
authority to delete posts and remove moderators. Finally,
“owners” were authorized to remove maintainers. Ap-
proximately two-thirds of user submissions were rejected by
these volunteers, who only uploaded one-third of user
submissions to the site.”

In an earlier part of the opinion discussed in section
4.12[6][A], the Ninth Circuit held that there was a disputed
question of fact precluding summary judgment on the issue
of LiveJournal’s entitlement to the DMCA safe harbor over
whether pre-upload review by volunteer LiveJournal modera-
tors meant that material submitted by users but only
uploaded after review was posted by LiveJournal itself, or
qualified as material stored “at the direction of a user,” which
the Ninth Circuit panel held turned on questions of common

2Mavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045 (9th
Cir. 2017).

98See Mavrix Photographs, LLC v. LivedJournal, Inc., 873 F.3d 1045,
1050, 1059 (9th Cir. 2017).
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law agency.®* While LiveJournal argued that it did not as-
sent to moderators acting on its behalf, the court found there
was a disputed issue of fact over whether they had actual
authority for purposes of establishing common law agency.*

With respect to knowledge or awareness, the appellate
panel wrote in dicta that if the photographs at issue were
found to have been stored at the direction of a user, on
remand, LiveJournal would have to show that it lacked both
actual knowledge and red flag awareness of the alleged
infringement.”® The panel agreed with the lower court that
there was no evidence of LiveJournal’s actual knowledge
because Mavrix had not sent a takedown notice to LiveJour-
nal and the employee responsible for supervising moderators
did not remember approving the posts. The panel, however,
directed the district court to evaluate red flag awareness—
specifically whether the service provider was “aware of facts
and circumstances that would have made the specific in-
fringement ‘objectively’ obvious to a reasonable person”
which it characterized as “a high bar.”” The panel reiterated
that to qualify as a red flag, “[t]he infringement must be im-
mediately apparent to a non-expert.”® It noted, however,
that some of the images contained watermarks, which could
be relevant to the inquiry.* Accordingly, it instructed that to
“determine whether LiveJournal had red flag knowledge, the

%See Mavrix Photographs, LLC v. LivedJournal, Inc., 873 F.3d 1045,
1052-57 (9th Cir. 2017); supra § 4.12[6][A].

SMavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045,
1054-56 (9th Cir. 2017). Moderators were free to leave, not required to vol-
unteer their time and could reject submissions for reasons other than
those provided by LiveJournal. On the other hand, LiveJournal selected
moderators, provided them with specific directions and exercised some
degree of control. The appellate panel also found that at least some users
believed that moderators acted with apparent authority.

SMavrix Photographs, LLC v. LivedJournal, Inc., 873 F.3d 1045,
1057-58 (9th Cir. 2017).

"Mavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045,
1057-58 (9th Cir. 2017) (quoting earlier cases).

BMavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045, 1058
(9th Cir. 2017).

Mavrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045, 1058
n.14 (9th Cir. 2017) (“The existence of a watermark, and particularly . . .
[a] watermark with a company name, is relevant to the knowledge
inquiry.”). To both justify its focus on watermarks but also caution against
concluding that the existence of a watermark is conclusive evidence, the
panel noted that:
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fact finder should assess if it would be objectively obvious to
a reasonable person that material bearing a generic water-
mark or a watermark referring to a service provider’s website
was infringing.”'®

The issue of watermarks was addressed by a subsequent
Ninth Circuit panel, in Ventura Content, Ltd. v. Motherless,
Inc.,” in which the court held that the operator of a user-
submitted porn site had neither actual knowledge nor red
flag awareness of 33 videoclips that had been uploaded to
the defendant’s website by users of the site. In that case, the
plaintiff and its expert witness argued that the defendants
must have had actual knowledge of the video clips because
they appeared to be professionally produced and a few had
watermarks. The appellate court rejected this argument,
however, because the watermarks displayed the URLs for
pornography aggregators (such as videosz.com and
monstercockbabes.com) and “gave no hint that Ventura
owned the material.”"

The panel also rejected the argument that the high quality
of the videos created at least a factual question precluding
summary judgment on the issue of actual knowledge. The
court explained that “[p]rofessionally created work often is
posted online to publicize and attract business for the
creator. Amateurs often do professional quality work in
artistic endeavors, and amateurs are no less entitled to copy-
right protection than professionals, so it is not apparent why
professionalism matters. And digital cameras have become
so good and so easy to use that even home movies of chil-
dren’s birthday parties can look professionally done.”'® The
panel also observed that it could not see what on the Ventura

Congress explained that red flag knowledge includes “customary indicia . . .
such as a standard and accepted digital watermark.” H.R. Rep. 105-55, pt. 1, at
25 (1998). But see Veoh Networks Inc., 665 F. Supp. 2d at 1115 (declining to
rely on this report because it addressed a “version of the DMCA that is
significantly different in its text and structure than the version that Congress
ultimately adopted”).

Mavrix Photographs, LLC v. LivedJournal, Inc., 873 F.3d at 1058 n.13.

0N avrix Photographs, LLC v. LiveJournal, Inc., 873 F.3d 1045, 1058
(9th Cir. 2017).

" entura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 608-12 (9th
Cir. 2018).

102Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 608 (9th Cir.
2018).

193Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 608 (9th Cir.
2018).
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videos distinguished them from amateur creations.'™

For similar reasons, the Motherless panel rejected plain-
tiff's argument that defendants had red flag awareness,
which the court referred to as apparent awareness. The court
found that there was nothing about the clips that would
have made infringement apparent. With 12.6 million pictures
and video clips on the site, the majority found it “hard to
imagine” that the site’s owner, or the contractor he paid to
help him review thumbnail images of uploaded videos for
Terms of Use violations, “would have spotted all the infring-
ing videos with the few seconds of viewing they gave to each
one.”'®” The court emphasized that the mere “suspicion of in-
fringement” is not the same as “facts making infringement
obvious.”" The majority concluded that “even if it were obvi-
ous to a reasonable person that some of the material on the
site must be infringing, that is not enough to lose the safe
harbor. It must be obvious that the particular material that
is the subject of the claim is infringing. Here, it would not be
obvious to a reasonable person that the clips excerpted from
Ventura movies were infringing.”'”

Although the majority in Motherless discussed the contents

1% entura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 608 (9th Cir.
2018). The panel noted that “Ventura could have indicated its ownership
by watermarking its videos as copyrighted, but it did not. And Ventura
could have notified Motherless that the clips infringed on its copyright
when it discovered them on Motherless’s site, but it did not.” Id. at 609.

SVentura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 609 (9th Cir.
2018). The site used software that generated thumbnail images of five im-
ages from each video clip (captured at the 20, 40, 60, 80 and 100% time
points in the clip), which the site owner or his contractor reviewed for
Terms of Use violations. See id. at 601.

1% Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 610 (9th Cir.
2018), quoting Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 98 (2d
Cir. 2016). The panel explained:

The copyright owner must show knowledge, actual or red flag, for the videos
that infringed its copyright and are the subject of its claim. And for red flag
knowledge, infringement must be apparent, not merely suspicious. Congress
used the word “apparent,” not “suspicious” or some equivalent. Ventura, not
Lange, is in charge of policing Motherless for its copyrighted material. Congress
could have put the burden of policing infringement in suspicious circumstances
on the provider, but it instead put it on the copyright holder.
Motherless, Inc., 885 F.3d at 610.

Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 611 (9th Cir.
2018), citing Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93 (2d Cir.
2016) (citing Viacom Int’l, Inc. v. YouTube, Inc., 676 F.3d 19, 30-31 (2d Cir.
2012)).
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of 33 videos, in fact the defendants only reviewed five
thumbnail images (or screen shots) taken at set intervals
from each uploaded video. Had the court viewed the videos
differently, it would have been relevant whether the
thumbnails actually reviewed included the portions found
objectively to evidence red flag awareness.

In addition to considering actual knowledge or awareness,
the court also rejected plaintiff’s argument that red flag (or
apparent) awareness could be inferred based on willful blind-
ness because the Motherless site took active steps to deter
infringement.'®

Motherless serves as a reminder that the threshold for
inferring knowledge or awareness, in the absence of expressly
incriminating evidence (such as an admission at a deposition
or a contemporaneous email or other electronic communica-
tion), is high. LiveJournal nevertheless underscores that a
service provider that chooses to systematically manually
review material submitted by users, to deter infringement or
for other business reasons, potentially could have a more dif-
ficult time prevailing on the DMCA defense because of a
plaintiff’s ability to challenge any material on its site as
objectively raising a red flag, even if reviewers fail to identify
it as such and the service has no knowledge of the material.
If every single file is reviewed, for example, then a plaintiff
could challenge, ex post facto, a service’s failure to disable
access to or remove any file found on the service because red
flag awareness is judged by objective criteria.'” If every file
on a site can be analyzed objectively, the risk of liability is
greater because even the best reviewer may not recognize
particular material as raising a red flag. This inquiry would
also lengthen and make more expensive any infringement

198G Ventura Content, Ltd. v. Motherless, Inc., 885 F.3d 597, 611-12
(9th Cir. 2018) (contrasting Columbia Pictures Industries, Inc. v. Fung,
710 F.3d 1020 (9th Cir. 2013)).

'®0ne district court imposed a higher burden of proof for a copyright
owner to establishe knowledge or red flag awareness where a service
provider meets its threshold burden of showing entitlement to the DMCA
safe harbor. See Capitol Records, LLC v. Vimeo, LLC, Nos. 09-CV-10101
(RA), 09-CV-10105 (RA), 2021 WL 2181252, at *5-12 (S.D.N.Y. May 28,
2021) (ruling that, under Second Circuit law, a copyright owner must not
only show that the service provider reviewed a video but that the employ-
ees who reviewed the video “possessed facts that would enable them to
identify the presence of copyrighted material in each of the Videos-in-Suit
. . . [and that they] knew how to distinguish infringement from fair or
authorized use, and that they were able to do so for each Video-in-Suit.”).
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suit. By contrast, if a service does not systematically manu-
ally review every file, but rather simply instructs employees
to take down red flag material when they become aware of
it, then absent direct evidence of knowledge or awareness
(such as an employee admission in an email or testimony at
a deposition), it is unlikely that a copyright owner could
meet its burden of establishing knowledge or awareness
based solely on the existence of an infringing file on a ser-
vice provider’s servers.'"°

The objective test for red flag awareness potentially cre-
ates a disincentive for service providers to routinely review
all material uploaded to a site.™

In many cases, of course, there is no clear record to show
which user files, if any, actually were reviewed. Where it is
unclear whether a site or its agents or employees had knowl-
edge or awareness of specific files in the absence of a DMCA
notification, whether a service provider can benefit from the
safe harbor may depend on which party has the burden of
proof.

In Capitol Records, LLC v. Vimeo, LLC,'" Second Circuit
Judge Leval recast the issues of knowledge, red flag aware-
ness and imputed knowledge based on willful blindness in
terms of the parties’ respective burdens of proof in litigation.

Although the DMCA is an affirmative defense, Judge Leval
held that where a service provider meets its initial burden of
proving entitlement to the DMCA safe harbor, the burden
shifts to the copyright owner to prove that the service
provider is not entitled to safe harbor protection based on
knowledge or red flag awareness (if the service provider al-
legedly failed to remove infringing files in the face of knowl-
edge or awareness). If that subsequent burden is not met by
the copyright owner, the service provider is deemed subject
to the safe harbor.'®

In Vimeo, the copyright owner had argued that Vimeo was

"08ee Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93-99 (2d Cir.
2016) (discussing shifting burdens of proof under the DMCA).

M As discussed earlier, the court’s analysis of what constitutes mate-
rial stored “at the direction of a user” further creates a disincentive for
service providers to undertake pre-upload review of user submissions. See
supra § 4.12[6][A].

"20apitol Records, LLC v. Vimeo, LLC, 826 F.3d 78 (2d Cir. 2016).

"3See Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93-95 (2d Cir.
2016).
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not entitled to safe harbor protection because its employees
had interacted with allegedly infringing content by posting
comments, adding infringing videos to a channel or “liking”
the video. Judge Leval held, however, that this was not
enough. He explained that, in evaluating actual knowledge
or red flag awareness, “[t]he hypothetical “reasonable person”
to whom infringement must be obvious is an ordinary
person—not endowed with specialized knowledge or expertise
concerning music or the laws of copyright.”"" Thus, a service
provider will not lose DMCA protection merely because an
employee sees or likes infringing content and doesn’t recog-
nize it as infringing. Judge Leval reiterated that section
512(m) “makes clear that the service provider’s personnel
are under no duty to ‘affirmatively seek[ ]’ indications of
infringement.”"" Judge Leval reiterated that where, as in
Vimeo, the service provider has established its entitlement
to DMCA protection, the burden to show “disqualifying
knowledge . . . falls on the copyright owner . . . "¢

Accordingly, Judge Leval held that a “copyright owner’s
mere showing that a video posted by a user on the service
provider’s site includes substantially all of a recording of
recognizable copyrighted music, and that an employee of the
service provider saw at least some part of the user’s mate-
rial, is insufficient to sustain the copyright owner’s burden of
proving that the service provider had either actual or red
flag knowledge of the infringement.”""” Judge Leval justified
this rule on several grounds:

First, the employee’s viewing might have been brief. The fact

that an employee viewed enough of a video to post a brief com-

ment, add it to a channel (such as kitten videos) or hit the

“like” button, would not show that she had ascertained that its

audio track contains all or virtually all of a piece of music.

Second, the insufficiency of some viewing by a service provid-

"capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93-94 (2d Cir.
2016).

"3Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 94 (2d Cir. 2016).

"®Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 95 (2d Cir. 2016);
see also Atlantic Recording Corp. v. Spinrilla, LLC, 506 F. Supp. 3d 1294,
1317 (N.D. Ga. 2020) (following Vimeo on this point, writing that,
“[ilmportantly, if a service provider is otherwise eligible for the safe harbor
defense, the burden of proof is on the copyright owner to show that the
service provider failed to respond appropriately to actual or red flag
knowledge.”).

"7 Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 96 (2d Cir. 2016).
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er’s employee to prove the viewer’s awareness that a video
contains all or virtually all of a song is all the more true in
contemplation of the many different business purposes for
which the employee might have viewed the video. The purpose
of the viewing might include application of technical elements
of computer expertise, classification by subject matter,
sampling to detect inappropriate obscenity or bigotry, and in-
numerable other objectives having nothing to do with recogni-
tion of infringing music in the soundtrack. Furthermore, the
fact that music is “recognizable” (which, in its dictionary defi-
nition of “capable of being recognized” would seem to apply to
all music that is original and thus distinguishable from other
music), or even famous (which is perhaps what the district
court meant by “recognizable”), is insufficient to demonstrate
that the music was in fact recognized by a hypothetical
ordinary individual who has no specialized knowledge of the
field of music. Some ordinary people know little or nothing of
music. Lovers of one style or category of music may have no
familiarity with other categories. For example, 60-year-olds,
40-year-olds, and 20-year-olds, even those who are music lov-
ers, may know and love entirely different bodies of music, so
that music intimately familiar to some may be entirely unfa-
miliar to others.

Furthermore, employees of service providers cannot be as-
sumed to have expertise in the laws of copyright. Even assum-
ing awareness that a user posting contains copyrighted music,
the service provider’s employee cannot be expected to know
how to distinguish, for example, between infringements and
parodies that may qualify as fair use. Nor can every employee
of a service provider be automatically expected to know how
likely or unlikely it may be that the user who posted the mate-
rial had authorization to use the copyrighted music. Even an
employee who was a copyright expert cannot be expected to
know when use of a copyrighted song has been licensed. Ad-
ditionally, the service provider is under no legal obligation to
have its employees investigate to determine the answers to
these questions.''®

As applied to Vimeo, Judge Leval explained that plaintiffs

"8Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 95-97 (2d Cir.
2016). Judge Leval conceded that:

It is of course entirely possible that an employee of the service provider who
viewed a video did have expertise or knowledge with respect to the market for
music and the laws of copyright. The employee may well have known that the
work was infringing, or known facts that made this obvious. The copyright
owner is entitled to discovery in order to obtain the specific evidence it needs to
sustain its burden of showing that the service provider did in fact know of the
infringement or of facts that made infringement obvious. But the mere fact
that a video contains all or substantially all of a piece of recognizable, or even
famous, copyrighted music and was to some extent viewed (or even viewed in
its entirety) by some employee of a service provider would be insufficient
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established merely that some employee of Vimeo had some
contact with a user-posted video that played all, or nearly
all, of a recognizable song, which was “not sufficient to satisfy
plaintiffs’ burden of proof that Vimeo forfeited the safe
harbor by reason of red flag knowledge with respect to that
video.”""®

The appellate panel vacated the lower court rulings on
knowledge or awareness based on the conduct of employees,
remanding with instructions that Vimeo “is entitled to sum-
mary judgment on those videos as to the red flag knowledge
issue, unless plaintiffs can point to evidence sufficient to
carry their burden of proving that Vimeo personnel either
knew the video was infringing or knew facts making that
conclusion obvious to an ordinary person who had no special-
ized knowledge of music or the laws of copyright.”*?

(without more) to sustain the copyright owner’s burden of showing red flag
knowledge.

Id. at 97.
" Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 97 (2d Cir. 2016).

2%Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 98 (2d Cir. 2016).
On remand, Judge Ronnie Abrams granted summary judgment for Vimeo
on all 281 user generated videos (holding that fact issues precluded sum-
mary judgment with respect to 26 additional videos uploaded by employ-
ees), ruling, with respect to the user-uploaded videos, that “[blecause . . .
a service provider cannot be presumed to know that content on its site is
licensed or does not qualify as fair use, Plaintiff’s lack of evidence in that
respect is dispositive.” Capitol Records, LLC v. Vimeo, LLC, Nos. 09-CV-
10101 (RA), 09-CV-10105 (RA), 2021 WL 2181252, at *12 (S.D.N.Y. May
28, 2021). Judge Abrams dismissed arguments that Vimeo executives were
familiar with copyright law concepts and music licensing because the rele-
vant question was whether the Vimeo employees who reviewed the videos-
in-suit “possessed facts that would enable them to identify the presence of
copyrighted material in each of the Videos-in-Suit. [Plaintiffs] also bear
the burden of demonstrating that Vimeo employees knew how to
distinguish infringement from fair or authorized use, and that they were
able to do so for each Video-in-Suit.” Id. at *5. Although plaintiff pre-
sented evidence that some employees were generally aware of copyright
obligations, Judge Abrams reiterated that the Second Circuit had held
that the DMCA does not impose an amorphous obligation to take com-
mercially reasonable steps in response to a generalized awarness of in-
fringement, noting that “[e]ven if Vimeo did adopt a cavalier approach
towards copyright infringement, that would not disqualify Vimeo from the
safe harbor, because it does not demonstrate that it failed to act in the
face of specific, “objectively obvious” instances of infringement.” Id. at *6.
At most, plaintiffs’ evidence permitted “an inference that some Vimeo em-
ployees may have been broadly familiar with concepts such as fair use.
Such evidence does not, on its own, permit the Court to infer that this
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Judge Leval also rejected plaintiffs’ argument that Vimeo’s
knowledge or awareness could be established through willful
blindness. Plaintiffs had argued that, based on evidence that
Vimeo monitored videos for infringement of visual content
but not for infringement of audio content, Vimeo demon-
strated willful blindness to infringement of music. Plaintiffs
also argued that Vimeo’s awareness of facts suggesting a
likelihood of infringement gave rise to a duty to investigate
further, and that Vimeo’s failure to do so showed willful
blindness that justifies liability. Finally, they argued that,
having encouraged users to post infringing matter, Vimeo
could not then close its eyes to the resulting infringements
without liability. In rejecting those arguments, Judge Leval
explained:

§ 512(m) relieves the service provider of obligation to monitor
for infringements posted by users on its website. We see no
reason why Vimeo’s voluntary undertaking to monitor videos
for infringement of visual material should deprive it of the
statutory privilege not to monitor for infringement of music.
Plaintiffs’ argument is refuted by § 512(m).

Their second argument, that awareness of facts suggesting a
likelihood of infringement gave rise to a duty to investigate
further, does not fare better. Section 512(c) specifies the conse-
quences of a service provider’s knowledge of facts that might
show infringement. If the service provider knows of the in-
fringement, or learns of facts and circumstances that make in-
fringement obvious, it must act expeditiously to take down the
infringing matter, or lose the protection of the safe harbor.
But we can see no reason to construe the statute as vitiating
the protection of § 512(m) and requiring investigation merely
because the service provider learns facts raising a suspicion of
infringement (as opposed to facts making infringement
obvious). Protecting service providers from the expense of mon-
itoring was an important part of the compromise embodied in
the safe harbor. Congress’s objective was to serve the public
interest by encouraging Internet service providers to make
expensive investments in the expansion of the speed and capa-
city of the Internet by relieving them of burdensome expenses
and liabilities to copyright owners, while granting to the latter
compensating protections in the service providers’ takedown

knowledge armed employees with the ability to distinguish infringements
from authorized or fair use with respect to any of the Videos-in-Suit.” Id.
at *7. Judge Abrams likewise rejected evidence that employees interacted
with user-submitted videos—including, among other things, by applying
music credits and tags, liking videos or adding them to promotional chan-
nels, or commenting on a video—as evidence that the employee possessed
facts making infringement objectively obvious. Id. at *7-12.
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obligations. If service providers were compelled constantly to
take stock of all information their employees may have
acquired that might suggest the presence of infringements in
user postings, and to undertake monitoring investigations
whenever some level of suspicion was surpassed, these obliga-
tions would largely undo the value of § 512(m). We see no
merit in this argument.
Plaintiffs’ third argument may fare better in theory, but is not
supported by the facts of this case . . . . In Viacom, we made
clear that actual and red flag knowledge under the DMCA
ordinarily must relate to “specific infringing material,” id. at
30, and that, because willful blindness is a proxy for knowl-
edge, id. at 34-35, it too must relate to specific infringements.
Plaintiffs argue, however, that Vimeo, in order to expand its
business, actively encouraged users to post videos containing
infringing material. They argue that, notwithstanding the
formulation in Viacom, a service provider cannot adopt a gen-
eral policy of urging or encouraging users to post infringing
material and then escape liability by hiding behind a disin-
genuous claim of ignorance of the users’ infringements.'?'
Judge Leval concluded that the evidence didn’t support
this last argument and therefore declined to decide whether
plaintiffs’ interpretation of Viacom was correct as a matter
of law.

Approximately two months before the Second Circuit is-
sued its opinion in Vimeo, the Tenth Circuit had also ad-
dressed whether the conduct of employees or independent
contractors could deprive a service provider of DMCA safe
harbor protection. In that case, BWP Media USA, Inc. v.
Clarity Digital Group, LLC,"?* the Tenth Circuit considered
whether a site that used affiliates (called “examiners”) to
contribute articles for compensation could qualify for DMCA
protection.

Although the court did not reach the question of whether
knowledge or awareness on the part of examiners could be
imputed to the site because the issue was not properly
preserved for appeal, its analysis of the related question of
whether user uploads constituted material stored “at the
direction of a user” makes clear that a service provider would
not automatically lose DMCA protection for the infringing
activity of employees in the Tenth Circuit where the employ-

" 0apitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 98-99 (2d Cir.
2016).

'2BWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175
(10th Cir. 2016).
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ees were merely acting as users of the service, rather than
in their capacity as employees. The court construed the term
user very broadly, holding that uploads by examiners, who
were independent contractors, qualified as material stored
at the direction of a user, even though it was solicited by the
site, which paid for it."”® The appellate panel also explained
that its analysis would apply equally if the examiners were
agents of the service provider or employees.'* By extension,
although the panel did not reach the issue, employee knowl-
edge or awareness should not be imputed to a service
provider, at least in the Tenth Circuit, where the employee
was merely acting as a user of the site, and not an
employee.'®

On the issue of knowledge or awareness based on willful
blindness, the court in BWP Media held that the plaintiff
could not establish willful blindness based on the service
provider’s encouragement of examiners to upload photo-
graphs, where the site provided users with access to a
database of licensed images (and there was nothing in the
record to suggest that the service either encouraged infringe-
ment or turned a blind eye to it).'*

As illustrated in that case, the presence of licensed mate-
rial may make it harder for a copyright owner to establish
knowledge, red flag awareness or willful blindness based
merely on a service encouraging uploads to the site'® or

because an employee could have difficulty differentiating

"BBWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175,
1179-81 (10th Cir. 2016); see supra § 4.12[6][A] (analyzing BWP Media’s
holding on what constitutes “storage at the direction of a user”).

8BWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175,
1181 (10th Cir. 2016).

2511y Capitol Records, LLC v. Vimeo, LLC, Nos. 09-CV-10101 (RA), 09-
CV-10105 (RA), 2021 WL 2181252, at *12 (S.D.N.Y. May 28, 2021), the
district court denied in part summary judgment with respect to 26 videos
uploaded by Vimeo employees, even as it granted summary judgment for
Vimeo with respect to all user-submitted videos, because fact issues
precluded summary judgment on the question of whether these videos
were uploaded by Vimeo employees in their personal capacities as users or
as agents of Vimeo.

"26BWP Media USA, Inc. v. Clarity Digital Group, LLC, 820 F.3d 1175,
1182 (10th Cir. 2016).

2"See UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1022-23 (9th Cir. 2013) (holding that “merely hosting a category of
copyrightable content, such as music videos, with the general knowledge
that one’s services could be used to share infringing material, is insuf-
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which material is licensed or unlicensed.'?®

Applying Vimeo (and consistent with BWP), Southern
District of New York Judge Jed Rakoff held, in Downs v.
Oath Inc.,” that Oath did not lose DMCA safe harbor protec-
tion based on red flag awareness, where its employee
reviewed the photograph at issue for offensive and illegal
content and added content tags and related video links, de-
spite plaintiff's argument that the photo should have raised
a red flag because it included a New York Daily News credit
line. Judge Rakoff held that, as in Vimeo, the Oath reviewer
may have viewed plaintiff’s photograph only briefly, while
she was viewing the article “for multiple purposes, including
subject matter classification and screening for offensive
content.””® While he conceded that it was possible that the
reviewer—identified as Chloe Cohn—saw the New York
Daily News photo credit, Judge Rakoff explained that under
Vimeo “this possibility is not enough to create a triable issue
as to red flag knowledge” because the burden of proof was on
the plaintiff to demonstrate that Cohn had acquired knowl-
edge of “facts and circumstances from which infringing activ-
ity was obvious.”"®" As in Vimeo, the court considered the fair
use and licensing issues associated with images made it dif-
ficult to expect that an employee “could be expected to
distinguish between infringements and fair or authorized
uses.”’ Judge Rakoff explained that “immunity under the
DMCA'’s safe harbor does not depend on whether a ‘HuffPost
professional’ or a ‘trained professional in Cohn’s position’
would or should have known that the photograph in Kim’s
article was infringing. Instead, immunity depends on
whether the infringement would have been ‘obvious to a rea-
sonable person . . . not endowed with specialized knowledge

ficient to meet the actual knowledge requirement under § 512(c)(1)(A)(1)”
or to establish red flag awareness); BWP Media USA, Inc. v. Clarity Digital
Group, LLC, 820 F.3d 1175, 1182 (10th Cir. 2016) (“Although BWP is cor-
rect in stating AXS encouraged Examiners to incorporate photographs
into articles, AXS provided Examiners a legal means by which to ac-
complish this. Examiners have access to a photo bank full of images for
which AXS owns the licenses.”).

2880e UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d
1006, 1023 (9th Cir. 2013).

2Downs v. Oath Inc., 385 F. Supp. 3d 298 (S.D.N.Y. 2019).

¥ Downs v. Oath Inc., 385 F. Supp. 3d 298, 306 (S.D.N.Y. 2019).

¥ Downs v. Oath Inc., 385 F. Supp. 3d 298, 306 (S.D.N.Y. 2019).
¥2Downs v. Oath Inc., 385 F. Supp. 3d 298, 306-07 (S.D.N.Y. 2019).
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or expertise concerning . . . the laws of copyright.” ”'®

In Vimeo on remand, five years after the Second Circuit’s
ruling, Judge Ronnie Abrams granted summary judgment
for Vimeo on all 281 user generated videos, but held that
fact issues precluded summary judgment with respect to 26
additional videos uploaded by employees where it was
disputed whether the employees were acting in their individ-
ual capacity or as agents of Vimeo. With respect to the user-
uploaded videos, Judge Abrams held that plaintiffs had a
double burden of proof to show that Vimeo reviewers (1)
“possessed facts that would enable them to identify the pres-
ence of copyrighted material in each of the Videos-in-Suit”
and (2) “knew how to distinguish infringement from fair or
authorized use, and that they were able to do so for each
Video-in-Suit.”"* In granting summary judgment for Vimeo
on the user-submitted videos, Judge Abrams rejected evi-
dence that employees interacted with user-submitted
videos—including, among other things, by applying music
credits and tags, liking videos or adding them to promotional
channels, or commented on a video—as evidence that the
employee possessed facts making infringement objectively
obvious.' She likewise rejected arguments that Vimeo
executives were familiar with copyright law concepts and
music licensing as relevant because the DMCA does not
impose an amorphous obligation to take commercially rea-
sonable steps in response to a generalized awareness of in-
fringement, noting that “[e]ven if Vimeo did adopt a cavalier
approach towards copyright infringement, that would not
disqualify Vimeo from the safe harbor, because it does not
demonstrate that it failed to act in the face of specific,
“objectively obvious” instances of infringement.”"*® At most,
plaintiffs’ evidence permitted “an inference that some Vimeo
employees may have been broadly familiar with concepts
such as fair use. Such evidence does not, on its own, permit
the Court to infer that this knowledge armed employees with

BDowns v. Oath Inc., 385 F. Supp. 3d 298, 305-06 (S.D.N.Y. 2019),
quoting Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78, 93-94 (2d Cir.
2016).

¥0apitol Records, LLC v. Vimeo, LLC, Nos. 09-CV-10101 (RA), 09-
CV-10105 (RA), 2021 WL 2181252, at *5 (S.D.N.Y. May 28, 2021).

¥Capitol Records, LLC v. Vimeo, LLC, Nos. 09-CV-10101 (RA), 09-
CV-10105 (RA), 2021 WL 2181252, at *7-12 (S.D.N.Y. May 28, 2021).

¥ Capitol Records, LLC v. Vimeo, LLC, Nos. 09-CV-10101 (RA), 09-
CV-10105 (RA), 2021 WL 2181252, at *6 (S.D.N.Y. May 28, 2021).
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the ability to distinguish infringements from authorized or
fair use with respect to any of the Videos-in-Suit.”"*

As a majority of courts have now held that knowledge or
awareness must be shown by reference to specific instances
of infringement, not merely generalized knowledge that a
site or service may be used for infringing activity, plaintiffs
in DMCA cases increasingly allege willful blindness. Willful
blindness, in a sense, is the flip side of generalized knowl-
edge, in that a site that has generalized knowledge or aware-
ness that the service may be used for infringement but no
knowledge or awareness of specific files, could be accused of
turning a blind eye to infringement. While all user sites in
some sense have generalized knowledge that they could be
used for infringement, willful blindness requires a much
greater showing than that. Sites that seek to deter infringe-
ment and do not encourage it would not be found willfully
blind absent direct evidence of turning a blind eye to specific
instances of infringement.

Entitlement to DMCA safe harbor protection generally is
resolved on summary judgment (unless it is apparent from
the face of a complaint that the defendant is entitled to the
defense). In rare instances, the issue of entitlement to the
DMCA safe harbor may be resolved at trial. When that hap-
pens, copyright owners have sometimes chosen to streamline
their trial presentation by selecting categories of works to
present to the jury where the volume of allegedly infringing
material is substantial. For example, in Capitol Records, Inc.
v. MP3Tunes, LLC,"™® the record company plaintiffs chose to
focus on, and obtained jury findings of red flag awareness
and willful blindness, with respect to: (1) takedown notices
identifying ten or more infringing files on a domain; (2)
Sideloads of MP3s before January 2007; (3) Sideloads by
MP3Tunes executives;"® and (4) works by The Beatles.

In post-trial proceedings, the court granted the individual

¥ Capitol Records, LLC v. Vimeo, LLC, Nos. 09-CV-10101 (RA), 09-
CV-10105 (RA), 2021 WL 2181252, at *7 (S.D.N.Y. May 28, 2021).

138Capitol Records, Inc. v. MP3Tunes, LLC, 48 F. Supp. 3d 703
(S.D.N.Y. 2014), affd in part, rev’d in part sub nom. EMI Christian Music
Group, Inc. v. MP3tunes, LLC, 844 F.3d 79 (2d Cir. 2016).

*9Evidence presented at trial, which the court ruled supported the
jury’s finding of red flag awareness and willful blindness, included that
MP3Tunes’ executives sideloaded songs and, in the process of doing so,
viewed the source domain’s URL along with the artist and track title.
They knew personal sites on storage service domains and student pages
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defendant’s motion for judgment as a matter of law on the
first category because neither red flag awareness nor willful
blindness could be imputed based on evidence that
MP3Tunes could have but did not investigate domains listed
multiple times in DMCA notices to uncover other instances
of infringement not identified in the notices. Judge Pauley
explained that the DMCA only imposes an obligation on ser-
vice providers “to track repeat infringement by users, not
third parties.”™ This ruling was not challenged on appeal.

Judge Pauley also granted defendants’ motion for judg-
ment as a matter of law with respect to jury findings of red
flag awareness and willful blindness based on user sideloads
of (a) MP3 files prior to January 2007 and (b) songs by the
Beatles, which were rulings that the Second Circuit vacated
on appeal. The Second Circuit held that the jury could have
inferred red flag awareness where a service provider’s execu-
tives made public statements acknowledging that legitimate
copies of MP3 files had not been made commercially prior to
January 2007 (or thereafter for some period of time, for songs
by the Beatles), where internal emails identified these files
to employees as having been sideloaded by users of the
service."" In an amended opinion, however, the panel fur-
ther cautioned in a footnote that it did not “mean to suggest
that a copyright holder may create red-flag knowledge
merely by asserting that distribution of its works is ‘never

on college websites had a high probability of hosting infringing material
and nonetheless sideloaded files from what the evidence suggested were
obviously infringing websites such as clockworkchaos.net, fileden.com,
www.myfilestash.com, and oregon-state.edu. Judge Pauley explained that
“[blecause MP3Tunes’ Executives observed those clearly infringing source
domains, the jury could conclude that it would be objectively obvious to a
reasonable person (here, MP3Tunes) that any tracks sideloaded from
those domains were infringing.” Capitol Records, Inc. v. MP3Tunes, LLC,
48 F. Supp. 3d 703, 717 (S.D.N.Y. 2014). These specific findings were not
challenged on appeal.

140Capitol Records, Inc. v. MP3Tunes, LLC, 48 F. Supp. 3d 703, 716
(S.D.N.Y. 2014).

YWEMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d 79,
93 (2d Cir. 2016). The court also held that the jury could have found that
the defendant’s service was “conceived of and designed to facilitate in-
fringement,” and that the defendant therefore was ineligible for DMCA
protection based on willful blindness, based on trial testimony that
MP3Tunes was intended to allow users to sideload “everything that was
on the internet that was not locked down” and evidence that MP3Tunes
executives encouraged sideloading of infringing music files (and in fact did
so themselves). See id. at 93-44.
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authorized.” 7%

With respect to employee uploads, the Second Circuit ad-
dressed the issue in the context of repeat infringement and
liability based on principles of respondeat superior, rather
than specifically in terms of knowledge, awareness or willful
blindness under the DMCA, although the appellate panel’s
rulings implicitly assume knowledge or red flag awareness
by MP3Tunes executives.'®

Among other things, the MP3Tunes case underscores the
potential costs to both copyright owners and service provid-
ers of litigating DMCA issues in cases where thousands of
files are at issue. In ruling on post-trial motions in 2014,
Judge William H. Pauley III lamented that “[w]hile the world
has moved beyond the free-MP3—-download craze, the par-
ties in this case have not. This hard-fought litigation spans 7
years and 628 docket entries. Numerous substantive mo-
tions were heard. And decisions by this Court did not deter
the parties from revisiting the same issues time and again.
As trial approached, the parties launched salvos of motions
in limine seeking to resurrect discovery disputes, relitigate
prior motions, and level an impressive array of claims and

YEMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d 79,
93 n.8 (2d Cir. 2016).

The Second Circuit held that a reasonable jury could infer that a
service provider consciously avoided knowing about specific repeat infring-
ers using its service, which would amount to a failure to reasonably imple-
ment its repeat infringer policy, where company executives were encour-
aged to and did personally use a service to link to or download infringing
music for their personal use. See EMI Christian Music Group, Inc. v.
MP3Tunes, LLC, 844 F.3d 79, 90-91 (2d Cir. 2016); supra § 4.12[3][B]
(discussing the case in the context of repeat infringer policies under the
DMCA). Elsewhere in the opinion, the court held that a reasonable jury
could infer that the company was liable for employee infringement under
principles of respondeat superior, where, among other things, evidence
was presented at trial that an executive wrote an email asserting that
MP3Tunes employees “would see[d] the [sideload.com] index with higher
quality tracks,” an employee testified that she and other MP3tunes em-
ployees “specifically sought out websites on the Internet to locate files and
sideload them into the Sideload index,” and that they all did so “as em-
ployees of MP3tunes,” and where the CEO directed that same employee to
provide other MP3tunes employees a “list of some sites featuring free
MP3s. . . for sideloading purposes.” Id. at 97. The panel elaborated that
“[tlhere was also ample evidence from which a juror could reasonably
have inferred that these executive sideloads were performed from
MP3tunes’s offices. And it was clearly in MP3tunes’s interest to increase
the number of quality songs on sideload.com by using its employees to
expand the index.” Id.
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defenses . . .. Despite this Court’s efforts to winnow the is-
sues, the parties insisted on an 82—page verdict sheet on li-
ability and a 331-page verdict sheet on damages that
included dense Excel tables, necessitating at least one juror’s
use of a magnifying glass.”'* The case resulted in a jury
verdict against MP3Tunes and its owner of $48,061,073 in
damages."® And that was all before the appeal. On appeal,
the Second Circuit vacated the district court’s entry of partial
summary judgment for the defendants on MP3Tunes’ entitle-
ment to DMCA safe harbor protection based on the lower
court’s application of too narrow a definition of what consti-
tutes a “repeat infringer,” and reversed the district court’s
grant of judgment as a matter of law for the defendants on
claims of infringement of pre-January 2007 and Beatles MP3
files, based on red flag awareness and willful blindness.'*

While the MP3Tunes case involved a risky business mod-
el—characterized by Judge Pauley as one “designed to oper-
ate at the very periphery of copyright law”"¥—it nonetheless
provides a cautionary tale for service providers on how
complex and expensive it can be to litigate DMCA issues and
how risky it may be to cut corners in implementing the
DMCA, turn a blind eye to infringement or ignore red flags.

Where service providers know or become aware of specific
infringing material or activity, they must take action or risk
losing safe harbor protection.

4.12[6][D] Direct Financial Benefit/Right and
Ability to Control

The requirement that a service provider “not receive a
financial benefit directly attributable to the infringing activ-
ity, in a case in which the service provider has the right and

144Capitol Records, Inc. v. MP3Tunes, LLC, 48 F. Supp. 3d 703, 710
(S.D.N.Y. 2014).

“Capitol Records, Inc. v. MP3Tunes, LLC, 48 F. Supp. 3d 703, 711,
733 (S.D.N.Y. 2014). (ordering plaintiffs to elect remittitur or a new trial).

196G0e EMI Christian Music Group, Inc. v. MP3Tunes, LLC, 844 F.3d
79, 89-94 (2d Cir. 2016).

147Capitol Records, Inc. v. MP3Tunes, LLC, 48 F. Supp. 3d 703, 710
(S.D.N.Y. 2014), affd in part, rev’d in part sub nom. EMI Christian Music
Group, Inc. v. MP3tunes, LLC, 844 F.3d 79 (2d Cir. 2016).
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ability to control such activity” is derived from the common
law test for vicarious copyright liability, which may be
imposed where a defendant (1) has the right and ability to
supervise the infringing activity, and (2) has a direct
financial interest in it.? While a plaintiff has the burden of
proving both prongs to establish vicarious liability, the anal-
ogous DMCA provision allows a service provider to benefit
from the user storage safe harbor even if one element ap-
plies, so long as both elements are not found.® Thus, a ser-
vice provider will be entitled to the safe harbor if it has a
financial interest but no right and ability to control* or if it

[Section 4.12[6]1[D]]
17 U.S.C.A. § 512(c)(1)(B).

2See, e.g., Fonovisa, Inc. v. Cherry Auction, Inc., 76 F.3d 259, 262
(9th Cir. 1996); see generally supra §§ 4.11[4], 4.11[5] (discussing common
law vicarious liability cases).

3Gee, e.g., Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020,
1044-46 (9th Cir. 2013) (holding the defendant ineligible for the user stor-
age safe harbor because he had both a financial interest—where the
defendant earned advertising revenue from ads marketed based on the
popularity of infringing material on his sites, where approximately 90-96
percent (or perhaps slightly less) of the content on the service was infring-
ing and the defendant actively induced infringement by users of the ser-
vice — and the right and ability to control, because Fung organized tor-
rent files on his sites using a program that matched file names and content
with specific search terms describing material likely to be infringing, such
as “screener” or “PPV,” and personally assisted users in locating infringing
content, and where there was “overwhelming evidence that Fung engaged
in culpable, inducing activity . . . [that] demonstrate[d] the substantial
influence Fung exerted over his users’ infringing activities . . . .”).

“See, e.g., Corbis Corp. v. Amazon.com, Inc., 351 F. Supp. 2d 1090,
1110 (W.D. Wash. 2004) (“Because Amazon does not have the right and
ability to control the infringing material, it is not necessary for this Court
to inquire as to whether Amazon receives a direct financial benefit from
the allegedly infringing activity.”).

In Agence France Presse v. Morel, 934 F. Supp. 2d 547, 568 (S.D.N.Y.
2013), the court denied the defendant’s summary judgment motion in part
because it found that there was a dispute over whether the defendant had
received a financial benefit directly attributable to infringing activity. To
the extent that the court made this ruling without considering whether
the defendant had the right and ability to control it was wrongly decided.
Other aspects of the court’s DMCA analysis are also subject to criticism.
See supra §§ 4.12[2] (criticizing the court’s interpretation of the term ser-
vice provider), 4.12[6][C] (criticizing the court’s mischaracterization of the
knowledge or awareness prong as requiring that a service provider have a
“requisite intent” to qualify for the safe harbor).
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has the right and ability to control but no financial interest®
(or, of course, if neither prong applies).

The financial interest prong has been construed in the
Ninth Circuit to require a showing that “ ‘the infringing
activity constitutes a draw for subscribers, not just an added
benefit.” ”® Case law construing the financial interest prong
is discussed later in this subsection.

The Second, Fourth