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Regulatory Oversight



FDA: Computing and 
Software

Is the IoT in 
FDA’s remit?



Definition of a Devices (from the 
FDCA)

The term “device" means:

Instrument, apparatus, implement, machine, 
contrivance, implant, in vitro reagent, or other 
similar or related article, including any 
component, part, or accessory, which is -

intended for use in the diagnosis of disease or 
other conditions, or in the cure, mitigation, 
treatment, or prevention of disease, in man or 
other animals, or
intended to affect the structure or any function of 
the body of man or other animals, 

and  …Same words
as “drug”



Definition of a Devices (from 
the FDCA) continued

The term “device" means:
… and, 

which does not achieve its primary intended 
purposes through chemical action within or on the 
body of man or other animals and which is not 
dependent upon being metabolized for the 
achievement of its primary intended purposes. 



FDA regulates if the device …

Intends 

… diagnose, prevent, cure, mitigate, treat 

… disease or other condition

… affect the structure or function of the body



FDA and Computers and Software

FDA Got Off to a Slow Start

• Unwilling to endorse standard software (tower of Babel)
• “Part 11” electronic signature -- unintended 

consequences (the terrors of validation)
• Approval of static systems (which helpfully evolved to 

approval of software development and change 
processes.)

• Risk based regulation concept applied to software was 
difficult
• How is risk different for consumer use vs health care 

professional use
• Y2K
• Wireless - Interference between devices 



Medical Device Data Systems 
(MDDS) and Mobile Medical 

Aps: Evolving FDA Regulation



Mobile Medical Aps

applied-nanodetectors.com

Remote monitoring of people in the 
home-
Evolving timeline

FDA clears 
Smartheart 
mobile ECG 
device
Apr 17, 2012 
http://mobihealt
hnews.com/170
31/fda-clears-
smartheart-
mobile-ecg-
device/

mimsoftware.co
m

http://www.applied-nanodetectors.com/wordpress/mobile-health/


On February 15, 2011, FDA issued a regulation down-classifying 
Mobile Medical Data System (MDDS) from Class III (high-risk) to 
Class I (low-risk). Class I devices are subject to general controls under 
the Federal Food, Drug, and Cosmetic Act (FD&C Act).

Reference: Medical Devices; Medical Device Data Systems Final Rule (76 FR 8637) (Feb. 
15, 2011). 

Since down-classifying MDDS in 2011, the FDA does not intend to 
enforce compliance with the regulatory controls that apply to 
MDDS devices, medical image storage devices, and medical image 
communications devices.
Reference: FDA Updated the Medical Device Data Systems (MDDS), Medical Image 

Storage Devices, and Medical Image Communications Devices Guidance, issued 
February 9, 2015

http://www.fda.gov/downloads/medicaldevices/deviceregulationandguidance/guid
ancedocuments/ucm401996.pdf

mHealth & Mobile Medical Aps- FDA

http://www.fda.gov/downloads/medicaldevices/deviceregulationandguidance/guidancedocuments/ucm401996.pdf


mHealth & Mobile Medical Aps- FDA

FDA MDDS Definitions

MDDS is a medical device intended to provide one or more of 
the following uses, without controlling or altering the functions 
or parameters of any connected medical devices:

Electronic transfer or exchange of medical device data. 
For example, software that collects output from a 
ventilator about a patient's CO2 level and transmits the 
information to a central patient data repository.

Electronic storage and retrieval of medical device data. 
For example, software that stores historical blood 
pressure information for later review by a healthcare 
provider.

http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/ClassifyYourDevice/ucm051512.htm


mHealth & Mobile Medical Aps- FDA

FDA MDDS Definitions (continued)

MDDS is a medical device intended to provide one or more of the following 
uses, without controlling or altering the functions or parameters of any 
connected medical devices:

Electronic conversion of medical device data from one format to another 
in accordance with a preset specification. 

For example, software that converts digital data generated by a 
pulse oximeter into a digital format that can be printed. Example, 
Alere Connect’s MobileLink or HomeLink device.

Electronic display of medical device data. 
For example, software that displays a previously stored 
electrocardiogram for a particular patient.

http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/ClassifyYourDevice/ucm051512.htm


mHealth & Mobile Medical Aps- FDA

This list was based on FDA’s original interpretation prior to 2/9/15 of 
cleared applicable devices



MDDS Draft Guidance has the following 
modifications

MDDS and Mobile Medical Aps that meet the 
definition of a Medical Device Data System (MDDS) 
(21 CFR 880.6310) and are subject to class I 
requirements (general controls). 

Class I are the lowest risk devices with the fewest 
requirements and generally no premarket submission. Class 
I general controls include these basics: adequate design 
controls, registration, device listing, adverse event 
reporting, and corrections and removals. 
Requiring general controls sufficiently manages the risks for 
mobile medical apps that are used as a secondary display to 
a regulated medical device and are not intended to provide 
primary diagnosis or treatment decisions (i.e., mobile 
medical apps that meet the MDDS definition).

mHealth & Mobile Medical Aps-
FDA



FDA is trying to stay current with the trend of Mobile 
Aps (Are they going too far for Safety and Efficacy?) 
MDDS Draft created the following modifications 
(ISSUED February 9, 2015), 

FDA does not intend to enforce compliance with the 
regulatory controls that apply to the following 
devices: 

a) MDDS subject to 21 CFR 880.6310, 
b) Medical image storage devices subject to 21 CFR 892.2010, and 
c) Medical image communications devices subject to 21 CFR 
892.2020. 

This means that for MDDS devices, FDA does NOT intend to 
enforce compliance with the regulatory controls, including 
registration and listing, premarket review, postmarket reporting 
and quality system regulation for manufacturers of these types of 
devices. 
These devices are exempt from premarket notification with some 
limitations.

mHealth & Mobile Medical Aps-
FDA



The term “device” (except when used in paragraph (n) of this section and in sections 
301(i),  403(f), 502(c), and 602(c)) means

an instrument, apparatus, implement, machine, contrivance, implant, in vitro 
reagent, or  other similar or related article, including any component, part, or 
accessory, which is —

(1) recognized in the official National Formulary, or the United States 
Pharmacopeia, or  any supplement to them,

(2) intended for use in the diagnosis of disease or other conditions, or in 
the cure,  mitigation, treatment, or prevention of disease, in man or 
other animals, or

(3) intended to affect the structure or any function of the body of man 
or other  animals,

and which does not achieve its primary intended purposes through chemical 
action  within or on the body of man or other animals and which is not 
dependent upon being  metabolized for the achievement of its primary intended
purposes.

The term ‘device’ does not include software functions excluded 
pursuant  to section 520(o).

Device Definition Changed in 2017



Excluded Software
(o) Regulation of Medical and Certain Decisions Support  

Software—
(1) The term device, as defined in section 201(j), shall not include 

software function that is intended—
(A) for administrative support of a health care facility, including the  
processing and maintenance of financial records, claims or billing  
information, appointment schedules, business analytics, information  
about patient populations, admissions, practice and inventory  
management, analysis of historical claims data to predict future  
utilization or cost-effectiveness, determination of health benefit  
eligibility, population health management, and laboratory workflow;

(B)for maintaining or encouraging a healthy lifestyle and is  
unrelated to the diagnosis, cure, mitigation, prevention, or treatment  
of a disease or condition;

Note: no structure / function



(o) Regulation of Medical and Certain Decisions Support  
Software—

(1) The term device, as defined in section 201(j), shall not include  software 
function that is intended—

(C) to serve as electronic patient records, including patient-provided  information, 
to the extent that such records are intended to transfer,  store, convert formats, 
or display the equivalent of a paper medical  chart, so long as—

(i) such records were created, stored, transferred, or reviewed by health care  
professionals, or by individuals working under supervision of such professionals;
(ii) such records are part of health information technology that is certified  under 
section 3001(c)(5) of the Public Health Service Act; and
(iii) such function is not intended to interpret or analyze patient records,  including 
medical image data, for the purpose of the diagnosis, cure,  mitigation, prevention, or 
treatment of a disease or condition;

Excluded Software

I.E., Computer Aided  
Diagnosis is still regulated



Excluded Software
(o) Regulation of Medical and Certain Decisions Support  

Software—
(1) The term device, as defined in section 201(j), shall not include  

software function that is intended—
(D) For transferring, storing, converting formats, or displaying clinical  

laboratory test or other device data and results, findings by a health  
care professional with respect to such data and results, general  
information about such findings, and general background  information 
about such laboratory test or other device, unless such  function is 
intended to interpret or analyze clinical laboratory test or  other device 
data, results, and findings; or

I.E., description is OK – analysis is not



(o) Regulation of Medical and Certain Decisions Support  
Software—

(1) The term device, as defined in section 201(j), shall not include  
software function that is intended—

(E) Unless the function is intended to acquire, process, or analyze a  
medical image or a signal from an in vitro diagnostic device or a 
pattern or signal from a signal acquisition system, for the purpose  
of—

(i) displaying, analyzing, or printing medical information about a patient or 
other  medical information (such as peer-reviewed clinical studies and 
clinical  practice guidelines);

(ii) supporting or providing recommendations to a health care professional 
about  prevention, diagnosis, or treatment of a disease or condition; and

(iii) enabling such health care professional to independently review the basis 
for  such recommendation that such software presents so that it is not the 
intent  that such health care professional rely primarily on any of such  
recommendations to make a clinical diagnosis or treatment decision 
regarding  an individual patient.

Excluded Software

Double 
Negative



FDA Guidance

file:///D:/Pt/D/FDA%20Guidance/
Clinical%20decision%20making%2
02017%20UCM587819.pdf



Decision Support for Patients

The law only exempts decision support software for 
health care professionals … i.e., all patient decision 
support software would still be regulated …

Except ..

FDA will apply ‘enforcement discretion’ when the 
patient decision support software meets the same 
criteria as healthcare professional software.







FDA and the Smart Pill 



FDA and Computers and Software

FDA 2018

• It’s not about wireless or the internet
• No regulation of Bluetooth / Internet per se

• FDA relies upon consensus standards
• Process is more important than software code
• Risk based regulation concept applied to software:

• It’s the claim that makes it a medical device
• It’s the information that determines the risk
• It’s the information that delivers the benefit
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