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Good morning. I’m Michael Burnam-Fink, from the Human and Social Dimensions of Science and Technology program here at ASU. You’ll note the title has changed slightly, so if anyone was really looking forward to guerilla science, find me later.
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And today I’d like to talk some theoretical work I’ve been doing about technological change and how it can be understood and controlled, blending W. Brian Arthur’s theory on the logic of technology, with Col John Boyd’s OODA loop in military operations. And because this is the military panel, I’ll take as my case study, the American military in the first half of the 21st century.


-
Military Metaphors

Shapin on Latour on Science:

“The military metaphor is of course Latour’s trademark, and it is basic to his
understanding of scientific and technological activity. Technoscience is war
conducted by much the same means. Its object is domination and its methods
involve the mobilization of allies, their multiplication and drilling, their strategic
and forceful juxtaposition to the enemy.”

Karl Weick on Business:

“Consider these samples of organizational talk. Organizations have a staff, line,
and chain of command. They develop strategy and tactics. Organizations give
people marching orders, pass muster, attack competitors, recruit MBAs,
conduct basic training, converse with the brass at headquarters, wage
campaigns, access the rank and rile, field well-drilled salesmen, deplore a
garrison mentality, retreat, gather intelligence, do battle, fire traitors, recruit
spies, consider mutiny, employ diversionary tactics, launch frontal assaults,
discipline their troops, and lament that the code of conduct doesn’t work.”



Presenter
Presentation Notes
Metaphors matters, because they’re more than fancy language that we use to dress up our ideas, they’re also basic ways of grasping the unknown, and rendering the unfamiliar understandable. Metaphors are a way to think, and we should think about them seriously.

My home discipline is science and technology studies, which mean that we read a lot of Bruno Latour. And one thing I noted reading Latour, was that he uses a lot of military metaphors, which Shapin criticizes him for doing. Likewise, organization theorist Karl Weick notes the omnipresence of military metaphors in business, and also its stifling effect on creativity and organizational cohesion. 

I don’t disagree with either of these critiques of military metaphors, but I would not that they have a very outdated conception of how a military organization thinks and functions. All of these mobilizations and drillings and disciplines are classical ways of fighting, Napoleonic firing lines and bayonets charges. There have been quite a few advances in strategic since then, and it might be useful to update out stock of metaphors.

And a third reason why warfare is particularly useful source of inspiration is that

Source: The Social Psychology of Organizing, Karl Weick


In War, there are
No Second Chances
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In war, there are no second chances.

With that, lets’ dive into technology.


Technology, Innovation, Governance
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W. Brian Arthur, a compexity theorist with the Santa Fe institute, defines technology as the application of a physical principle to a human need. For him, technology is modular, combinatorial, and linked into systems up to global scales.


.,
Modularity: Artifact
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For example, this internal combustion engine can be treated a unified whole, something that turns air and gas into torque, which is how most of us interact with this technology, but breaking it down, a mechanic understands it as a number of different subassemblies, cylinders, fuel injection, crankshaft, radiator, etc. But the mechanic probably doesn’t think about metallurgy, fuel purity, thermodynamics, which lead to chemistry, quantum physics, and so on ad reductio.
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The word innovation is tied up with connotations of prosperity, progress, power, things like that, but stripping away the values-laden terms, it’s about technological change. In Arthur’s theory, most change comes from what he terms combinatorial evolution, as different modules are hooked together in new combinations. There’s some empirical evidence for this theory, simultaneous invention in cases like the telephone and various electric appliances, which would make sense, because a new module would inspire a host of similar products at more or less the same time. Arthur has also done studies using genetic algorithms to evolve complex circuits out of simple NAND gates, which demonstrated rapid and effective development into complex final forms.

One can see that combinatorics, which scale factorially, give rise to an immense diversity of technologies. The more modules you have, and the more easily they can be linked together, the more quickly you can generate new technologies. 


Technological Revolutions
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Most combinatorial evolutions are trivial, but occasionally there are clear watersheds between who different technological systems. There are lots of terms for this phenomena; industrial revolutions, Schumpeter’s ‘creative destruction’, Kondratiev ‘long waves’, disruptive innovation.  The basic premise is since the 19th century, we’ve gone through linked cycles of technological change and economic growth, as a new major technology enters the world, disrupts existing systems, reaches its potential, and then stalls out until a new technology breaks the recession and restores growth.

Now, there is unfortunately little academic consensus on when precisely these cycles started and ended, or even how many there have been, but this idea makes a lot of sense.
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And one way to think about is that the most important technologies, or technological modules, are the ones that let you move from one scientific domain to another, to radical translate the laws of physics. For example, the steam engine turns stored chemical energy into mechanical work. Electrification and internal combustion move energy much more freely than steam engines.  Computers and robotics are important because they let us do manipulation and calculation that would be extremely effortful in the physical world more or less instantaneously in a mathematical world. 
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The GRINN technologies offer radical new possibilities of domain translation, and these are some potential ways to in which domains might be translated. 


Modularity: Socio-Technical Systems
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Earlier, I spoke about combinatorial evolution happening extremely rapidly, but there is also a force that retards change, the inertia and friction associated with large scale socio-technical systems. While modules within an artifact can be changed relatively transparently, they result in arrangements of people, institutions, and power which are for more resistant to change. For example, our friend the internal combustion engine is tied into a road network, a suburban mode of living, fossil fuel economics, and then extraction industries, environmental changes, and geopolitical commitments.

For a scholar interested in technological change, this leads to a question: how do things change, and how do we manage that change for the better? However you want to call them, the innovations that matter disrupt our systems, introducing new problems and priorities, and that makes them inherently difficult objects of governance. 


s
Blitzkrieg!
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This lead me to the idea of the blitzkrieg, the overwhelming rapid military offensive, and how they’re created and stopped. Blitz is not about panzers and stukas and defeating the French. Blitzkrieg is actually a type of disruptive information situation. Conventional military theory, pre-Blitz, is about space and force—the operational art is locating the decisive point on a battlefield in the fog of war, the schwerpunkt, and bring overwhelming force to bear. A general reconnoiters the battlefield, concentrates firepower on the decisive point to win the battle, and manages logistics to keep the fire up.
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This is the OODA loop, developed by Col Boyd. His version of warfare is about timing and coherence, rather than space and force. Firepower and all the trappings of conventional warfare still matter, but they’re applied in service to an information-theoretical model. The OODA loop is a general model of the decision-making process that any entity goes through in the process of seeking its goals. 

For Boyd, victory comes from many sources. Cut off an enemy’s links to the external world, blinding them. Disorient the foe by moving the fight into terrain where their training, experience, and heritage no longer apply. Directly strike at their decision-making centers with decapitation strikes. And if you do all this (while preventing it from happening to you), your opponent’s actions will become ineffective and irrelevant, their strength will dissipate, and they can be defeated at leisure. Boyd’s insight is that while the physical infrastructure of war is very durable, the informational, psychological, and human factors associated with it are relatively fragile.

There are lots of ways that this can be done, but one common way is to move faster than your opponent, to get inside his “OODA loop.” Assuming roughly comparable opponents, the one with faster OODA loop will move the situation towards their terms over time, and almost always achieve victory.
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How does this apply to technological regulation? Not in a way that is very cheerful.
Innovators will always have a faster OODA loop than regulators, because they just need to invent and market new technologies. Global trade systems can spread items, ideas, and people across the globe in the blink of an eye.
Meanwhile, regulators have to evaluate the new technologies in a variety of legal, political, and environmental contexts. They work in a specific jurisdiction, that can be bypassed geographically, or more significantly, by whole new ontologies, basic types, of objects process and technologies that do not fit previously established legal boundaries and definitions.




Regulatory Counter-Blitz
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Redundancy: multiple options in play at any one time
Resilience: avoid tightly coupled systems, where changes propagate uncontrollable. Introduce buffer zones and delays
Unity of Purpose: Make sure that everybody understands what the goals are, and how to achieve, even in the absence of explicit instructions.

This advice is counter to the current regulatory climate, which is designed to present as low of barrier to trade and innovation across as many jurisdictions as possible, while at the same time in an American context tending to amplify and obscure expert disagreements via an adversarial legal process. In the future, I might try to explain in detail how this could be done, 
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War and Technology
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Which moves us into the case study on war and technology. I’d define war as the use of lethal force in pursuit of nation goals. War and technology have been closely related for centuries, if not millennia, because weapons are usually some of the most expensive objects in a society, the maintenance of a military force and war one of the greatest burdens, and because qualitively superior weapons can give a military a decisive advantage in battle. This images here are from the 4th generation theory of war, which is somewhat controversies, but categorizes military history by eras of mass, firepower, mobility, and flexible and distributed terror.

Should technology drive military strategy? Obviously not.  Strategy is about setting national objectives.  Technology certainly determines tactics, in that the tools at hand determine your best options for achieving victory in a specific battle, but technological means should not determine technological ends. We never quite live up to this ideal, and technology influences strategy, whether its various iterations of ‘gunboat diplomacy’ on nations unable to resist a technologically superior force, or the strategic importance of the Middle East for oil-dependent nations, starting with the British fleet of the early 20th century. That said, given that 
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Control of Military Technology
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There are three basic ways that military technologies are managed.
Conventionally, we have arms races, which are competitions for superiority in both quantity and quality, for a known weapon system, by competing powers. These tend to be characterized by escalating expenditures on ever larger numbers of weapons, until either a war or the financial exhaustion of one or both sides. The classical example being the Dreadnought arms race between Germany and the UK, which was ended by WW1 and the Washington naval treaty, at least for a few years.

Second, we can get leapfrogs in technology, such as when sputnik made it very apparent that the 1950s era American strategic bomber fleet and air defense network were of little use against a ballistic missile attack.  The Sputnik moment resulted in a renewed focus on American science and technology, and the foundation of DARPA with an explicit mission to prevent technological surprise by developing leapfrog innovations before anyone else.

And finally, in a few rare cases, such as with the Biological Weapons Convention, we have backed off or relinquished military capabilities. In particular, with the BWC the US and Soviet governments decided that the technology substantially increased the hazards of a civilization ending war, without enhancing conventional capabilities in a desired way.
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American military operations today are best described by Battlespace Dominance, which is a Pentagon buzzword, but in this case a useful and descriptive one. What Battlespace Dominance involves is linking every unit on the battlefield, from a lowly private with a rifle to a sophisticated Aegis cruiser, into a sensor grid, with can detect enemy forces, and then work through a prioritized target list as quickly as possible, applying the proper amounts of force to each target, from a rifle bullet to a GPS guided bunker buster bomb, until the enemy has been obliterated. When it works, it is the most punishing and destructive environment on this planet short of an atomic fireball. Battlespace Dominance was developed to counter the Soviets in Europe, and first used in full during Desert Storm, but its basic elements can be seen in forward observers for artillery and air support, developed during WW2, and the electronic sensors of the ‘McNamara fence’ in Vietnam. It’s all about command of information.

The american military is a archetypal example of a large technosocial system, and much of America’s R&D and procurement projects are about increasing battlespace dominance; about more and better sensors, faster and more transparent datalinks, more resilient and precise weapons platforms with greater range and endurance. 
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* Battlespace Dominance is poorly suited to low-intensity conflicts
* Expensive deployments vs spotty coverage

 Where does the grid stop?
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If you watch the news, you’re familiar with failed states: the Iraq insurgency, Afghanistan, Somali, the Libya intervention, the Syrian Civil War, and so on. There are plenty of good reasons to want to do something about failed states, from the human toll to the risk of lawless zones spilling into regional catastrophes, but our tools are poorly adapted to this kind of war, and there’s no reason to believe that doubling down on their efficiency or ability would help.

Battlespace Dominance is both overkill, and ironically inefficient. Stealth fighters and cruise missiles are absolutely overkill against a light infantry guerrilla enemy. At the same time, the sensor grid is poor at distinguishing an insurgent weapons depot from a house, or a taxi from a vehicle born-IED. This is not to say its ineffective-the military is doing very clever things with aerial surveillance, biometric databases, and social network analysis-but Battlespace Dominance does little to achieve victory when victory is defined as leaving a free, stable, and democratic government in Country X.

Second, all this hardware has a massive logistical and financial footprint, $100 millions a day for a decently sized theater of operations. The Benghazi debacle is a recent example of what happens when we have spotty coverage of the Battlespace. Secretary Gates’ recent quote, that the President’s critics have a “"cartoonish impression of military capabilities and military forces.“ is accurate. 4 Americans in a defined battlespace, say a Marine fireteam, can draw upon all sorts of lethal resources if they find themselves under attack. Ambassador Stevens and his guards did not have access to the same resources.

And finally, and this is most important for the Drone War, we don’t have a good system for limiting or stopping the expansion of the battlespace grid. Dr Allenby spoke about the laws of war, and I believe that one of the problems is that low intensity drone operations are a form of war, but one that is not geographically or temporally constrained. Fear that the entire world has become a battlefield are somewhat exaggerated, but not entirely groundless. 


Conflict 2: Rising Powers
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Challenges:

* Battlespace Dominance is untested technology

e “Unrestricted Warfare” operates outside of American military parameters
 Economic, legal, political, cultural, environmental, etc.
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Right now, American military supremacy is unquestioned. If you add America + NATO + our pacific allies, this Pax Americana is an unprecedented era of international stability. Even states which aren’t explicitly our allies tend more towards cooperation than confrontation, and those that oppose us directly have are at most regional hazards. The problem is that Battlespace Dominance has never really been tested in a full-scale conflict against a foe capable of serious resistance. We don’t actually know how it would work against an enemy capable of contesting the electromagnetic spectrum or American air power.  And while things like cheap autonomous drone swarms, tactical hacking, and military human enhancement are more like science fiction than science fact, advances in those fields cannot be discounted.  Because the American military is so invested in its current paradigm, it is unlikely to change short of defeat.

Another possibility is that a war might a form that renders conventional force useless, as defined in the “unrestricted warfare” theory developed by Qiao Liang and Wang Xiangsui, two officers with the People’s Liberation Army, which proposes alternative non-lethal disruptive attacks, that could be very damaging but would occur below the threshhold that’d warrant a conventional response.
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Conflict 3: Super-Empowered
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The third conflict is against non-state actors, modern terrorists, who are defined by a kind of grandiose nihilism, whatever their professed ideology or origin is. They aim to take revenge against a world that has wronged them, by breaking as much of it as they can reach. And to do so, they repurpose existing technologies, for example turning the kinetic energy and chemical energy of a jetliner into a cruise missile, because they lack the resources to acquire purpose-built weapons. And there is rightfully a fear that new technologies bring new vulnerabilities that can be exploited, and that networked or self-replicating technologies will dramatically extend the reach of bad actors. Imagine where’d we be now if the Tsarnaev brothers were better at biology, and had released smallpox at the Boston marathon instead of a handful of crude bombs.

Most of the damage from non-state actors is actually self-inflicted, in decreased trust and social cohesion, weakening of civil liberties and due process, and the transformation of civil society into another form of battlespace. And again, Battlespace Dominance as its been developed is of little use in combating these threats.


Conclusions: Clarity of Interests

"We acknowledge that the new principles of war are no longer
'using armed force to compel the enemy to submit to one's will,’
but rather are 'using all means, including armed force or non-
armed force, military and non-military, and lethal and non-lethal
means to compel the enemy to accept one's interests'”

--Unrestricted Warfare, Qiao & Wang

What are our interests?
Why would an opponent accept them?


Presenter
Presentation Notes
Time to pause and reflect on what American interests are, and how we might compel others to accept them. Sadly, our political process has come to signify entrenched disagreements as a default, rather than any unity of purpose.



Conclusions: Paths not taken

“Every gun that is made, every
warship launched, every rocket fired
signifies, in the final sense, a theft
from those hunger and are not fed,
those who cold and are not clothed.

The world in arms is not spending
money alone.

It is spending the sweat of its laborers,
The genius of its scientists,
The hopes of its children.”
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And I’d like to close with a quote by America’s greatest Soldier-Statesman, from Eisenhower’s farewell address. 

Battlespace Dominance lacks redundancy, particularly with GPS and radio communications, and its resilience is untested.

This is not to say that we should abandon military procurement or research, many of our airframes, ships, satellites, and vehicles are decades old and in desperate need of replacement. It’s simply to note that rather than more dramatic capabilities in pursuit of battlespace dominance against an illusive foe, we should focus on reliability and efficiency, and reducing the chance of truly disruptive development in the military technology sector. Similarly, engagement with the world has to be emphasized, both in supporting allied nations, and developing reasonable objectives for conflict zones in failed states. 


-
Bibliography

« Arthur, W. B. (2009). The nature of technology : what it is and how it evolves. New York: Free Press.

« Ezrahi, Y. (1990a). Science, experimental political, and the culture of democratization. In The Descent of Icarus.
Cambridge, MA: Harvard University Press.

« Ezrahi, Y. (1990b). The descent of Icarus: science and the transformation of contemporary democracy. Cambridge,
Mass: Harvard University Press.

« Funtowicz, S. O., & Ravetz, J. R. (1993). Science for the post-normal age. Futures, 25(7), 739-755. doi:10.1016/0016-
3287(93)90022-L

« Gieryn, T. (1983). Boundary work and demarcation of science from non-science. American Sociological Review, 48,
781-795.

« Jasanoff, S. (1990). The fifth branch : science advisers as policymakers. Cambridge, Mass.: Harvard University Press.

« Jasanoff, S. (Ed.). (2004). Ordering Knowledge, ordering society. In States of knowledge: The co-production of science
and social order (pp. 13—-45). New York, NY: Routledge.

 Latour, B. (1986). Laboratory life: the construction of scientific facts. Princeton, N.J: Princeton University Press.

 Latour, B. (1987). Science in action : how to follow scientists and engineers through society. Cambridge, Mass.:
Harvard University Press.

« Nagl, J. A. (2005). Learning to eat soup with a knife: counterinsurgency lessons from Malaya and Vietnam (Paperback
ed.). Chicago: University of Chicago Press.

« Osinga, F. P. B. (2007). Science, strategy and war : the strategic theory of John Boyd. London; New York: Routledge.
« Qiao, L. (2002). Unrestricted warfare. Panama City, Panama: Pan American Publishing.

« Trinquier, R. (2006). Modern warfare: a French view of counterinsurgency. Westport, Conn: Praeger Security
International.

+ United States, & United States. (2007). The U.S. Army/Marine Corps counterinsurgency field manual: U.S. Army field
manual no. 3-24: Marine Corps warfighting publication no. 3-33.5 (University of Chicago Press ed.). Chicago:
University of Chicago Press.

« Wynne, B. (1996). Misunderstood misunderstandings: social identities and the public uptake of science. In A. Irwin &
B. Wynne (Eds.), Misunderstanding science?



	�Blitzkrieg Technology�& National Security
	Plan of Attack
	Military Metaphors
	In War, there are �No Second Chances
	Technology, Innovation, Governance
	Modularity: Artifact
	Innovation: Combinatorial Evolution
	Technological Revolutions
	Domain Translation
	GRINN Domain Translations
	Modularity: Socio-Technical Systems
	Blitzkrieg!
	Observe-Orient-Decide-Act
	Applying OODA to regulation of GRINN
	Regulatory Counter-Blitz
	War and Technology
	Control of Military Technology
	Battlespace Dominance
	Conflict 1: Failed States
	Conflict 2: Rising Powers
	Conflict 3: Super-Empowered Non-State Actors 
	Conclusions: Clarity of Interests
	Conclusions: Paths not taken
	Bibliography

