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Are Drones Friendly and Commercial?
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Are they Keeping US Safe?
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Are they a Big Business Opportunity?
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Are they Subject to “Big Politics?”
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May the Debate begin!
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The Constitution / Federalism and Aircraft Design

• The Constitution
– Specifically calls out Admiralty Law, the Army, the Navy, the Post 

Office (but remains silent regarding aircraft)

– The Commerce Clause is important (Article I, Section 8, Clause 3):

The United States Congress shall have power … to regulate 
Commerce …among the several States.

– The Tenth-Amendment is important

The powers not delegated to the United States by the 
Constitution, nor prohibited by it to the States, are 
reserved to the States respectively, or to the people.
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History of Regulation of Aviation

• When Aviation was young, it was unregulated

• But then the First World War Happened…
– Airplanes could fly long distances, cross countries at will
– Were a viable weapons delivery system 
– Crashed regularly (in war and peace) causing property damage

• Initial Efforts to Regulate Aircraft in the US (failed)
– Treaty of Versailles

• Not Ratified by Congress
– Proposed Constitutional Amendment (Would have followed Woman’s Suffrage)

• Abandoned

• Compromise Plan Enacted
– Defers to Federalism (10th Amendment) and the Commerce Power of Congress

• The States voluntarily adopted basic laws covering aviation, states enforce violation of Federal 
laws, but defer to the Federal Government for Certification

• Congress passed and President Coolidge (R) signed into law the “Air Commerce Act of 1926”
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Key Elements of the Air Commerce Act of 1926

• Federal Regulation of Air Commerce
– Transportation in whole or in part by aircraft of persons or property for 

hire, navigation of aircraft in furtherance of a business, or navigation of 
aircraft from one place to another in the conduct of business.

– Federal Government to
• Encourage the establishment of airports, civil airways
• Carry forward Research and Development
• Investigate, record and make public the causes of accidents
• Grant registration to eligible aircraft
• Rate aircraft as to their airworthiness

– Design, calculations upon which the design is based
– Materials and methods used in the construction
– Periodic Inspection / Re-rate aircraft as to their airworthiness

• Periodic examination and rating of airmen
– Federal Statutes & Regulations

• Air Traffic Rules
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• The FAA Modernization and Reform Act of 2012 has 
Federalism Problems
– It commands the FAA to allow robotic aircraft operations below 

400-ft

BUT

– Airspace above 1200-ft is clearly Federally Regulated (above 500-ft 
has shared jurisdiction)

• Federally regulated Airspace is that suitable for interstate commerce –
U.S. Const., Art. I, Sec. 8.

– Airspace below 1200-ft is locally regulated (above 500-ft has shared 
jurisdiction)

• Violation may constitute a trespass                                                         
Swetland v. Curtiss Airports Corp., 41 F.2d 929 (N.D. Ohio 1930)

– This limit results from a legislative compromise made prior to the Air Commerce Act of 1926.
– This limit was key to the privacy holding in Florida v. Riley, 488 U.S. 445 (1989)

The FAA Modernization and Reform Act of 2012 
FAA Modernization and Reform Act of 2012, 112 PL 95 – Feb. 14, 2012.
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• The FAA Modernization and Reform Act of 2012 has 
Separation of Powers Problems
– It commands the FAA to treat similar parties in dissimilar ways

• FAA is expected to qualify the design, manufacture, maintenance and 
operations of all aircraft.

• FAA is instructed not to qualify the design, manufacture or maintenance 
of public drone aircraft

• FAA “may not promulgate any rule or regulation regarding a model 
aircraft, or an aircraft being developed as a model aircraft, if … the 
aircraft is flown strictly for hobby or recreational use.”

– An executive branch Agency cannot “pick and choose” how to 
follow conflicting statutory commands 

Whitman v. Am. Trucking Associations, 531 U.S. 457 (2001)

The FAA Modernization and Reform Act of 2012 
FAA Modernization and Reform Act of 2012, 112 PL 95 – Feb. 14, 2012.
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Where we stood in 2011

• The Federal Government pervasively regulates all
aircraft design, manufacture, repair and operations
– It publishes an elaborate set of rules as Title 14 in the 

Code of Federal Regulations (CFR).
– The FAA regularly releases clarification and policy 

documents in the form of Agency Orders, Advisory 
Circulars, and Notice-to-Airmen (NOTAMs).

– Today’s Title 14 doesn’t expressly differentiate 
between manned and unmanned systems
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The reach of the FAA (through the commerce power of the 
United States congress)

• The FAA has jurisdiction to:
– Regulate Aircraft Design 

• Certified by the FAA –“Type Certificate”
– Authorize Aircraft Manufacturers

• Certified by the FAA – “Production Certificate”
– Decide whether any individual aircraft can fly

• Certified by the FAA – “Airworthiness Certificate”
– Limit who has access to fix aircraft Aircraft Mechanics 

• Certified by the FAA 
– Designate “legal” Aircraft Repair Stations

• Certified by the FAA
– License Aircraft Pilots

• Certified by the FAA
– Direct where Aircraft Fly

• The FAA runs the Nation’s Air Traffic Control System

Constitutionality affirmed: Neiswonger v. Goodyear Tire, 35 F.2d 761 (N.D. Ohio, 1929).
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Now, not only are there certification loopholes but there is an 
express “Model Aircraft” carve-out

• The Act defines “Model Aircraft” so broadly as to 
encompass airframes that may be indistinguishable 
from a commercial or military Drone. 

– “[There is] virtually no physical difference, whether it be size or some other 
factor, between what constitutes a model aircraft and a drone. … size is not 
the distinction. It’s what’s being collected, the data, that is critical.”               
– Michael Toscano, AUVSI President (2013)

• The rules forbidding the FAA from regulating any non-
commercial unmanned aircraft no matter what its size, seem to 
open the door for unsavory elements to produce large ostensibly 
“hobbyist” airframes for use as weapons.
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Privacy Concerns Dominate Press Coverage
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PUT ALL OF THIS TOGETHER 
AND YOU’VE GOT A MESS…
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• Drones do not fleet across the sky like “vagrant 
clouds;” they leave permanent contrails across 
cyberspace.   - Takahashi (2013)

– Equipped with high resolution cameras, the possibility 
of a private or government Drone obtaining information 
that breaches a citizen’s “reasonable expectation of 
privacy” seems likely.

– This data will make its way into cyberspace, where it 
will be archived, subject to mining and potential 
mischief.
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Existing Federal Guidelines Restrict 
Law-Enforcement Surveillance Opportunities

The Fourth Amendment states that: 
“the right of the people to be secure in their persons, houses, 

papers, and effects, against unreasonable searches and 
seizures, shall not be violated, and no warrants shall issue, 
but upon probable cause, supported by oath or affirmation, 
and particularly describing the place to be searched, and 
the persons or things to be seized.” Search Clause: 

All Searches must be 
“Reasonable”

Warrant Clause:       
All Warrants Must “Particularly 
Describe” the intended nature of 
the Search

With a Valid Warrant, based upon Probable Cause, there is no 
reason why Police can’t use a “Drone” in Law Enforcement
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But what about Warrantless Police Searches?

A Police Patrol cannot violate the Fourth Amendment because an inspection “that 
involves merely looking at what is already exposed to view - … is not a ‘search’ … and 
… does not even require reasonable suspicion.” Arizona v. Hicks, 480 U.S. 321 (1987).

– “A police officer could conduct binocular surveillance … provided that he only observes and reports on 
items that are within his plain-view.” Coolidge v. New Hampshire, 403 U.S. 443 (1971).

– “In an age where private and commercial flight in the public airways is routine … The Fourth 
Amendment simply does not require the police traveling in the public airways … to obtain a warrant … 
to observe what is visible to the naked eye.” California v. Ciarolo, 476 U.S. 207 (1986).

– “Any member of the public could legally have been flying over Riley's property in a helicopter at the 
altitude of 400 feet and could have observed Riley's greenhouse. The police officer did no more.”  
Florida v. Riley, 488 U.S. 445 (1989).

BUT!

•“Surveillance of private property by using highly sophisticated surveillance equipment … might be 
constitutionally proscribed absent a warrant.” Dow Chemical v. U.S., 476 U.S. 227 (1986).

•When “the Government uses a device that is not in general public use, to explore details of the home 
that would previously have been unknowable without physical intrusion, the surveillance is a ‘search’ and 
is presumptively unreasonable without a warrant.” Kyllo v. U.S., 533 U.S. 21 (2001).

WARRANTLESS POLICE PATROLS W/ DRONES WILL 
CAUSE THESE TWO LEGAL THEORIES TO COLLIDE!
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But what about Warrantless Police Trespass?

Warrantless Police Trespass does not inherently violate the Fourth Amendment because
– No legitimate expectation of privacy in an open field. Oliver v. United States, 466 U.S. 170 (1984) 
– No legitimate expectation of privacy in curb-side trash. California v. Greenwood, 486 U.S. 35 (1989)
– Exigent Circumstances may allow Police to search without a warrant. Minnesota v. Olson, 495 U.S. 91 (1990)
– Warrantless inspections of ‘closely regulated [private] business’ allowed. N.Y. v. Burger, 482 U.S. 691 (1987)

BUT!

• “Fourth Amendment rights do not rise or fall with... [Justice Harlan’s] Katz formulation. 
Katz may add to the baseline, it does not subtract anything from the [Fourth] Amendment’s 
protection.”” United States v. Jones, 132 S. Ct. 945 (2012)

• A warrant is necessary when police conduct amounts to a trespass at common law AND 
police invade a constitutionally protected area enumerated in the Fourth Amendment 
(persons/houses/papers/effects) AND police perform such an act for the purpose of 
gathering information. Florida v. Jardines, 133 S. Ct. 1409 (2013)

WARRANTLESS POLICE TRESPASS W/ SURVEILLANCE DRONES 
WILL CAUSE THESE TWO LEGAL THEORIES TO COLLIDE!
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But what about Warrantless Access to Business Records?

There is no Fourth Amendment protection for any incriminating information 
voluntarily transferred to a third party.  No warrant is needed because there is No 
Legitimate Expectation of Privacy in:

– numbers dialed into a telephone system. Smith v. Maryland, 442 U.S. 735 (1979).
– cheques and deposit slips sent through the banking system. Cal Bankers v. Shultz, 416 U.S. 21 (1974).
– E-mail headers sent over the internet. United States v. Forrester, 512 F.3d 500 (9th Cir. 2008).

BUT!

• “I would not assume that all information voluntarily disclosed to some member of the public for a limited 
purpose is for that reason alone disentitled to fourth amendment protection.” United States v. Jones, 132 S. 
Ct. 945, 950 (2012) (Sotomayor, concurrence)
• “In the pre-computer age, the greatest protections of privacy were neither constitutional nor statutory, but 
practical. Traditional surveillance for any extended period of time was difficult and costly and therefore 
rarely undertaken.” United States v. Jones, 132 S. Ct. 945, 950 (2012) (Alito, concurrence)
• There exists a “reasonable societal expectation of privacy in the sum of one’s public movements.” United 
States v. Jones, 132 S. Ct. 945, 950 (2012) (Sotomayor, concurrence)

WARRANTLESS ACCESS TO THIRD PARTY DRONE TELEMETRY 
WILL CAUSE THESE TWO LEGAL THEORIES TO COLLIDE!
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WHERE ARE WE GOING?
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Passing Local Laws asserting Local jurisdiction of Class-G airspace…
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Passing State Laws forbidding Law Enforcement 
use of Drones without a Warrant

© 2013 – T. Takahashi Slide 24



WHAT ELSE DO WE NEED TO 
DO?
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Extend Jones and Jardines to the Sky

• Riley seems ripe to be further distinguished. 
– Jones and Jardines hold that a warrant is necessary when police conduct 

amounts to a trespass at common law AND police invade a constitutionally 
protected area enumerated in the Fourth Amendment 
(persons/houses/papers/effects) AND police perform such an act for the 
purpose gathering information. 

– Riley fact pattern
• Police surveillance at < 500-ft  Constructive Trespass
• Used to look within the curtilage  invade Constitutionally Protected Area
• Looking for Marijuana Plants  Gathering information without a warrant

• “It is inconceivable that the government can intrude so far into an 
individual's home that it can detect the material he is reading and still 
not be considered to have engaged in a search. … If government 
agents have probable cause to suspect criminal activity and feel the 
need for telescopic surveillance, they may apply for a warrant; 
otherwise, they have no right to peer into people's windows with 
special equipment not generally in use.”) United States v. Kim, 415 F. 
Supp. 1252, 1256-1257 (D. Haw. 1976) 
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Narrowly distinguish the breadth of the “Third Party Doctrine”

• Modern society compels us to make use of third party 
data providers. 

• Permanent “contrails in cyberspace” arise from:
– Telephone Calls & Text Messages
– E-mail Messages
– ATM & Credit Card Use 
– Airline Flights / Hotel Stays
– Google Maps searches

“All of these interactions create records in the hands of third parties 
about our interests, problems, loves and losses, finances, 
associates, family moments, and even our location at any 
moment.” - Orin Kerr and Greg Nojeim, The Data Question: 
Should the Third-Party Records Doctrine Be Revisited?, ABA 
JOURNAL, Aug.2012
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Grant the FAA the Authority to Regulate Privacy

• Amend the Current FAA Organic Act
49 USC § 40101 - Policy

(a) Economic Regulation. ... the Secretary of Transportation shall 
consider the following matters ...

(1) assigning and maintaining safety as the highest priority in air 
commerce. 

...

(3) preventing deterioration in established safety procedures, 
recognizing the clear intent, encouragement, and dedication of Congress 
to further the highest degree of safety in air transportation and air 
commerce, and to maintain the safety vigilance that has evolved in air 
transportation and air commerce and has come to be expected by the 
traveling and shipping public.

...

(7) developing and maintaining a sound regulatory system that is 
responsive to the needs of the public and in which decisions are 
reached promptly to make it easier to adapt the air transportation 
system to the present and future needs of ... (A)the commerce of the 
United States; 

PRIVACY MATTERS EXCEED THE CURRENT STATUTORY 
AUTHORITY OF THE FAA!
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Retain Comprehensive Federal Certification of ALL 
AIRCRAFT, NO DRONES CARVE-OUT!

• Drones have “got to be regulated. … It's one thing for governments, 
who have some legitimacy in what they're doing [to operate Drones], 
but [to] have other people doing it … It's not going to happen.” – Eric 
Schmidt, Google (2013).

• Petition the FAA to establish a Federal code of “best practices” so that 
decisions regarding design, construction, operations, repair, 
maintenance and workmanship, must be made by certified 
technically trained personnel.

• Conventional aircraft safely transport their passengers precisely 
because they do not crash
– Unsafe aircraft Liability to Manufacturers & Operators
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Would you fly on an uncertified pre-1926 airplane?

• Comprehensive Federal regulation of aviation 
inspired, rather than restricted, great advances in 
technology and safety.
– In 1926, without regulations

– By 1935, with regulations

– Today…
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Sum Up

“Planes do not wander about in the sky like vagrant 
clouds. They move only by federal permission, subject 
to federal inspection, in the hands of federally certified 
personnel and under an intricate system of federal 
commands.” 
- Northwest Airlines v. Minnesota, 322 U.S. 292 (1944),  (J. Jackson concurring)

Why should Drones be any different?
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