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This presentation is a brief overview of a paper I am writing addressing the constitutional and regulatory issues associated with Automatic License Plate Recognition technology.



Today’s Topics 
 

 What is ALPR? 
 

 Proliferating use & 
growing privacy 
concerns 

 
 Constitutional 

implications 
 

 Current regulation 
 

 Suggested legislative 
guidelines 
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What is ALPR technology; what it does and doesn’t doProliferating use of ALPR technology, both by law enforcement and private collectors of license plate information and a growing concern voiced by civil liberty advocates.Review the current state of regulation of the technology.Conclude with some suggested issues for lawmakers to consider in crafting and regulatory scheme.



What is ALPR Technology? 
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…digital camera plus software that converts images into computer readable text. …mounted on stationary platforms like sign posts, freeway overpasses or on mobile platforms like police cars…reads a license plate number, converts number into data which can be searched and cross-referenced  with other databases…typically records the date, time and location at the time the plate number is captured and if on a vehicle that is moving it records the speed and direction of travel.…technology is capable of capturing up to 1800 license numbers per minute on vehicles moving at freeway speeds.



Proliferating use 
 
 75% of U.S. police 

departments now use. 
 
 Regional databases are 

growing. 
 
 Growing number of private 

collectors & databases. 
 
 DHS recently sought to 

create national database. 
 
 

 
 
 

 

4 

Presenter
Presentation Notes
Widespread use by law enf.  first began  in GB in 2002.75% of U.S. police departments now use and rest have plans to acquire own ALPR equip or tap into existing databases. 70% of all crime involves a vehicle. Technology been credited w/solving burglaries, kidnappings, auto thefts and homicides.Regional law enf. databases are growing where captured plate data is aggregated across state lines & police jurisdictions Growing number of private collectors and databases. DRN has 550 “affiliates” in every major city; has 2 B plate images in database; adding 70 M scans/month. The insurance and repo industries are main customers, but law enf. has access. DHS has distributed $50 M to law enf. agencies across country & recently sought to create national database.



Growing Privacy Concern 
 

 
 
 Civil liberty advocates & 

media have sounded the 
alarm about the 
surveillance capabilities 
of ALPR. 
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Civil liberty advocates & media have sounded the alarm about the surveillance and tracking capabilities of ALRP technology.ACLU issued report in July 2013 decrying the big brother aspects of the technology and noting that the vast majority of police departments who use the technology have no policies in place to insure appropriate use for crime interdiction; Wall Street Journal did a series on abuses of ALPR data and even the International Association of Police Chiefs has warned that ALPR technology can pose serious privacy and associational risks if not properly utilized.The technology raises several constitutional issues



Constitutional implications 
 
 Fourth Amendment 

search issues. 
 
 First Amendment 

freedom of speech 
and association 
issues. 
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Technology has  both Fourth and First Amendment implications.Time doesn’t permit an analysis of the issues; they will be addressed in an article I am writing on the subject, but I can briefly identify the constitutional questions raised by use of ALPR equipment and use of ALPR data.



 Fourth Amendment Issues 
 

 1.  Is government photographing of license plate  
       numbers  a “search”? 
 
 2.  Is accessing ALPR databases a “search”? 
 
 3.  Is ALRP technology similar to GPS technology        
  such that it implicates U.S. v. Jones? 
 
 4.  Will the DC Circuit’s “mosaic theory” apply to   
  ALPR? 
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Invented in 1974These are just a few of the Fourth Amendment questions raised by the technology.



First Amendment Issues 
 

  
 1.  Does widespread use of ALPR chill free speech            
       and association?  
 
 2.  Do private ALPR collectors have First Amendment   
       interests?   
 
 3.  Is mining ALRP data protected speech? 
 
 4. What is impact of Sorrell v. IMS Health 
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I expect to address these issues in my paper.I expect to address these issues in my paper.Legislators are already beginning to react to the proliferating use of the technology and the concomitant civil liberty concerns.



ALPR Regulation 
 

      H.R. 2644  
 

 “Reasonable Policies on Automated        
  License Plate Readers Act.”  
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July of 2013 the “Reasonable Policies on Automated License Plate Readers Act” was introduced in Congress.Amends the Omnibus Crime Control Act to prohibit funding to law enforcement agencies which use ALPR technology unless they adopt policies which, among other things, insures that ALPR data is not stored in a statewide database, is destroyed after 30 days and limits with whom data may be shared.No comm. Hearings scheduled; unlikely to pass.There has been more activity on state level.



 6 States Regulate ALPR use 10 

Presenter
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Six states have passed laws regulating ALPR technology or data…Arkansas, Maine, Vermont, New Hampshire, Utah & Maryland.Few common themes & vary widely in their purposes, scope and degree of privacy protections; most significant attribute is their lack of consistency.Here is a quick review of the legislation in the six states. 



 6 States Regulate ALPR use (Arkansas) 

• applies to gov’t & private 
companies 

• use only by law 
enforcement 

• data deleted after 150 days 
• data may not be sold 
• mandates adoption of 

policies 
• data classified as private 
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 6 States Regulate ALPR use (Maine) 

• applies to gov’t  
& private parties 

• use limited to law 
enforcement 
based on “specific 
and articulable 
facts” of 
wrongdoing or 
safety concern 

• may not use 
private  
co. data 
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 6 States Regulate ALPR use (Vermont)  

• law enforcement use 
only and only to 
identify 

1) outstanding traffic 
violations 

2) unregistered  
vehicles 

3) vehicles  
associated with  
a missing  
person or  
outstanding  
warrant 

• data destroyed  
in 30 days 
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 6 States Regulate ALPR use (New Hampshire) 

• applies to gov’t  
only  

• total ban  
on use except for 
1) toll collection 
2) security of 3  

bridges and 
3) case-by-case 

investigation of 
particular crime 

• violation of act is 
misdemeanor 
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 6 States Regulate ALPR use (Utah) 

• applies to  
gov’t only 

• limited to law 
enforcement purposes 

• data deleted after 9 
months 

• allows sharing for law 
enforcement purposes 

• may use private ALPR 
data if co. retains for  
<30 days 
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 6 States Regulate ALPR use (Maryland) 

• applies to law 
enforcement 

• use limited to crimes or 
search for terrorist or 
missing persons 

• mandates adoption of 
policies & annual reports 

• mandates model policy 
governing access & use of 
data 
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My paper will conclude with some principles to guide lawmakers in drafting legislation to regulate ALPR technology so as to preserve the tremendous public safety benefits of the technology while protecting legitimate privacy and associational interests.Here is a preliminary list of the guiding principles.



 Suggested legislative principles 
   
 1.   clearly identify the interest to be      
  protected or  promoted by the regulation. 
 
 2.   differentiate between collection and    
  aggregation.  

 
 3.   differentiate between govt. and private   
  collection & use.   
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 Suggested legislative principles 
 

  
 4.   focus on what constitutes “proper” use of    
  ALPR data not what constitutes      
  “improper” use. 
 
 5.   require law enforcement to obtain a    
  warrant or a reasonable, particularized   
  suspicion before accessing private databases.  
 
 6.  set reasonable limits on how long data may  
  be  retained;   
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Suggested legislative principles 
 

 7.  Classify the data as protected or private under  
        state records laws;  

 
 8. require law enforcement to make annual reports 
  and enact an auditing system. 
 
 9.   require entities to adhere to industry best    
  practices  re: data management and security. 
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Suggested legislative principles 
 

 10.   Require government to do an initial privacy   
    assessment regarding the deployment of ALRP  
    and data. 
 
 11.   Consider penalties or other sanctions & private  
      right of action to punish  and deter abuse.  
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    QUESTIONS? 
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Invented in 1974Law enforcement  began using in Great Britain in 200275% of U.S. police departments now useRegional databases are growingDHS recently sought to create national database



 
 Randy L. Dryer, J.D. 
 S.J. Quinney College of Law, Univ. of Utah 
 
   r.dryer@honors.utah.edu 
   
   Twitter: @medialawguy 
 
   (801) 403-5207 
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Invented in 1974Law enforcement  began using in Great Britain in 200275% of U.S. police departments now useRegional databases are growingDHS recently sought to create national database


	AUTOMATIC LICENSE PLATE READERS: AN EFFECTIVE TOOL FOR LAW ENFORCEMENT OR BIG BROTHER’S LATEST TOOL FOR MASS SURVEILLANCE?
	Today’s Topics
	What is ALPR Technology?
	Proliferating use
	Growing Privacy Concern
	Constitutional implications
	 Fourth Amendment Issues
	First Amendment Issues
	ALPR Regulation
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	 Suggested legislative principles
	 Suggested legislative principles
	Suggested legislative principles
	Suggested legislative principles
	Slide Number 21
	Slide Number 22

