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Big Data: Volume, Variety, Velocity, Veracity, Value 
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Internet of Things and Precision Medicine 
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Eyjafjallajökull volcanic eruption 

Iceland, 2010  
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What concentration of volcanic 
ash is harmful to jet engines? 
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Current Regulation and Laws Inadequate 

Health Insurance Portability and 
Accountability Act  

FDA Medical Device Regulation 

Electronic Communications Privacy 
Act 

Private Law (Contractor Tort)  

Fourth Amendment  
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FDA Medical Device Regulation 
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Private Law (Tort)  
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Rx • Where will the data be stored and backed up? 

• Who can access it? 

• Adequate security controls and audits in place? 

• Absolute right to get the data back without conditions? 

• Can provider use or access the company’s data? 

• Do third parties have access to the data? 

• Control of Data: Does control change as data moves? 

• Disclosure and/or consent? 

• Privacy policies in place, agreed to and meet regulations? 

 

 

 

 

 

 

Liability Issues: Questions Not Answers 
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Questions Not Answers 

• Should a computer like Watson have decision authority? 

• Will Watson-health (or a cognitive computing platform like 
it) be admissible as an expert witness in court?  

• Can it set a new standard of care? 

• Should you be able to “opt out” of data aggregation?  

• Should you be required to “opt in” to data aggregation?  

• Is there a “moral duty” to participate in some way if you 
want the benefits?  

• Should there be hard limits on data collection, retention or 
sale?  

 



Dx 

Rx 

Precision Medicine Big Data and 
Reducing the Possibility of Malpractice  

• Fewer adverse events 

• Reduced variation in practice 

• Early notification before problems 
arise 

–Provider level 

–Patient level 
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After a short stay in America, Michelangelo’s 
David Returned to Europe  
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Thank you to my team at the Personalized Medicine & 
Targeted Therapeutics Center and to the patients, 
providers, and others who participate in our studies! 
 
Thanks to all our funders including the NHGRI R01 
HG006145 (Marchant, Issa and Campos-Outcalt) 
which supported this work.  
 
 
 


