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 Previous Products 
◦ Products tended to be simple mechanical, chemical 

or biological constructs 

◦ Products were static – product was not modified 
after regulatory approval 

◦ Approved product “locked down” 

 Today’s Products 
◦ Often involve digital algorithms  

◦ Products are dynamic - algorithms constantly being 
updated  

◦ Approved product subject to constant modifications  



 Existing paradigm: 
◦ Static, single-analyte tests 

 e.g., glucose test 
◦ Regulatory model: one time pre-market review or 

clearance 
 New paradigm: 
◦ Complex test measuring dozens or hundreds of 

analytes; integrated output from constantly 
evolving  algorithm 
 e.g., immunosignature profiling on peptide/protein arrays 
 multiplex nucleic acid profiling (eg. oncology, infectious 

disease, pharmacogenetics) 
 next-generation sequencing panels for whole exome and 

whole genome analysis plus epigenetic profiling 
◦ Regulatory model: ? 





 Manufacturer must submit a supplemental 
application unless it can determine that the 
modification will not affect the device’s safety 
or effectiveness 

 Since health care providers cannot evaluate 
the effect of modifications to proprietary 
algorithms, FDA is only check on safety and 
effectiveness of modified product 

 Presents a problem for products being 
changed on a regular basis 









 Motor 
vehicles/engine 
control modules 

 Autonomous cars 

 Aircraft software 
programs 

 Medical software 

 mHealth devices 

 Search engines 

 Insurance rating 
 Data collection/Web 

tracking 
 Securities market 

algorithms? 
 Market concerns 
 Banking/Lending 



 Will need a new regulatory paradigm in this 
age of algorithms 

 Shift regulatory model from one time pre-
market approval to a more dynamic ongoing 
surveillance that involves notification and 
monitoring of real-world impacts 

 Challenges: 
◦ Transparency 

◦ Regulators’ competency 

◦ Trust (Volkswagen!) 

 

 


